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ABSTRACT

Recently, for secure software development, static analysis tools have been used mostly to analyze the source
code of the software and identify software weaknesses caused of vulnerabilities. In order to select the optimal
static analysis tool, both weaknesses rules and analysis capabilities of the tool are important factors. Therefore,
in this paper we propose the test codes developed for evaluating the rules and analysis capabilities of the tools.
The test codes to involve 43 weaknesses such as SQL injection etc. can be used to evaluate the adequacy of

the rules and analysis capabilities of the tools.
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Table 1. Code Complexity

Type Description JAVA |C/C++
Basic |Basic Structure 1 1
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Control | various condition  or loop 19 20
flow |statement for testing an analysis
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Type Description

Basic | Data defined in SW internal
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]
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