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ABSTRACT

As the need for security of SCADA systems is increasing, significant progress has been made in research on security of
control protocol. However, very few security solutions were adapted to legacy SCADA system. The reasons for non-adoption
are latency, cost and key management problem. We propose a low latency, economic security Solution to solve these issues.
The proposed solution performs security function in data link layer and has minimum overthead to minimize latency.
Furthermore, we try to solve the key management problem by providing systematic security keys and key distribution method.

Keywords: Secure Authentication, DNP, BITW, latency, key management
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