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ABSTRACT

Cyber threats of the ICS(Industrial Control System) has been researched on the level to the threat to the network service
as well as a specific system, even if the extent of damage was not intended. Although some range of “security” just include
the protection of systems against the deliberate attacks of terrorists or cyber hackers, often more damage is done by
carelessness, and equipment failures than by those deliberate attacks. This paper presented a taxonomy for classifying all
abnormal behaviors of ICS, including deliberate attacks, inadvertent mistakes, equipment failures, and software problems. The
classification criteria of ICS abnormal behaviors was selected to highlight commonalities and important features of deliberate

attacks as well as inadvertent actions.

Keywords: SCADA, Industrial Control System, Deliberate Attack, Inadvertent Actions
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