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ABSTRACT

Comparable encryption allows a verifier to test whether given two ciphertexts from a probabilistic public key cryptosystem
are encryption of the same message without decrypting them. Recently, Yang et al. proposed such scheme and Lee et al. and
Tang independently modified Yang et al.’s system to restrict the entity who can perform the verification. However, the original
Yang et al.’s scheme has a flaw that enables two ciphertexts which are not encryption of the same message to pass the test.
In this paper, we concretely show the faults in all three schemes considered and analyze the effect of this flaw in the use of
such schemes in applications.

Keywords: Comparable Encryption, Searchable Encryption
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