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ABSTRACT

Recently, automated software testing methods such as fuzzing have been researched to find software vulnerabilities. The
purpose of fuzzing is to disclose software vulnerabilities by providing a software with malformed data. In order to increase the
probability of vulnerability discovery by fuzzing, we must solve the test suite reduction problem because the probability
depends on the test case quality. In this paper, we propose a new method to solve the test suite reduction problem which is
suitable for the long test case such as file. First, we suggested the length of test case as a measure in addition to old measures
such as coverage and redundancy. Next we designed a test suite reduction algorithm using the new measure. In the
experimental results, the proposed algorithm showed better performance in the size and length reduction ratio of the test suite
than previous studies. Finally, results from an empirical study suggested the viability of our proposed measure and algorithm
for file fuzzing.
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M 2 Ao A HoF duele A, Adkshe
SoF ue|Ze] BEYL FHsh] 98l /1% Qe
A2 2zEge] g 7149 shiel 4L ol HGS(11), GRE(12) 2|3 BOG(13) ¢xe|%>
43l AL Aol W AT(-4h AW =v) W o) Fokg ulw AW Asky o4 A%
3 glew, AAR AI(5-T)0) o AR T 9l dolAlS B Algkehe el Zel ofs) Sebwl B~
o A4 AEstE o wad Hde 2 = 1
P

Sl A1) SIEH8). oleiat ol vho] A Dy

A= HAE FE 2ok A4 &
EAle} o] Lr|A} e AT E ] FAES AR 7hstar o] o el A3 AFES Al 334
ALz EG )] FHS Zo} At 9t = AEL A xel HAE Alo]xo ZHeold A5,
(1.2). AL 2z eSS o= ks EA 730 Alrsle Ao AHget HoF due]ES Agkeitl 4
ug} Ao ® WMEAA LZEY|9 ok ofiE Aol Ags 53l Algkels ey s 5
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o g g |

of gk}, ofel] £ =M= TE FoF
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Program P: A simple program which consists of 4-functions

f| &

|

Function coverage of each test case

fy t ty ty ts
<L
Input: Test Suite T = {t;, t,, t3, ts, t5}
= {1, 115, 14} = {f, £, 5, T4}

Tl T {tl ti} T T {t ti} T3 T {t3 ti} T4 T {t4 ti}
t'slength =1, t,'slen. =1, t'slen. =1, t/slen. =1, ts'slen. == 10

Output: // Reduced set T'

byHGS: T' = {t;}
by GRE: T' = {t;5}
byBOG: T' = {t5}

(az 2) 47H—| grE T Ztte ZRag tlyes

F 5o, A TAA Fd & 9l o "o
E Aol A3 T = {t1,to. ta,ta)7F AUE o A T
o] BE U4 HAE Ao]xe] ZolE AXlsld H
E Aoz t59] Aelal 100] ek, kel A3 T7¢
BE (A& EHAE Aozl Aol 47} Elr). o] A%
A T A3 179 das ez gt A4S 5
Fohd T'& HAsH=E 28¥E Azte] TS =
AL w] 295 A7kR) oF 2 5(10/4)m7) o
o) AelA =}
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olA EEHQ AZ FF daeEe Akl
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Ao]xe] =7 (size) tAlell B]AE Alo]xe] Zo]
(length) & £oZ o] g3k},

3.1 Mgt Hz: HAE 70|20 Z0]

I Mol A T2 2 3] gE Bl AE Alo] 9] Zo)
2 71w2] Al (coverage) S4& 3 Aolek 7H=]
2A7ke] FAE Ao 34 A (2d 3)9
Zt (¥ 3) UME’-EZJIJ AL e gt A
FEAF g2 HIAE Aolx Hol(x-F)¢ 3T H
2~E Ao 2o gk AR (y-5) 2] IAE vehd
Ao AR = HAE Ao]~o Zole} A7} ¢l
5 ot} bl Bl AE Alo]Ao] ol 34
of 28F= AZRS A dlol slele HWAT
o] glt}. o & Eo bit-flipping A 7% (19)
= HAE Ao]22] Azt v B4 FE wlA|E} v B
ol27|7kA] AR ubEsie AL 3l
byte-transposing A 7[% (20} A2} vle| E
A H-E] vhA| R ulo] Eofl o] 27]7b4] Q1A wle] E9} 3k
+ uHte] 7he] wbEsle] 54 i), ulebA
2E FAo]xo] o7t AW A5 HA| £9%=
AlZbe wlgste] F7hghe},

olg]gh H|~E Ao|xo] ZHole} AMA] 4 77
29 A7He] A= H Aol At HAE fE 5
ofell glo] BlAE Alo]2o] Holr} wefE|ofo} 3=
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Coverage

o
o
3

0.02

2,000,000 4,000,000 6,000,000 8,000,000 10,000,000 12,000,000
Length of test case

(a) Microsoft Office Word

Coverage

1,000,000 2,000,000 3,000,000 4,000,000 5,000,000 6,000,000
Length of test case
(b) Hancom Hangul

(38 3) (a)MS = Zzaze| 22 el DOC T
I} (b)32 Z2ae| 3 Trlel HWP mig
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input

output
declare

algorithm ReduceTestSuite

t1,to, , tm- all test cases which present in the test suite

ry,ra, .yt all requirements

Ivim): array representing length of each test case

cm(m,n): coverage matrix representing requirement coverage of each test case,
1 for covered and 0 for uncovered

RS: a reduced suite of test cases from the test pool

nextTest: one of test cases

sumRows: array(l..n) of integer. representing the covering if requirements, initially 0

essentialList, unessentialList, maxList: list of tis

value: a value of integer

Card(): returns the cardinality of a set

Min(): returns the minimum of a set of numbers

Coverage(): returns the coverage of the test case

begin
STEP 1: initialization
RS = { ti.to. " tm }
foreach r; do compute sumRows(i), sum of the elements in the ith column of the cm
STEP 2:
loop
foreach t; € RS do
foreach r; € requirements where cml(t;,r;) = 1 do
value := sumRows[(j) - the j-th column element in the i-th row of the cm
if value == 0 then essentialList = {t;}
endfor
endfor
unessentialList = RS - essentiallList
Construct maxList consisting of test cases from unessentialList for which 1v(i) is the
maximum
if Card(maxList) = 1 then
nextTest := the test case in maxList
else
nextTest := Min(Coverage(each test case in maxList))
STEP 3: RS := RS - {nextTest}
foreach r; € requirements where cml(nextTest,r;] = 1 do
sumRows(j] = sumRowsl(j] - 1
endfor
Clear all elements of essentialList
until Card(unessentialList) = 0
return RS
(22l 4) HMetst= GF3 ¢18|EF oAZE
o402 o] sPsaieh, o] u] HAE Aol 2o Aol 28] Aol 2 Bl Ak ' Zoke] ALz Alekak
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3.2 Mgt HAE wE F9F 212

Ajet= HAE FE FoF dagFe] ol
GF3(Greedy for File Fuzzing)el® 9A} Z=&=
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MS Office Word

Viewer SP3 DOC |11.8169.8172] 8,883 |2.54GB

Hancom Office

2010 Hangul HWP| 8.0.0.466 9.362 [3.81GB

Adobe Flash
Player

Adobe Reader X|PDF| 10.0.1.0 17,038 |10.6GB

SWF| 11.0.1.152 | 13,220 |10.0GB
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(% 3) 271 % Zo| Fotg A 22
szEdo] k9] Toriginal HGS GRE BOG GF3

7t (MB) S% L% S% L% S% L% S% L%

B1 143 78.13 57.42 76.87 55.29 45.47 29.60 77.73 61.01

B2 275 86.73 75.26 85.30 71.40 63.33 55.08 86.27 80.75

DOC B3 432 89.09 77.20 88.40 74.57 70.31 58.77 88.82 81.18

B4 642 91.53 82.99 90.87 82.22 76.17 71.38 91.17 86.06

B5 1,415 95.48 90.90 95.14 89.82 87.20 84.45 95.44 93.14

B1 202 85.53 77.31 84.33 74.65 66.87 65.26 85.47 82.12

B2 427 92.00 87.15 90.97 84.15 79.73 81.89 91.53 89.55

HWP B3 635 93.58 89.22 93.11 87.90 84.56 85.64 93.53 91.88

B4 844 94 .43 90.34 93.93 89.29 87.77 87.49 94.32 93.48

B5 2,058 97.26 95.10 97.06 94.38 93.96 93.24 97.26 95.96

B1 588 80.93 85.55 79.53 84.80 48.73 69.68 80.73 86.55

B2 1,210 87.00 88.15 86.13 86.73 61.50 75.16 86.93 89.48

SWEF B3 1,870 90.31 90.87 90.09 90.44 69.84 80.55 90.31 92.19

B4 2,411 92.13 92.30 91.57 91.81 74.48 83.14 91.97 92.85

B5 6,269 95.82 95.55 95.64 95.23 85.76 90.06 95.70 96.33

B1 406 75.07 69.42 73.73 68.72 48.33 42.60 75.20 73.90

B2 801 83.63 79.26 82.97 78.37 64.83 56.52 83.70 82.14

PDF B3 1,265 87.51 85.01 86.73 83.95 72.11 67.91 87.38 88.92

B4 1,650 89.10 87.34 88.12 86.07 76.43 72.73 89.13 90.56

B5 4,051 94.14 93.36 93.70 92.94 87.00 84.78 94.04 95.13
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2.50.E-09

2.00.E-09

1.50.E-09

1.00.e-09

5.00.E-10

0.00.E+00

(29 6, T2
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. b
:ll.

Percent of Test Suite Size Reduction

100% -

90%

80%

Percent of Test Suite Length Reduction

(a7 7] Zo| %<

BIAE AHo|A2| Tl BIOIEY FHHE[X|

g sz Egeie} ote|EE 2
43} Zo] Zgol g boxplot #AF 2 ALO]
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