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ABSTRACT

According to the rapid growth of the number of SNS(Social Networking Service) applications based on Android OS, the
importance of its security is also raised. Especially, many applications using KaKaoTalk platform has been released in these
days, and these are top ranked in the relative markets. However, security issues on SNS applications have not been resolved
clearly. Therefore, it is crucial to provide means to cope with the security threats posed by code-segment modification in the
development stage of Android OS based SNS applications. In this paper, we analyze the security threats by modifying SNS
application code segments and suggest effective security techniques.

Keywords: SNS, game, application, android, code security, obfuscate
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final static int S5IZE = 188@;

private void SortArray(int array[])
int[] sorted_array = new int[5IZE];

for(int i=@; i<SIZE; i++)
sorted_array[i] = array[i];

for(int i=8; i<5IZE-1; i++)
for(int j=i+l; J<SIZE; j++)
if(sorted_array[i] < sorted_array[j])

int temp = sorted_array[i];
sorted_array[i] = sorted_array[j];
sorted_array[j] = temp;

}

(22! 7) BubbleSort 9] A 2=

private void a(int[] paramArray0fInt)
{
int[] arrayOfInt = new int[100]:
int i = 0;
int j»
while (true)
1
if {i »>= 100)
{
j =0z
if (3 < 29)
break;
return;
}
int k¥ = paramfirray0fInt[i]:
array0fInt[i] = kr
i +=1:
1
int m = j + 1;
while (true)
i
if (m >= 100)
{
J +=1;
break;
}
int n = arrayQfInt[j]:
int il = arrayC0fInt[m];
if (n < 1i1)
{
int i2 = array0fInt[]];
int i3 = array0fInt[m];
array0fInt[j] = i3;
array0fInt[m] = i2;

m+= 1;
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