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ABSTRACT

There have been various techniques to detect and control document leakage; however, most techniques concentrate on
document leakage by outsiders. There are rare techniques to detect and monitor document leakage by insiders. In this study,
we observe user’s document reading behavior to detect and control document leakage by insiders. We make each user’s
document reading patterns from attributes gathered by a logger program running on Microsoft Word, and then we apply the
proposed system to help determine whether a current user who is reading a document matches the true user. We expect that

our system based on document reading behavior can effectively prevent document leakage.
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