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Indirect Branch Target Address Verification for Defense against
Return-Oriented Programming Attacks

Soohyun Park’ - Sunil Kim™

ABSTRACT

Return-Oriented Programming(ROP) is an advanced code-reuse attack like a return-to-libc attack. ROP attacks combine gadgets in
program code area and make functions like a Turing-complete language. Some of previous defense methods against ROP attacks show
high performance overhead because of dynamic execution flow analysis and can defend against only certain types of ROP attacks. In this
paper, we propose Indirect Branch Target Address Verification (IBTAV). IBTAV detects ROP attacks by checking if target addresses of
indirect branches are valid. IBTAV can defends against almost all ROP attacks because it verifies a target address of every indirect
branch instruction. Since IBTAV does not require dynamic execution flow analysis, the performance overhead of IBTAV is relatively low.
Our evaluation of IBTAV on SPEC CPU 2006 shows less than 15% performance overhead.

Keywords : Program Security, Return-Oriented Programming, Program Transformation
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Valid target address

void foo();
void bar();
void test();

int main()
{
void (*fp)Q;,

} ROP_detected;

function_call_monitor(ibta)
if(ibta is valid) ibta();

else
ROP_detected;
}

return_monitor()

{

if(return address is valid)
return;

IBTAV 7]¥o]
9] Fig. 13} 2o

)
Fig. 1. Operation of IBTAV
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Table 1. Differences between IBTAV and previous defense techniques
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Table 2. Transformation of an indirect function call

Before transformation After transformation
jle 42 <main+0x2e> | jle 42 <main+0x2e>
movl £00,0x8(%esp) movl 100,0x8(%esp)
jmp 4a <main+0x36> | jmp 4a <main+0x36>
movl bar,0x8(%esp) movl bar,0x8(%esp)
mov 0x8(%esp),%eax mov 0x8(%esp),%eax
call *%peax call function_call_monitor

2
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Table 3. Transformation of a function return

Before transformation After transformation

sub $0x16, %esp sub
return jmp

$0x16, %esp
return_monitor
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Fig. 2. SPEC CPU 2006 results: run time comparisons of
original SPEC benchmarks vs. IBTAV applied SPEC benchmarks
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