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Secure Mobile Credit Card Payment Protocol based on
Certificateless Signcryption
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Abstract

The increase of the smartphone users has popularized the mobile payment and the mobile credit
card users are rapidly getting increased. The mobile credit cards that currently used provide its
users with the service through downloading mobile credit card information into USIM. The mobile
credit card saved in USIM has the minimized information for the security and is based on PKI.
However certificate-based payment system has a complicated procedure and costs a lot of money to
manage the certificates and CRL(Certificate Revocation List). Furthermore, It can be a obstacle to
develop local e-commerce in Korea because it is hard for foreigners to use them. We propose the
secure and efficient mobile credit card payment protocol based on certificateless signcryption which
solve the problem of certificate use.
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D, identifier of A
dy, partial private key of A
Dy partial public key of A
Sy secret value of A
pky public key of A
sk private key of A
o, 7-th encrypted message
h(X) hash value of X
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<Table 2> Performance Comparisons
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