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Machine Learning Process for the Prediction of the IT Asset Fault
Recovery

Young-Joon Moon"® - Sung-Yul Rhew™ - II-Woo Choi™

ABSTRACT

The IT asset is a core part that supports the management objective of an organization, and the fast settlement of the IT asset fault is
very important. In this study, a fault recovery prediction technique is proposed, which uses the existing fault data to address the IT asset
fault. The proposed fault recovery prediction technique is as follows. First, the existing fault recovery data were pre—processed and
classified by fault recovery type; second, a rule was established for the keyword mapping of the classified fault recovery types and
reported data; and third, a machine learning process that allows the prediction of the fault recovery method based on the established rule
was presented. To verify the effectiveness of the proposed machine learning process, company A’s 33,000 computer fault data for the
duration of six months were tested. The hit rate for fault recovery prediction was approximately 72%, and it increased to 81% via

continuous machine learning.

Keywords : IT Asset Management, Fault Management, Machine Learning, Prediction Process
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Table 1. Fault Recovery Data on the Same Fault Recovery Type

Fault Recovery Type : Check Disk

Check Disk & Terminal

1 | Check Disk 1 Optimization
o | Check Disk & Check 12| Check Disk Verification
Program
3 | Check Disk & Check Video | o1\ +e
Card
4 Check Disk & Cleaning 14| Chkdsk
Internal
Check Disk & Delete Chkdsk; Delete Files not
5 15] .
Program in Use

6 | Check Disk & Disk Defrag | 16 | Chkdsk; File Recovery

Check Disk & Dust Chkdsk; Recovery Disk
7 17
Remove Error

Check Disk & Program

8 . 18 | Run Check Disk
Elimination
g | Check Disk & OS 19| Run Check-Disk
Reinstallation
Check Disk & System Run Chkdsk & File
10 L 20
Optimization Recovery
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Fig. 2. Fault Recovery Classification Flow
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Table 2. Result after Correction of Keyword in Texts of Fault

Classification Keywords Top 10
PC, ##171, 1) g7te, o ﬂp‘ﬂfﬂ A, AF, AA, AR, vea, w@AoR oA o
&9, W“Lﬂ %%*o o7y, "W, WE, RUEol, Iy, LA, wE, Waua,
W Bx], Bio] FEE RyA] %j—‘%‘oh%], RETHE, BENoR B BF BF
248, dTAiﬂﬂe‘%‘ noestEnA P oy, AHEF, AMEFETRY, AMEEUEE, AHE 27pe, ALY,
before FUERYE, AA, 234, FAUNEE, Adpe, 237, AR, 97, 055d | Aned, ¥PE,
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WA, shdchg, st ohEl, §}E‘4 o, st =244, stAAAVE
First Exception Aste s, U+
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Table 4. Production Rule of Machine Learning in Fault
Recovery Prediction

G=({s, &} {r,), P S)

P A set of Production Rule

S @ Texts of Fault reported data

K A set of Keywords Extraction from Texts of Fault
reported data

n A count of Keywords Extraction from Texts of Fault
reported data

¢ Empty

i+ Keyword

ML : Machine Learning processing function

r, - Result of Fault Recovery Prediction

M, * Type of Matrix

P :S—>KI|IKle o|K |¢

n
ML

DIFAE NN

i=1

n
ET]Ji - M, * Tpi
i=1

ZIASE A g ML ZefAe] 523 5L Fig
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High Reliability

Keyword 1:

Keyword 2: Type 17
Type 1 Type 17

Type(d.8), Type(1742)

Relational

Keyword 3 :
Leaming

Processing type when
Prediction is Failed

Type5, Type24

1 Prediction Priority : Type 4

27 Prediction Priority : Type 17

Fig. 3. Fault Recovery Result Extraction Technigque
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Table 5. Fault Recovery Type and its Frequency

Fault Recovery Result Frequency Fault Recovery Result Frequency
Printer Configuration Change 3095 Operating—System Reinstallation 445
Operating-System Configuation Change 2678 Scanner Configuration Change 396
Printer Cleaning 1504 Barcode Reader Configuration Change 360
Device Driver Reinstallation 1386 Malignant Code Elimination 348
HDD Replacement 1174 Network Configurating 328
Ddrivers Reinstallation 1105 Overall System Reinstallation 311
Printer Reinstallation 970 Display Reinstallation 302
Connecting Cable Reconnection 965 Power Replug-in 301
Printer Unit Replacement 856 Scanner Reconfiguration 286
Card Issuing Device Reinstallation 837 Cooling-Fan Cleaning 277
Printer-Sharing Reconfiguration 723 Printer Paper Feeder Replacement 253
Web-Browser Configuring 720 Display Connecting Cable Replacement 252
Installed Program Elimination 652 External Device Reconfiguration 237
Connecting Cable Replacement 538 Temporary Files Elimination 236
Power Supply Unit Replacement 513 Barcode Reader Unit Replacement 223
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Table 6. Keyword Classification Algorithm

void main()
{
FILE *fpl;
FILE *fp2;

char buff[500];

char result[500] = " ;
int 1ij,k,count;
fpl=fopen("input.txt”, "r’);
fp2=fopen("output.txt”’, "w");

if(fpl != NULL)X{
while(!feof (fp1)){
fgets(buff,500,fpl);
count=strlen(buff);
7=0;

for(i=4; i<count; i++){

KIPS Tr. Software and Data Eng.
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if(buff[il'=" " && buffli]l'="\n" &&
bufflil'=",” &&
bufflil'="/" && buffli]'="-"){
resultlj] = bufflil;
=it
}
else{
for(k=0; k<4, k++) fputc(buff[k], fp2);
fputs("\t”, p2);
for(k=0; k<j; k++) fputc(resultlk], fp2);
fputs("\n”, p2);
j=0;
}
}

}

fclose(fpl);

fclose(fp2);
}
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Table 7. 1/0 results of Keyword Classification Algorithm
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< Output Data >
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Table 8. The number of Fault Recovery Types in [T Asset

IT Asset Code 1\}22::\?;?% puit
Barcode Scanner A 17
BPR Scanner B 10
LCD Monitor C 6
PC Attachments D 13
PDA E 5
Finance IC Issuing Device F 8
Notebook PC G 44
Desktop PC H 51
Laser Printer I 15
Inkjet Printer ] 11
Operator Reader Unit K 8
Fingerprint I.dentiﬁcation L 9

Devices

Card Issuing Device M 15
Bankbook Printer N 15
PIN Pad 0] 9
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Fig. 7. Test Results
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