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( Implementation of Physical Unclonable Function(PUF) using
Transmission Line Crosstalks )
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Abstract

This paper presents a PUF circuit based on the randomness of crosstalk magnitudes in adjacent transmission lines.

Conventional PUF circuitry suffers the reliability problem where a consistent output value is not guaranteed due to
environmental changes, such as power supply voltage and operating temperature. The proposed circuit consists of three
transmission lines. The crosstalk difference between two transmission line pairs can be arbitrary. The proposed circuit
compares the crosstalk differences between two transmission line pairs, and yields consistent responses. The crosstalk
differences are immune to operating environment changes. The proposed PUF circuit provides with reliable responses for

given challenges. It can be utilized by security systems such as authentication and encryption.
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