A Study on efficient transmission performance improvement Considering
the security in the wireless LAN environment
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ABSTRACT

Recently, new technologies based on wireless LAN is being studied because utilization on smart phone using Wi-Fi is increased. 802.11
b/g/a is universalized wireless LAN technologies based on ISM, the standard developed in 11°s working group of IEEE 802. standardization
about IEEE 802.11ac that overcame limitation on Blue-ray of IEEE 802.11n or uncompressed video transmission and IEEE 802.af’s
technologies using TVWS is being actively studied. In this paper, ability of transmission considering the security on AP operated by these
technologies have measured and done a comparative analysis with existing wireless LAN environment ability of transmission measured when
appling security is more stable than existing ability of transmission in an environment with obstacles and shorten of transmission time is
confirmed as a result of analysis.
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2.1.1. MIMO(Multiple-Input Multiple-Output)
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Fig. 1 Technology, spatial multiplexing to increase
channel capacity. MIMO
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2.1.4. WMN (Wireless Mesh Network)
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2.1.5. OFDM MIMO
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Fig. 3 OFDM MIMO configuration
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Table. 1 Transmission performance measurement
equipment basic functions
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Table. 2 Transmission Performance Measurement

Node Spec
Spec Node 1 Node 2
CPU Intel core CPU Intel core CPU
oS XP Servic Pack 3 XP Servic Pack 3
RAM 2G 2G
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Table. 3 Security settings not applied when
transmission capacity measurement table

s¥E

ZA LR Ping(m sec) FTP(kbyte/sec)
(Node<->Host) | %2 | Hl| | |3 | GET | PUT
Nodel | 10 | 155 | 10 | 341.02 | 379.16
Node2 | 10 | 35 | 10 | 37204 | 354.26
Nodel | 105 | 105 | 10 | 34561 | 385.90
Node2 | 10 | 105 | 95 | 339.86 | 358.87
30u]E+ | Nodel | 10 | 25 | 10 | 22670 | 359.50

FNE | Node2 | 10 | 20 | 10 | 191.06 | 324.13
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Table. 4 Node-to-node security settings not applied

324 AN =E
(Node<-> Node)
Node ™ Node: H ¢4 A8 A] FTP+ GET¥ PUT
ol A 100ms©] /2] 2ol & Kol wek HAAl A ]
o ¥l %l FTPo| A -3} thaL &4 f v}

HokdA Z—LQ./\] AEdT =A

E 6 F E 2ol M2A MEMS SHE
Table. 6 Security settings applied transfer ability
to measure the Table

o~ h =Hpn Ping(msec) FTP(kbyte/sec)
when transmission capacity measurement table = =
(Node<->Node) | %2 | #df | 3+ | GET | PUT
SHTE Ping(msec) FTP(kbyte/sec) 10 Nodel | 10 | 25 | 10 | 327.75 | 448.74
(Node<->Node) | H4 | A} | ® | GET | PUT TE | Node2 | 10 | 155 | 95 | 31732 | 450.15
10 | Nodel | 10 | 60 | 105 | 30026 | 489.22 20 Nodel | 10 | 50 | 115 | 32526 | 45125
vlE Node2 10 70 105 | 325.29 | 402.39 l= Node2 10 45 105 | 314.63 | 431.83
20 | Nodel | 10 | 20 | 10 | 33494 | 366.50 3ou]Ej+ | Nodel | 10 | 125 | 135 | 15481 | 199.72
v Node2 | 10 15.5 10 272.69 | 362.83 FANE | Node2 10 | 605 17 146.64 | 343.59
30m]E]+ | Nodel | 10 | 195 | 13 | 24724 | 311.08
BlE | Node2 | 10 | 175 | 135 | 19465 | 332.56 305 BA} wE EAE wobdA m] A 8A AsAs
=7 (Node<-> Host)
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Table. 5 Security settings applied transfer abilit
measure the Table

A HENE B

0

<

E s Ea Y Ping(m sec) (kbyii/iec)
(Node<-> Host) - - —
i | Hdl | ¥+ | GET | PUT

10 | Nodel | 10 | 25 | 10 | 349.55 | 369.86

YIE | Node2 | 10 | 155 | 10 | 337.62 | 36031

50 | Nodel | 10 | 105 | 10 | 340.14 | 379.28

YIEL | Node2 | 10 | 20 | 10 | 3073 | 316.56

307 E)+ | Nodel | 10 | 55 | 145 | 9418 | 23187

FolE | Node2 | 10 | 35 | 105 | 10132 | 272.59
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Table. 7 Security settings not applied when
transmission capacity measurement table

=78 Ping(m sec) FTP(kbyte/sec)

(Node<->Host) | %2 | #d) | 3 | GET | PUT
10 | Nodel | 10 | 135 | 195 | 89.47 | 22075
YIE | Node2 | 10 | 110 | 18 | 9621 | 238.99
50 | Nodel | 10 | 85 | 27 | 9805 | 23628
YIEL | Node2 | 10 | 175 | 185 | 97.52 | 237.44
307 e+ | Nodel | 10 | 50 | 135 | 10698 | 186.13
Fold | Node2 | 10 | 75 | 15 | 9822 | 222.18
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Table. 8 Security settings not applied when
transmission capacity measurement table
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Table. 10 Security settings applied transfer ability to
measure the Table
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Table. 9 Security settings applied transfer ability to
measure the Table

ZATR Ping(m sec) FTP(kbyte/sec)

(Node<->Node) | #4 | Hd) | & | GET | PUT E ATy Ping(m sec) FTP(kbyte/sec)

10 | Nodel | 10 | 100 | 175 | x x (Node<->Node) | %4 | ¢ | | GET | PUT
YIE L Node2 | 10 | 95 | 175 | x x 10 | Nodel | 10 | 405 | 105 | x x
20 Nodel | 10 |2205| 255 | «x x YL | Node2 | 10 | 205 | 115 | x x
PIE L Node2 | 10 | 160 | 205 | x x 50 | Nodel | 10 | 205 | 10 x x
30u]g)+ | Nodel | 10 | 60 | 175 | =x x "I Node2 | 10 | 255 | 11 x x
FNE | Node2 10 90 17 x x 307 €]+ | Nodel 10 40 11.5 X x
THE | Node2 | 10 | 75 | 125 | x x

Ping(m sec) FTP(kbyte/sec)

e
M

37
(Node<->Host) | #4 | Ht) | J& | GET | PUT

10 Nodel 10 | 205 | 10 | 101.63 | 210.29

UIH | Node2 | 10 | 35 | 125 | 10092 | 207

20 Nodel 10 25 | 115 | 102.68 | 207.85

"8 | Node2 | 10 | 30 | 12 | 101.09 | 20721

307 €]+ | Nodel | 10 | 50 | 12 | 9851 | 21491

FolE | Node2 | 10 | 455 | 12 | 10852 | 21161
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Fig. 4 Security settings not applied when transmission
capacity measurements
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Fig. 8 Security settings not applied when transmission
42. A Vender A4 5 54 capacity measurements
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Fig. 10 Security settings not applied when transmission
capacity measurements

Fig. 7 Measure the ability of the security settings
applied transfer
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——FTP (kbytefsec) GET  —#—FTP (kbyte/sec) PUT

210 a P31 THEL

10 + T ~oEest ofK52
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Fig. 11 Measure the ability of the security settings
applied transfer
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5.1. WPA2 281 2 4] QIE] Yl %52 =
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e
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a7 12. WPA2-PSK AES 215 A
Fig. 12 WPA2-PSK AES authentication capture
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Fig. 13 WPA2-PSK AES authentication and velocity
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Fig. 14 Captured during open authentication
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