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ABSTRACT

In this paper, application layer protocol of C12.22 node, defined by ANSI C12.22 is implemented. ANSI C12.22 defines application layer
only among the OSI 7 layers and recommends using the existing protocols for the 1~4 layer to transmit the information. TCP/IP which is one
of the generally used protocols has been applied for the transport and network layer protocol in this paper. ANSI C12.19 defines the
parameters for the watt-hour meter, and C12.22 application layer defines the network services and data structures networking the watt-hour
meter parameters at a minimum. This kind of services and data structures are used for the configuration, programming, monitoring of the
networked watt-hour meter or collecting information of the watt-hour meter. A embedded board has been used to implement the C12.22
application layer and a test program for the AMI application server has been developed for the functional test.
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ANSI C12.23 Compliance Testing for Standard Protocols and Tables
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Ij | ANSI €12.19 Utility Industry End Device Data Tahle
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Protocol Protacol Protocal
Communication Specification Specification Spemﬁcatiqn
stack Q for ANS| Type 2 for telephone for Interfacing
optical port MODEM to Data
communication Communication
Networks

3% 1. ANSI C12 #Ze| =
Fig. 1 Structure of ANSI C12 Specification
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Fig. 2 C12.22 Network Reference Topology
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Fig. 3 C12.22 Implementation and Test Diagram
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Fig. 4 Structure of Protocol Stack
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1) Identification Service : C12.22 :==.2] 715, 714, H A
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2) Read Service : C12.22 == 2 5-E| C12.19 H| o] & ] ¢]
B & gjolWith

3) Write Service : C12.22 ===
2t}

4) Logon Service : A& A7 gty

5) Security Service : C12.22 :==9] C12.19 H| o] £l 2 &
g~ =g At

6) Logoff Service : A|A1-& F = gt}

7) Terminate Service : H] 442 © 2 Al A& 747 F 72310}
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13) Trace Service
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<epsem> 1= <epsem-control> [<ed-class:] <epsem-data> + | OOH

<epsem-controlr ::= <byner

<ed-class> <bytes+4

<epsem-data> <service-lengeh> <req-res>

<service-length>::i= <byter+

<reg-res> <request> | <responses

<request> ii= <ident> | {Identification Service request}
<read> | {Read Service request}
<uriter | {Urite Service request)
<logon> | {Logon Service request)
<security> | {%ecurity Service request}
<logoff> | {Logoff Service request)
<terminates | {Terminate Service request}
<disconnects| {Disconnect Service request)
<wait> | {Vait Jervice request}
<register> | {Registration Service request})
<deregister> | {Deregistration Service)
<resolver | {Resolve Service regquest)
<tracer {Trace Service request}

<response> 1r= cidentor> | {Identification Service response)
<read-r> | {Read Service response}
<write-r> | {Urite Service response)
<logon-r> | {Logon Service response)
<security-r> |  {Security Service response}
<logoff-ry | {Logoff Service response)
<terminate-r> | {Terminate Service response}
<disconnect-r>| {Disconnect Service response)
<wait-r> | {Vait 3ervice response}
<register-r> | {Registration Serviee response}
<deregister-r> | {Deregistration Jervice response}
<resolve-r> | {Resolve Service response}
<trace-r> {Trace Service response)

a8 5 EPSEM HIA|X] #+M
Fig. 5 Construction of EPSEM Message

C12.22°714] <acse-pdu>i= ofef o] ~17] 63 Zo] A )5
1, <0x60>2.2 A] 25| 31 <element-length>$} <element>
2 739 rh <element>= A% 02 <unsegmented-
acse-element>% A E| A9t 71 A7) 7} 819 AL A =9
A A 715 Aol Bt 2 segmentE o] ol 79
<segmented-acse-element>%2 WA F T} oA FAE
<acse-pdu>+= Transport LayerS 7 %] o] H 0.2 A5
o} & = A& <acse-pdu>E CAOE AL-§-38o] +
Azt

<elements-lengch>
<elements>

<elements-length>

<elements> 1=

<unseqmenced-acss-slementss 1is

<segmented-acse-slements> 1=

12l 6. <acse—pdu> A
Fig. 6 Construction of <acse—pdu>
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Z, End Device9} Test Application 7+ SA1S $]8)A =
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Application®] ApTitle- 1.12 3} th.
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4.1. Registration

C12.22 End Device:= {1-€& 7™ C12.22 V| E 9] 20|
&% AAE 3§} End Device™= EPSEM] 74 o] €
Registration Request WAIX|E HUl1 T5F AWRE
Registration Response M| A A & &3l &1 w=r) 18 8
2 Test Server®] Test Application®]*] Registration
Request 9} Response WA A& Ak 1ot} 17 8
oA W, Log WA A7} fljotel 7 kel veht=w),
9] 2o LhElL= WA ] i= EPSEM Ml A A] 2 10] 31, o}
% 2] WA A= ACSE APDU Z 10]t},

TEE 29100 Test Sockst EPSEM Conlly &S
& ®

12l 8. Registration =32 X st 12
Fig. 8 Captured Figure of Registration Process

4.2. Identification

Test Application2] |57l A] Identification-S- A1 &) 3}
AMB| 28 Al ZFste), 1) 9ol A Hooj = 19} 2Eo] Test
Application= C12.22 End Device®] FHRE 273}
Identification Request M| A| A & 73} 3L End Device
Identification Response ™| A] A 2 -3- 53t}

= Accent

a3 9. ldentification == st 2&
Fig. 9 Captured Figure of Identification Process

4.3. Logon

Test Application®] ™7l 4] Logons A&} 5}e] AJH]
225 A28, User_id 9} UserE 1 & WA] ¥]of 9lom,
End Deviceoll 4= user_id=2, user= "TestUser” 2 4 A &
o] oIt} 18 100 A H.o] = ule} 22o], End Device:
Logon Request& 52138}] A4 = o] 3]+ user id2} user
#*e Husle] F go]l oW Logond 3§83t

Response & 743t
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TE(E) S0 Test Socket EPSEM  Cone £SS(H

0&d

[EPSEN Logon Request Hessage + T =
& so

000z
5465 73 74 55 73 65 72 00 00

e
2 o0 06 0u &0 7c 06 £7 54 01 16 00 01 0z
a8 0c 06 0a & 7c 86 £7 54 01 16 po 01 o1

$ 15 15 33 58 75 0e 5 ob 0a 54 65 75 74 53 79 65 72 00 80 00 14

: al 09 06 07 60 70 66 £7 54 01 16
0c 05 0a 60 70 88 £7 54 01 1s 00 01 0L

& fAccspt

3% 10. Logon =32 XS a8
Fig. 10 Captured Figure of Logon Process

4.4.Read

Logon®| #3-83}o] sessiono] A3 HE oAl o]A
C12.19 H o] & 7% 9] 8 Read/Write Service S -3 &
I o) 19 1190 A Bo] 5= H}9} 2Eo] Read Service
Test Application®l| 4] C12.19 H| ©] & 3 02 2. 5}3L End
= 33t

% 05 9101 A] Responsedt e

Device= H|°] &

S a1 09 0807 60 70 85 27 sa 011
o o nsuasn7 56 27 34 01 16 0o 01 o1

: a1 05 06 07 60 7 66 £7 54 01 16
6 0c 06 0a 60 7c 06 £7 54 01 16 00 01 02

+ 1012 34 55 78 19 00 01 00 14 05 02 00 S4 45 §3 54 02 01 ££ ££ 00 0O 01 00 00 00 0O

= ccent

3% 11. Read T8 &S XSt O
Fig. 11 Captured Figure of Read Process

(D) =1 Tes! Sockel EPSEM Confa SEE(H)
0=HE

14
Table Data  : 74 65 73 74 24 69 64 65 62 74 69 66 69 63 61 74 69 6£ 62 00
heck s

10 12 9456 76 1a 40 00 05 00 14 74 65 73 74 24 69 G4 65 Ge 74 69 66 69 63 61 74 69 6F 6e 00 00

EPaEn Write Response Message : RX

: a1 05 06 07 60 7¢ 06 €7 54 01 16

: 1012 34 55 78 la 40 00 05 00 14 74 65 73 74 24 69 64 65 6e 74 69 66 69 63 61 74 69

: al 09 06 07 60 70 66 £7 54 01 16
2 0c 06 0a 60 7c 86 £7 54 01 16 00 01 01
06 0a 60 7c 86 £7 54 01 16 00 01 02
a7 03 02 01 01
0 06 02 04 00000005
B 05 60 7c 96 £7 54 01 16 02 01

: 1012 34 56 70 01 00

£ ccapt

gl 12, Wiite 82 XSt O8
Fig. 12 Captured Figure of Write Process
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4.5. Write

C12.19 Hlo] & Fol| A 7} bt Al Write®: 5 S+
Hlol &2 5w o, 59 Blo]Eo] Writedt =% 3}9ith
Blo] & 5% End Device®] unique identifierS YEFITH
2 B 2~ E o A= identifierE “test-identification” ©. = 3}
Atk 29 1204 1o 5 nfe} Zo] End Devicei= Hl
o] & 5¥ o] “test-identification”S Writedt L 4d &5k
<ok> Response & X Wit}

4.6. Logoft

Read/Write Service”} ¢+ 5% 2 Logoff& 43 3t
t}. Logoffi= Test Application®] ™75 A1 €]3}o] 4l ) A]
71t} 19 132 Logoff T 475 HojF o)

. TestApplication [B[ET]

MU =) Test Socket EPSEM Confiy EEEH)
D=l
[EPSEN LogotE Request Nessage : TX
Reqtote
fEPSEN Logott Response Nessage : RX
Rapcode  : 00
[AcsE AP0 ¢ T =
aso. :al 09 06 07 60 70 66 £7 54 01 16
* a2 0c 06 0a 60 7 06 £7 54 01 16 00 01 02
0c 05 0a 60 7¢ 85 £7 54 01 16 00 01 01
703 02 01 0.
06 02 04 00000
& 05 60 7c 86 £7 54 01 16 02 01
 be 0 28 0c 02 01 00 81 07
11012 34 56 78 01 52
8109 06 07 60 76 85 27 54 01
: a 60 7c 56 £7 54 01 16 00 01 01
Oc 06 b ab 7c 56 €7 34 a1 16 00 01 03
703 02 01 0.
5 06 02 04 00000
05 50 70 55 &7 54 03 45 02 0
0c 02 01 00 81
user-aata £ 10 12 54 56 79 o1 00
& fccept

a2 13. Logoff &S ZXst O
Fig. 13 Captured Figure of Logoff Process

4.7. Terminate

Test Application®] ™7l 4] Terminate 4 H] 25 42}
&} Terminate S 3 317 End Devicet= C12.22 Y| E$
Ao A A AHTE 19 145 Terminate 53 2 & Ko
Zth

HII(0) Test Sockel EPSEM Conf EEE(H)
D A" & ?
= % =
o3 Teruinace Requess Hessae T
Reatode ¢ 21
[TPSEN Terntnate Response Hessage : FX
Rapcode  : 0a
1 09 05 07 60 7 86 7 54 01 1¢
06 0a 60 7c 86 £7 54 01 1§ 00 01 02
25 oc 06 ba ab 7c 66 €7 34 a1 16 00 01 a1
P10123a 5670 01 21
ncse
as : al 09 06 07 60 70 66 £7 54 01 16
P
nechanisunene-elen : Gb 05 60 7c 06 £7 54 01 16 02 01
user-info-elem  : be O 28 0c 02 0L 00 81 0
11012 34 56 78 01 0a
£ Aocant

a3 14. Terminate =S A st 28
Fig. 14 Captured Figure of Terminate Process
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