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Abstract

In this paper, we suggest redesigned RTP protocol that is able to perform encryption of VoIP

media information for single private network and between the different private networks. And we

conduct a test for performance analysis. Such as SRTP or ZRTP methods have been used for VolP

media encryption. But, the existing encryption techniques have problem that can not perform

end-to—end encryption between different private networks. In order to solve this problem, in this

paper, we redesign RTP protocol. Redesigned RTP includes all information for encryption of VoIP

media. Therefore the encryption is not affected by modification of SIP and SDP information that

occurred in gateway. Also, redesigned RTP includes code for whether or not to apply encryption. By

using the code, modification of RTP header from gateway prevents. As a result, redesigned RTP

maintain the integrity and the RTP is able to perform encryption between the different private

networks. Also, we conduct a test for performance analysis of SRTP, ZRTP and redesigned RTP.

» Keywords : VolP, RTP, SRTP, ZRTP, Encryption

i

2T 2o #AE w1 9lE VoIP(Voice Over Internet
Protocol) (1) A¥]=E 7129] [P(Internet Protocol) d<
ol g3l 579 Hlo|E1E Hbehs 7IER A BANET o
&k 5ot A 2E AlFeiths AR 7129 1P 7|8 HIES]
A Aol 7T B8-S SslE 4 doke A wlE
F/ 7 BAelA A o] BESISH ARSE L Slet VolIP Al
Hl2E 7]20] QIS U2 E83l7] wlizel| STEfuig
A A S gl B F kgt ope} FEEhgT /7
A QIEIEe] Aol wE 2] 7EA] Bl FHopds 2t Slvk
(2). olAd Tkt Bt el tht VoIP AW]=9] S8

& 34 5= F 3k 591, o] F VoIP
& =L 7 HRY fE22 WAL 5 9

2 o]2 Q| BeME F EAIE o] A & AUTH3).
VoIP AH|2S 48 W AH|lx Au]ee] &
PC-to-PC, PC-to-Phone, Phone-to-Phone ¥l
g 4= 9t} o] W, VoIP AH|2d] Fojdhe @dE
257F g B Ul x5k BAlS ke AT
TS dR7L oFo] dnhg E= ofFe] AbdE
o] A e BAE she T K /rE

Lol 1 oft
ne o Heorlo

-

2
_1%
o 3

o

M o

VoIP AH|AE o] 83t} VoIP AH| 2% o]&3le] 54l
g uf shube] T BAI YlolA BAE ke e d

07 AMITE o83ttt o] Af, VoIP AH|27} Zleds
Bt Htjo] FRo ] o FAjel ofgk = 3 Ao R <
g 71 HH fEo| otk RS Zeth 2y ol
7Bl AMEY UiRolMe] =4 g oz 3t 7Y A
Ho] fZo] AT = glth. VoIP AU A] Fojzle] AR
7b 9o BAlge] X ASel= STUN(Simple
Traversal of UDP through NAT), TURN(Traversal
Using Relay NAT), ICE(Interactive Connectivity
Establishment), SBC(Session Border Controller) (4]
o} &2 AlolEglo] AHES o]&git. oYt Alo|Eg o]
e shel 7 Wl sle Feiate) ol Sle izt
o] BAle] 7heetes ahe AHlolth. Alo|Eglo] AulE
ol&3t] VoIP AMH|2=E +4T 74F A= thE Bl sle
FeAApzre] BAle] 7hgdtths Aol AT €At ofgt
A 9 A oE Qg 7Y HHY fEe] AT 4 dve
Bl ok EAZF vehdth ol8e = 9 A ZAE
e dsl7] Slsiie VoIP AH]2ollx] 9] A% Hel gk o
s3pb Fesiti(3). @A oleld dssEs 99
SRTP(Secure Real-time Transport Protocol)(5)<}
ZRTP(Zimmerman Real-Time Transport Protocol) (6)
7F ol AMEH 3 9iv}. a2u SRTPS ZRTPE @AM

L
o A 1

-0,



o|Ze] EAlg}t 7ol VoIP nltie] ¢4zdlE 913 RTP(Real-time Transport Protocol)2] A4 2 s &4 89

oH

Fujollrle] A A Eel digt dashs Held 4 YA A
2 02 g dE Foiite A R gl teire
AE BAAZILE, B =EoME o2 ZAHE dlds]
A o2 VoIP AH] Al nit]o] FH A$-S Hdshe
RTP(Real-time Transport Protocol)(7) ZREEZS ¢
A B2 B o] BAYoA Unels gEH0T Y
T YE=E AL o] A48 VoIP Mu| 2] 4% £4
Sikit=3
e L 240l B AFe] WAo] HE VolPg
Z2eZ 3] YoMt 3%
e M2 e B Tellx] VoIP AH] 2 38 A] 719
Wl SRTPS ZRTP W2 o83t VolP nit]e] HBE
g5l & o Pss BARES AulE & ol dlds] 9
o o E RTP Z2EZS AdASkL o8 243¢ gws)
el dis) Argaict. a2)a oS A8 A9-2] VoIP AH|
29] A5 EAgIT) niR|go g 470 AES Pt

do o

4

_.l

S
=

fr 4y

S
)
>
=
>4
2
>
e
N 1:0
oL
:

Il 23 o

—_

-

1. VoIP
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o]-&3l= 7]&olt}. VolP+ A58 3 x2]9} VoIP AH|~
of A 9 8, A #E] V)T 58 BYthe 98 A%
(Application Layer)Zt & X2, & W& ] &), wjx]
Aol 52l 715 5% Y3k 4A1E AlS(Signaling Layer),
a8]la RTP % RTCP(Real-time Transport Control
Protocol) (8) ZREF T& o|gslo] AA| HlolH A 3
g wE ¥y, 4 2% E ) 7% 5% g9k viA
A% (Media Layer)2] 3A1EF22 UolAn AFHZ At
Wil e ZREFS o)gdlo] FAAYE Tt

Application Layer
. App-Specific
= Call Intelligence Application Appli
= Service Creation/Execution Platform <—> Platform
I Inter-App Protocols

* Mgmt of Provisioning

Call Processing JTT‘/\_‘\P;I

Protocols
etc.

Signaling Layer

ISUR Q931
» Signaling Processing
+ Signaling Conversion

H.323, SIP
Signaling <:::> Signaling
= Resource Mgmt Signaling Protocols
= Bearer Control
Media/Bearer
Control Protocol
Media Layer TOM, RTR

FR, ATM
Media Processing

= Bearer <::> Bearer
* Media Transport Platform Platform
* QoS Media Transport
= Tones and Announcement
T2 1. VolP AlrH Tee4
Fig. 1. VolP System Component
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Timestamp

Synchronization Source(SSRC) Identifier

Contributing Source(CSRC) Identifier

Payload (media data)

T2l 2. RTP Packet el
Fig. 2. RTP Packet Format
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V=2 ‘ P | X ‘ cc | M | PT Sequence number

Timestamp

Synchronization source (SSRC) identifier

Contributing source (CSRC) identifier

RTP extension (OPTIONAL)

Payload ... (Encrypted)
| RTP padding

‘ RTP pad count

SRTP MKI (RECOMMANDED)
Authentication tag (RECOMMANDED)

T2 4. SRTP Packet SEHf
Fig. 4. SRTP Packet Format
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Fig. 5. ZRTP Packet Format
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E 2. MAAIE RTP ozl 2=
Table 2. VolP Security Protocol

Zey e

E(Encryption) 2bit, S8} MR 045

K(Key Exchange) 2bit, 7| W&k 045
S(Sender/Receiver)
SM(Secure Method)
A(Authentication) 2bit, 215 ME T oif

N(Network) 2bit, S

RESV(Reserved)

2bit, Sender/Receiver 0{%

6bit, H& =5t d2lE BAl

16bit, EEAMS T2{5H offef H=
36bytes, 4byte2| ID2} 32bytes
Nonce =gt
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Authentication
Tag(Option)
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Fig. 9. Redesigned RTP Process
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