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Authentication Scheme using Biometrics in
Intelligent Vehicle Network
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Studies on the intelligent vehicles that are fused with IT and intelligent vehicle technologies
are currently under active discussion. And many new service models for them are being developed. As
intelligent vehicles are being actively developed, a variety of wireless services are support. As such
intelligent vehicles use wireless network, they are exposed to the diverse sources of security risk. This
paper aims to examine the factors to threaten intelligent vehicle, which are usually intruded through
network system and propose the security solution using biometric authentication technique. The proposed
security system employs biometric authentication technique model that can distinguish the physical
characteristics of user.
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2.1 LIN(Local Interconnect Network)
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2.2 CAN(Control Area Network)
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[Fig. 1] Vehicle information collection module interlock
system
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[Fig. 2] OSEK / VXD Standard firmware structure
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[Fig. 3] Vehicle hacking scenarios

ﬁ"""" Vehicle Driving Information Analyzer
Copynight (c) 2010, Korea Electronics Technology Institute.

Gear Selection: Drive (D)
Fuel Consumption: 18
Engne RPM: 790 RPM
Theottle Vaive: 0 degree
Engne Status:  Engine on
Brake Status: Brake off
Tum Signal:  off
Battery Voltage: 12
Vehicle Speed: 3 km/h
Mileage: 8522 km

[Fig. 4] Vehicle information acquisition App operation
screen
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[Fig. 6] Biometric authentication scheme Process
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