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ABSTRACT

This paper proposes a DNA watermarking method for the privacy protection and the prevention of
illegal copy. The proposed method allocates codons to random circular angles by using random mapping
table and selects triplet codons for embedding target with the help of the Lipschitz regularity value of
local modulus maxima of codon circular angles. Then the watermark is embedded into circular angles
of triplet codons without changing the codes of amino acids in a DNA. The length and location of target
triplet codons depend on the random mapping table for 64 codons that includes start and stop codons.
This table is used as the watermark key and can be applied on any codon sequence regardless of the
length of sequence. If this table is unknown, it is very difficult to detect the length and location of them
for extracting the watermark. We evaluated our method and DNA-crypt watermarking of Heider method
on the condition of similar capacity. From evaluation results, we verified that our method has lower
base changing rate than DNA-crypt and has lower bit error rate on point mutation and insertions/deletions
than DNA-crypt. Furthermore, we verified that the entropy of random mapping table and the locaton
of triplet codons is high, meaning that the watermark security has high level.

Key words: DNA watermarking(DNA €8] =}7), Codon random mapping table(Z= @9 71 E| o]
Amino acid code preservation(o}v]=4F 2 & B E4)) Mutation resistance(*H o] Al
Watermark security($JEluf= Ho+A)

# 34 A 2H(Corresponding Author) : ©] 48, F2 1 ¥4 " A8, AYdstn A48 et

BoA G 85 F 535W A T a(608-711), A3} : (E-mail : sgkwon@Xkiu.ac.kr)

051) 629-1285, FAX : 051) 629-1249, E-mail : skylee@tu. Tz RAYSY ITEHE 8T

ac.kr (E-mail : krkwon@pknu.ac.kr)

Hed 120129 10€ 22¢, 3 120139 1€ 49 ¥ B A4 20119E AR (RS )eR) e Ald
k29 20133 1¥ 269 S AT A GO V) 2ATFAIE LS ol I d

"AEY ST JRR 5 (KRF-2011-0023118)



M =

21471 As Z2AES M3, A2 FEE ©]
&3 98t 9 v 4d, 2 AARINSV|E 2
TOoE Qe AEE FAA FE g ZetolH
Al Aal7h 7FsdtAl H Atk 53] DNA <tell 3t
7 FE(genetic code)E Q17Fe] A7)ar Bl
A A A ARZ ERRIAA =52 35 =
gho|HAIS E3Hst 19 a7t A4 Aoltt HZ
GMO(Genetically Modified Organism)] 9435 2 &

Bo4YS 939 DNA/RNA A€ A, G, T(U), C
A g$ o sH1,2], 2H7P=1ekE([3-6] 2
AEwg 719 [7-14]50] A=A Jot.
DNA ¢33 3}+= PCR(Polymerase Chain Reaction)
3 DNA 3 7|9to 2 HE38H4Q DNA ¢35 % 53
WS A Aol AA 73 o g o ® s}
o o}A7tA] 71E ¢35 V1S AT F §ith DNA
2H7}e18t9 = DNAC ARE 2Yst= 72
DNA°| ti-&& FE #7, DNA A 2 12 uj
S &3tk 28y DNA ¢33t 2 28 7t=ae
v 4% 87 == DNA Hol 53 & A%
DNA =& R E 5UE F glorna Axdo] 8
THE &A= HFsHA stttk o9 TS
DNA ¢33 2 2H 71189 4802 DNA
AE g 71 o] AAIHAL v DNA 7]8F « 8=}
2= GMOS A2 B35 £ oA & (wildtype)
AA 9 o1F F7AH A (artificial genome)$}e] -1 o)
A9 4 o} 28} DNA 7% gJErtaE 25
P Ao Tl Tso] MAHA FEF AFYE ook
stH, ol 7|& dH | Yo YA g 2
& Uebdth 7€ DNA 9ErkE 7IHES
W et X8 7Y B 4 £5 76
92 F=59 HE 3o o3t Fnta A4
o 719k gt A 7o 2HE w5

o

)

R E L

DNA+= 4A o]lojx Q= w8 2 E =(nucleo-
tide)2 o] Fo1A glor, shte] R U LEEE <)
(phosphate), B (sugar), & 7](base)Z T4 )
t}. 1 & DNAQ 947]= A (Adenine), G(Guanine),
C(Cytosine), T(Thymine)e] W £5F7} ot o714
F=(codon)E Al el AUIMEE FH HE
(Genetic code)ol] ¢Jsle] s}l olwjgto g2 AF

¥ 5o omx 2

o5 o & O
<

—

e IE 28 £33 7|Htel DNA HE{of

oy
@
©

£ 87 AHEE wEstefof @tk A MAE ofv]
A B HEAHoZ 9E DNAY YEHulaH
DNA7} AAFSE ofvliest HAEo] FAdteiok @
the Blojth. o]& 71E HE WY o] JEuAHE o
E DNA ¥Eul7 9] /3 &7 Apgo|t}. F WA
2 9EvtEE DNA 4FY, B4, 24 2 28 5 <
wole] ZFlsteiok 3tm, DNA g1 F&Eol =
nt27} FEEo ok stk Aot vl MAZ A|32;
o 93t 9JEjnta o] FEFHO T B53)
DNA SJEjrtze] ®bdo] grsojof girt

o wpARte 2 FRE Fuk 498 5 9

N & o2 do it

o

borr

i)
)
1
Lo
oo
ol
o,
Jot
f
%)
o
o
o
&
)
b
Y
o
1-0{1
E

Th=3l= DNA 9Ev] 7ol B 3sioh

B R AE olreyt ¥5 BEA, Wo] Ax
A, 2 YErta BAAS 7R+ cDNA(coding
DNA) Mg 9819k 7S AQketH, o] & in silico

7o 2 g7t EA%t Ak We] 8 SAHC

22 a3 20 94 A As A7 Sl
At Bt S 9t A= s dE 913
glojEof st WY 9) A== 32 Hedn.
dE W13 Hole 7€ FAA F5 71%ke] 6470
IEEE @O g o|FojRH, o= YEvlA 7

| |
AHEETE F AR E Y 48 4559 gali
=8 Ala X 9] Lipschitz regularity A4S ©]
g3l A A 3% ZEES Addit Wiy 9
glo] &l e} ol s H5 Ag A R
™ Lipschitz regularity <=l 93k A4 A =
9] dolo} 91X =3 gt} uehA] WY
=2 2 45 " F32o Zad
9 AAE A=3H717F wif- o Hek Al
HE wa} 4y thd 2

i

X oo ord

4
o
jul
)
(o]
Loy

r
=

i 2 f Jo

f N
!

4 M
AA‘
2
e
0
¢
i)
o
£
o
k)
b
>
L ox g o

£

o W 2 [ oY KU z® o rin

off i Ao el fr ju I
rid
L
19
]
X
k



320 ZE|D|C|0fEtE] ==X M16H HM35(2013.3)

in silico 7]¥ke] H7} A g A o+3F ¥ o] o}
HEAS 52354, BER 2 ROC ¥4

S ZHE 7]E cDNA ¥ vlgte] X3 49, 2
2HA] ool HAnTS Foleton HolE &3]
°F 0.0498 & 2SS 3

v R

=

e ¥5s st E3 dEZY] 7
A Fte] YEvka 712 A= WY B3 H o

2. 7|& A+

DNAYl ARE £&49387] 913 A7+ 19994~
2000th = DNA 453t 9 2E7Reata S A%}
©.2 2000t $8F DNA $Ew}74A] o]ojA|aL 9l
ot ey olol gk At IR violQ AFAE
of o3t P At

Clelland 5[3]< DNA wlo] A2 EEE o] &3t F
% DNA z2H7l=a8ty] 7|HE AAsFE L, in vi-
trooll &Jste] T3 T o] 7'M DNA =919
gk X2 Cipherell st Bl WA A& 4 ¢d st
W, WA B g et B Sk AlA/E R
Primer A X7} HQ3}t} Leier 5412 ©iv] DNA
AlE 2 Yo HAIA] Al E2=E o]R 7HE el oo
Agete 2H7F=a8y 7IHS At AT 18
U o] 71y F=3F wAA] B35 E 9|3 Primer A8
AR7F dasty, 7EH O 2 Qlete] Hk/do] FHof
3}t}. Shimanovsky 5[5l Ats H59F F707] 7]
WS Vo R = FES o83 cDNA dlolH

< o)zl AHE 07}

H 2 &E IAE A|EE
58 AFES R e B agle] MEAH 2%
AR Y obu| A AR 2T} HEE |A ST
Arita 5[6] %8 Cipher 715} H34 #d &
(degeneracy genetic code)E o] &3le] L A<
B. Subtilis €| 2]o}e] cDNA AFds it 12t
o] 7|HL& AR BEA A& A|lE27F Bagh B

= 7H4.

ncDNA(non-coding DNA) 7]¥F fEnrlzlo =z
Yachie 571 A8 ZE 7|49t e 2 B. Subtilis B}
g g]ote] ncDNA Al¥ 29 o3 91X Hlo|HE
AAstE HHES A th T3 Heider 58]
DNA-Crypt &118]Z[9]< in vivo 7]¥Fe] ncDNA
Al 2o A3 2™, fRNA(functional RNA) &
A e 24 AE (regulatory sequence)?] ncDNA
Ql & X (yeast) W cytoplasmic RNA I3} Escher-
ichia coli®] lac promoterE ©]-8-3}Jt). 1&j o] &
AgogRE e ul=E RNA2F Promotere}l €
7re] zpol= glley, © 2 RNA T+ Promoter
o] olo] HEEEE 2H J9 W HHrAE

Fdste AL AdstA] goial 285 2ATh
cNDA 7|8k JEjv}E] 7S Ao Ed o33 2
t}. Heider 5[101& DNA-Crypt €a18]&[9]S o] &
8t S. Cerevisiae 18 A & (eukaryotic organism)
cDNA 7¢2] 54 FE(codon)dll F&dtd HHE 4
A3t A th. DNA-Cryptell A= 4719 &7] {A, C, G,
Tl Wi 2HIES @3 T, 45 TH ZE°
w22t G 7)ol 2HIEA AFgith o 714 o] &are]
ZME WHol] AL 9% 84 Hamming F359}
n-time WDH ¥ 3.5 WHol&, A g Zdo], A7k A
FE d48€o= 3 HA Ao7|E Tl A3}
A B3 E Aesity 123 AES, Blowfish,
RSA T+ OTP(One-Time pad)e] ¢33t dug]&
o

et rfe o

>

a4y st HetaE AHSsieEE A Y 9
X 7F FNE domz A3z 2% HE vt A
A7} &o]slt}. Shuhong S[11]1& Aritad] #+4 £&
719t o 2 L.SB(Least significant bit) X| &3} F-A}s}t
A ZE] Al HA AR AEES HE w3
k3T o] 72 LS ofH| =S A e FZE
ZAo|7t 44 A-5-ollvtk A -§o] 7153tk Lee &
147 opw et BT HEAS 7HA7] 918}

o

o

[¢)

—

13 oo ofg HE k= 4AFAl12]13 4/8
219] Lifting 714t DWT AlS=ol] YEjrt=

[13] 71 Attt 18y o] 7[HELS ¢
Erta o] A 917 SEER, B EAA
S 7HAY o]9lol% Balado S[14]% ncDNA%H
cDNA A A =5 ol ®ojo] Aagk Hof Ay 8%
S Shannon ©]&9d] 7|¥lto =z w39},

=

£ 2 (B lo

|

K

T
N ool

24
0
i



7] cDNA €1E v} RS2 A3 4, A
59 wolo] et AnAn et visle] FAH
S 7HA 3 ok mEkA B m=RoAE o]8 Bekst
7] 919 cDNA 9Euk2 7S At}

3. M|otst DNA AlEA Q{01

B =FoA= DNA AlE 29 gy 7|HS
Aetsly, o3 e Fo EAS JHAY 1)
c¢DNA A g9 oA Yeut=zr} 4@t ncDNA

ALe FH AAL 798 /15 2Ashed £

22 ncDNA Rt} cDNAZF YEjvt=o] 4 o
2Foll Adslt) 2) AEvla" ZEE0] ofn it H

3 BEAQS 7HAY, FEvtae EQAE ®o] H 4
A/2HA W olef 7315ttt 3) cDNA A de] Zojo
Qo] T3 Aol THA= HERA 717 AR
Ho, AEnta 7] 9 AdEE 2= A Bt
o] ¢ttt 4) HEvA FEA] A& AlF27F He
sick Alret e ea A AHS 1F La)dlA ¢
A g "Holge o3 dY 9% A=
2AY 49| Lipschitz regularity 7]

2 =AY, 258 YEvia 49, 9

DNA Sequence

'

Ay 3=

o
ogr

5 235 7|Ht9| DNA E{Orz 321

l2E DNA A9 49 gl TAE 28
A PP HolBe Evla 2o Bad A=
A gl 28 1ol A9} 2ol 44 7
A7 fA8 BHoz 2EAT

31 Z= 75 Het

lot

2 F3e Z=H opr| it 55
wo] Yep oKt 7} ofn]=boe
1914 674A]o|th. 714 F5 dFS A48t
=S Met (ATG) (I 2 A A F)olal, B35
gdodo] £S5 YgfE £8 ZEL Stp (TAA, TAG,
TGA)olth A& A= 9 F8 F&=S A9 U A
FAEEL AHrutzo] 93l xS HET)

et o= ZES 6HES] Fz I
St 3, olE A% FH Y A= 2 AHEsitH[12]. WA
470 F71EL G=0, A=1, C=2, T=32.8 =& t}2,
7} A= =hhb THEH2] FE o] o3t GHIE A5
cZ =42 Xb +4" xb, +4" xb, o} o] TF3ic} 18
3 AF o g3t ZES 48 4R g0=
glc) = (2mxc)/649} o] Wt AF 4= g(0)=
FEH IZE & 47 A% 9

A

Suspected
DNA Sequence

'

c¢DNA Extraction ¢DNA Extraction
L cDNA Sequence ¢ cDNA Sequence
Codon
; Codon Codon
&e&}gumnon ™ numerical mapping P —™ numerical mapping
v ' .
Target codons Index ({F d Target codons
searching B CERRACGAN0NS I— matching
¢ ‘ l
Biney Embedding Extracting
watermaik T mbedding xtracting
w ¢Watermarked cDNA Sequence
Synthesis
ncDNA+cDNA
Watermarked

DNA Sequence
(a)

O 1. Mokt DNA A[ZA2] E{DIE (@) &R H b) F& 2ty



322  EE|O|Cofets] =2X| M163 M35(2013.3)

Asn Met e

(a)

2l 2. (a) ofo|=At
of; E{OI= HIEI} w=1 o, ¥

b= LA /4], by = (94*) 74} ZEo] FE3} 1
AL bbb EHE AE c7F ek o7)A AE
AT 2 ASCI 2= 1084 8 Zo], 'G' 'A’
T 'C! &9 93 ASF ddoz e zq/\gj\h,]. =
FaY =932 Ygre gt Z= 35 Hols
= {G, A T, C} Al we} 2ebAm, F 2471 <]

F

Eﬂol‘é‘é T & AW ARE °‘E¥-

2% Y 2EE 6l Besg /M g
vk AFe) Heobd e SAsko] Altd el A
£ RE oheES A ddH F, ol of
nicate] £ ZEELS AYsA Ad3 5 M)
zero B2 Fho] FELh o5 %cﬂ, dFsAl =

- Jaw+ (2(Wf+1)ISI+A4))%R fis 1
Ck'*)ck'i s

1k )+1% ifi=1
k(0,11 —1] (1)

s 2k 4714 1(k)E L+ DI 1A AeiA A
9 gholm, Mt olmmyt mEY AF PEE
1= 2 = MelX DG e grolth. ool whe}

7% ZE B3 gHolE T IE VS o= ofu|

2HE ol °Ic'>+01 J"Ii._FE._l =3 ¥

={ATC, CAG, GCClof At

==
%’ T

3pi/2

pi
(b)

(zero padding A0 ), (b)
Afol

M3 o S{E{DlE gl

A gdo) olste] c2 XFArk ceve. 2P X
e = B39 A8 4% go)E co 93t thA
A A= o F Tk
Aoret ol E TS A9 B35 "ol To o
S Y Wy HolE PE
P=T-T (2)
Z A3}

'nfrastructure) EiEi "“’ﬂ A

HJ

PKI(publi —key

3 HolE TE ¥&7](public key)Z, HE 3
Eﬂ oL P& < ]i ALEE S Qlth a9 2@)+e

FZe= F5 HolEd oste A" dF FEof
M=0%Y o} o}t AY FHo) o)sle] x3E A
¥ FSE HAFI Ut o] AP R E O}Uli’&
o] TH AT I9E AFHERE {SRLIY A5
7hsdtal, WY 93 HolEol 4'3}04

ol

o
Zi
rO

25 ggo

—_

Ao 98 B3 gxeE ] YEvt=o] B4
S 7B Hua A5 A2 &0l
At

= Ag ColA



= (g 1Cpgy ) e AER

H
% T4 Ae oo F 9 S FEetA 14
E
<

Ay 9y Ao 9sle] o] FoAXTH
321 AY W 4 ZE 4

A U Z=E2 WY 9 HolE Poll 93t
A 3E AF 45 MEY BolHES o] &3t AHY
el $4 ZE ¢ ={(gC)P)S et o] W 5o
HE2 Mallat flo]&3 7]¥H15]¢] Lipschitz 4 2]
Farol oste] HEHT) Mallat o] 29 whel, g(e)7h

=001 I A AFE (WiM(gP) >0k 2] 7h
An, AdH oz EolHE 7tAE 459} 84k 079
7FAIQE Shgretel AERHoE g E o, g(o)P
o] Lipschitz g3 = T3t [a.b] oA

= 2% +4% and

IWM(glP)l = K27s5 ™" where s,

{3, - ;2 Ve ab]) (3)
£ WEEE o J7e] A E AHojdrt o] ), Al
HE Koa,052 steepest decent &g &l o35t

7
argming Zl(log2| W M(glP)l
=

;1 log, (22 +02))? (4)

—log, K—j—

2 Hagstozn LAt o] W Lipschitz 3 =
ATV o <th (—1<th =13 Rl FHE g(c,)
9} & oA ATES A U ZE Ho7

g(c) =f(g(OIP) = (g(c, —1),(g(c;),g(c, + Dley,
<th)\g(ck)\ez )

F:.:

= F35 7|Ete] DNA IE{Ot 323

o
ogr

[t
=

HE 15 (Triplet) ¢¥ =(¢, 000, ) 98 4=
(g(c,_)IP,g(c)IP,g(c, . DIP)ell 242t Ayttt dd
9 HolE Pol 9% 98 AEse

g(Sk 1)|P {g(ck 11) (C], 12)5 g (CL 1,18 1\)}|P
9(SIIP - ={g(c,1)9(c5) gl ) HP (6)

g(Sk+1)|P:{g(ck+l,1) (Ck+12)7 (Ck+1\51 1\)}|P

o 2o F4 2ES U A ¢(PE AL
HIE o o)e]

L. max(g(S,)IP), if w, =1

g (Ck)‘P {mln(g(S:)lP), if w, = (7)

Holgol o8 2E 4
3 mESel shisl agow R

ol A Aol we}
el Ao A 9 HAx

FA =
max(g(S,)IP) =g(c, ;)P 2t max(g(S,)IP)=g(c, 5 )P 2t
=

3 = AellA 9% AR = g5, IPelE A]y:n
ko 2 7124 Rt A dush QEX Y =
B AA e R 717 R

OB gl J)IP)=lgle,_, )IP= Rl ViELIS,_ ],
8)

dI(Bgley )IP)=2m—lg(e, ., JIP— R, ViELIS, . ,l]
9)

9]_ 7L0"| AAH Iﬂr _ _ _ _ 1
e 3 34 ZEES 97 99 4 L=m2( g(c, ,)IP)
klj=1
H }o) -
322 #IHHA W= A otk 9% g mES Y A% gl ,)PE AL
A REgE WhHol M= EP A HIE v, & AY A HE ol g3t AJA WFo g 7|EH e Huj
1. Agoll AF2=l DNA AJEA (NCBI, http://www.ncbi.nim.nih.gov/)
ngBank Gene Organism CDS ¢7] Codon &= | H(IN)
accession number
NM_000520 HEXA Homo sapiens 1590bp 530 293.92
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JQ670900 bpl Bacillus subtilis 1407bp 469 257.21
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Identities = 401/446 (90%), Positives = 415/446 (93%)

001 ATGGTGATGGGCCTGGGCGTTTTGTTGTTGGTCTTCGTGCTGGGTCTGGETCTGACCCCACCGA
(RRRR R RN R RN RN

001 ATGGTGATGGGCCTGGGCGTTTTGTTGTTIGGTCTTCGTGCTGGGTCTGGGTCTGACCCCACCTA

065 CCCTGGCTCAGGATAACTCCAGGTACACACACTTCCTGACCCAGCACTATGATGCCALACCACA

[ R RN R N R AR R R AR R AR R RN A RN N AR
065 CGCTGGCTCAGGATAATAGCAGGTACACACACTTCCTGACCCAGCACTATGATGCCARACCACE

129  GGGCCGGGATGACAGATACTGTGAAAGCATCATGAGGAGACGGGGCCTGACCTCACCC-TGCAL

(AR R N e R A R e R R N R R N A e N R RN N A N
129 GGGTCGTGATGACCGTTATTGTGAAAGCATTATGAGGAGAAGGGGTTTAACCA-GCCCTTGTAL

(a)
Identities = 388/444 (87%), Positives = 415/444 (93%)
001 ATGGTGATGGGCCTGGGCGTTTTGTTGTTGGTCTTCGTGCTGGGTCTGGGTCTGACCCCACCGA
LT 00D Tt T T Vs Lt T T e e
001 ATGGTAATGGGACTAGGAGTATTGTTGTTAGTATTCGTACTAGGACTTGGTCTTACTCCTCCAA

065 CCCTGGCTCAGGATAACTCCAGGTACACACACTTCCTGACCCAGCACTATGATGCCAAACCACE

st e s e ee e PEEe e e e e
065 CACTAGCACAGGATAACTCCAGATACACCCACTTCCTCACCCAGCACTATGATGCCARACCCCA

129 GGGCCGGGATGACAGATACTGTGAALGCATCATGAGGEAGACGGGGCCTGACCTCACCCTGCALR

(R R R R R N R R R R R N N N AR R R O AR R
129 GGGTCGTGATGACAGTTACTGTGARAGC ATCATGAGGAGTCGTOGGC TGACGTCGCCGTGCALL

(c)

Identities = 148/148 (100%)

oo1

oo1

065

085

129

MWHGLGYLLLVFVLGLGLTPPTLACDHSRYTHF L TOHTD AKPOGRDDRYCES INRRRGLTSPCE

(RN R R NN R RN RN R AN AR RN AR R RN AR RN
MYMGLGVLLLVFVLGLGLTPPTLAQDNSRY THF L TOHYD AKPQGRDDRYCES INRRRGLTSPCK

DINTFIHGNERS IKATCENFNGNPHRENLRISESSFOQVTTCELHGGIPWPPCQTRAT AGF RIIVY

(RN R R NN R RN RN R AN AR RN AR R RN AR RN
DINTF IHGNERS IKATCEMENGNPHRENLRISKSSF QY TTCKLHGGSPWPPCOYRATAGFRIVY

WACENGLPVHLDQSIFRRP*

(ARRRRRRRRRRRRRRRRRY
VACENGLPVHLDQSIFRRP*

(b)

Identities = 148/148 [100%)
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1z9

MVHGLGVLLLVFVLGLGLTPPTLAQDNSRY THFL TQHY D AKPQGRDDRYCES INRRRGLTSPCK
(AR R RN R R RN RN A R AR R RN
MVHGLGYLLLYFVLGLGLTPPTLAQDNSRY THFL TOHY D AKPOGRDDRYCES INRRRGLTSPCK

DINTF THGHERS TKATCENKNGHP HRENLRISESSF OV TTCELHGGSPUPPC QYR AT LGF RITUW

(AR R RN R R RN RN A R AR R RN
DINTF IHGHERS IKATCENKNGHNPHRENLRISESSF OWTTCELHGGSFUPPCQTRATAGF RIVY

VACENGLPVHLDQSIFRRP ™
(ARRRRERN RN
VACENGLFVHLDQSIFRRE®

(d)

=l 3. ANGINM_001145)0ff CHsto M|ekst 2¥edol (a) E{OI=ZE #7| MEnt ofg|it M 2! Heider 29|
) S/E{OI2E €7| MD} (d) oot MY
T A A Y 98 dx=z HAEOIE =&
/( )|P maX(dU( L’g( )lP)), if W, = 1 (10) ﬁ‘/‘g— EE"E 94/}:13\——;’11% DNA /\]‘:ﬂiil‘f—ﬂ-‘ﬂ ‘?’JE']
9 -1 min (dU(R,,g(S,_ )|P)), if w, =0 2= 1] o ALol o ° -
1 k vt F& BAFS Y oA ARG HY W3

St RS, 8% 1Y A= 98 A= glg, )P
= WA e w V] Ao # FHA Aol
P 0 ez

e (max(@O(Rug(S, P, if w, =1

ges1)IP= {min(du(}?k,g(SkH)lP)), it w,=0 (D
9 ol ABEL A9 AviaE 4Y 7w
(g (c,_)P.g (c)P.¢ (.., )P)E XNBH ZE £35 ¢
o A9 P elol2 PERH AHviaE 2E BT

cE HEET

d=¢ +P(¢") where

TGP, ifg@P=0
~r 7
2—(27r+(g'(0)|P)), if ¢ (c)IP<0
78
a8 HZE YErtaE ZE ¢ =(hhb)E
b= Lc/22], b= %4 /4 1, by =(C%4?)%al 238}
of AET) o9} & Wyl o3t AElE BE
A Ui 2= JAREC YA HESL 242 4FY

Blo] 8 Po} T4 & QY2 Io] 9ste] 17 1(b)
e} o] Pt FF Bl = cDNA AlA
259 RE IZE CES Y ¥ dHolE P 23}
o 98 Ztx ¢(C)PZ &3 F DWT hard 9 A3}
98 45 Ado 5 HAd fdEHe T4
FEE ¢ =fgOP)S T ‘JD} aEa A A8
o | ZEQ Jdlx 19} gaE T4

2 AFo A= 3 19149k 2] NCBIA A3}

= DNA A E& AH&ste] Albe WH 3} Heider
[9,10]¢) DNA-Crypt 7145 9JE1n}7] WS vlw 3

7}el 9o, Heider®] DNA-Crypt
44S 9 WDHG) 53817} AFE-E e

APANE oF

o™, 4%,



0.211
020+

0.15F
(137

ol /f’/
0.074 u—f‘/"

0.05

Watermark capacity [bits/codon]

-1.0 -0.5 0.0 0.5 1.0
Threshold of Lipschitz regulairty, th

(a)

2! 4, (a) M|otst ghHollM 2E4X| thol| CHet KIE{0IZ 2} (b) Heider 2

Zo] t)5te] 2 EA EulaE 45

Aot B A3F-e Matlab Bioinformatics toolbox 7%k
o2 FYPHAG

41 ofo|=At B HEY

cDNA 8" & = ZQ] A& oo 5]
22, Jyuiae] oste] d717F Mt ete ofv] e
ko] B wstE gtk 219 32 98 ANG AlEX
oF Abe W B Heider W0l 2lste] S viaH
ANG A EAES BoFaL gl o] 28-S dyn
W, AL W Heider ol oJste] Hevp=s
ANG €7] MEEe d& 97 ALl Hldte 10%
ok 13% A% Zpol7k AR, 5 W 25 ANG o]
Ak H@‘E% AL AT dXFS E F Aok

3 =)

Abet Wi o] YErta &% WY W Heols
Poll o5k A WA 2AIL] =7 Alg Hoj=l wiM(glP)
¢} Lipschitz regularity o] 8 X] th(—1<th<1)

o 93l AR A FA ZEL A7) [CFo]ar
AA ZE N7 ICl=NG ®, AlQEe R o] 9H
. &% C=

_ e —~——= =+ [bit/codon] (13)
TN-2 3
of 2t} AA7|A N-2&=

AER

in)
K
ri
tlo
N
o
o,

rl'LI
o
kU
rin
rio
[0

5 235 7|Ht9| DNA E{Orz 325

03
0.448

04+
031

02r

0.088
0.044 ‘ '

Watermark capacity [bits/codon]

0.0

n (WDH(n))
(b)
O WDH(n) 5310l A nofl CHEt QIE{DIE 22t
FE MEFE JeEPATE Heiderd WL 9Ejvl= v
EEZ WDHn)l 93t} 253 v, ZE Zo] [S
7} 4 o]2491 olu|izite]l FES o] ZHZ) 20| EX A
2 A3t} Heider W9 ¥Erl=m &% C+
1z
C= [E mJ [bit/codon] (14)

o Bt A7IA [zl= obv=4F {GAV,TRPLS)
o2 MoHe Z=Y MFE YA, nd W5
& Yebdh e Sl n ARbg WH Y H
nt=3 &5 FARGE &3] HEE AT

23 4(a)= A2 WY 9] Lipschitz regularity
o] FEHA thel tig YErta &5 cH 19 4(b)

+ Heider *" 9] W& 314 noll gk YEvt= &3
CE BT Ut} At o Aes th=1d
HAdl £35S 7HAT B A= th=00]3 a<0
Bop A2 I8 AF HAUAE A ZEo R d9st
Rem, o W Evta &7 Fd 01370t
Heider M= W5 3571 S45 oo s
A4S 7HAY, YEvta & o] Fopxith & A
Fol A= Heider o] 2143 AlQtst W2} f
ALer §3S A EE n=5Z At} o] wl HEjrta
LS H 008802 Ak WHET oF 0.049%
=

s
42 Ho| ey

ol o= fEvtaE ZE AL el 211
E o], A9 5 2 wolE el fAd sA14
o2 TAAAG. AA A7] Aol i ol o



326 ZE|D|C|0fEtE] ==X M16H HM35(2013.3)
0.5
—e— Proposed
o Heider (WDH(3)) 00
0.4+ o
o -
o
4_0‘ e}
0.3F g
o
o
= 02k a
.‘D"
o
0.1f P
_Q
i
0.0F
0 2 4 [ 8 10 12 14 16 18 20

Mutation rate, »

(a)

J8l 5 HMetst oY
ANG(NM_001145)0{|M &=

HE{Ot=2| BER

7] W4 vlgo] r A uf, ERJE Wol& 2r, 4HY

= r, 24 Hol= o] HIEE FAlo BAEH &
1-207+A] 71 E A} A& £, ro] 59 ®, 5%9]
A R AR Wolok 10%9] ERIE o]zt A9
AT AR B AHA] o] A] sl sE BEAS fls)
of 2 AdAMe YEHvaE e A8 B 371
e AEs 7] *1%1% Smith-

Waterman &alg]&o] o3l =
ua g FE3A

9] BER(bit error rate), e(w,w)©]T}. :L‘jé. 5 YERt
A% DNA Mgl A HolE AH3HA 5000 T
st &% BEREY HdS BoFal Ut} o]
?‘4_47}—‘% Qiﬂi‘ﬁ, EE A E‘iolzs_r"ﬂ’ﬂ Xﬂohﬂ e

& Utk YRHHOR e(ww) <0.2
ol ¥ rtAT} FAS AL AEE T
e(ww)=0.2 4 W] A ¥ol& r& Hoi AT A7)
Tmax BF & W, ASHE WS 7S Rl Blsho
7F #1814 Aol 65 A% =55 & 7+ Ik
AEvta AE AeS Adetr] 9
st TA] Wold 10%9 20% Y # FP(False pos-
Ppt TP(True positive proba-

chlX

B Aol e

itive probability)
bility), P, 213+ ROC(Receiver operating char-

T4E AT AE 84 13, 100
WS Push P 3 o] elRh

acteristic)

Heider 2HH0l| 2[slo{ SA| HH0|(=

0.5
—e— Proposed

0.4 o Heider (WDH(5))

0.3F
=4
w
o2

0.1F

0.0r

0 2 4 6 8 0 12 14 16 18 20
Moutation rate, »
(b)

CIE 10|, Afel/AtM|l B10)El (a) HEXANM_000520)2t (b)

Pyp(T)=Pr[e(W . W) < T,| W =W,W =W],

(Detect H, when H, is true) (15)
Ppp(T,)=Pr[e(W,W) < 7;| W=W],
(Detect H, when H, is true) (16)
ANM T, LE 0<T,Ty <102 7pHdA, 72+ =2
= Aol tig ROC 34-& 19 60l A ¢ 2. o]
ARE AR, FA] WHolgo] &5 ARt W
Hol 71& Wl niste] HEnta HE Aol ¢
s E 5 Ak

43 Hoty B4

DNA ¥Evl7 713 DNA ZE A Lgo] F/hE
tets, YEnta ] F30] off 9ok grh. 12t
71 DNA Ejrbr Wl X= AErbae] =2k
of gt A7 th-go] glor=z A3zt st 4
A S8 vta FZ0] 7hsstth AEE A e F
ME] e ZE AE Weoll e W3 HolE P
93 B35 W3} Lipschitz regularityol] <3 A4
OF Ao s 3= 75 9 ErtA A4 914
o] o Zo] ofHrh 53] shte] F= A goletk P
ofste] Ad =9 Jiet AEnta e dolvt gt
Atk =, AEut=a 7190 P7F gls A9, Al3As A
o HAX e MFE Xé °] gofof YJEHtA FZE0]
7hsetth B3 71E AAESH DNA s stol 49
o] PCR Ze}o|H % re 54 Z2HE ga7]|=

AE Mg XS dsgo 2 4B DNA 9



Hrigoz 3449 ¢ 9

WY WY HolE P Be] & MP)E F4 (@)
o ol shol

M) = (200)(I122, (34 1)l (a7

o o] ot W A A%, obr)iit o
3 =ZES) WY A A5 2 A% LE $5

M M= 0] olafel Ao AT weba

NP)=

[ 1og,N(P) 1 = [log, (20! (TI;2 | (M+1)|G])(M+1)) |

=90+ [ 21log, M1 (18)

o HESZ TEY & AT

HEIvta Y] HQFd2 Po] HIE Zo] [log,MP) |
o ozt AAHM, [log,NP)] = # Aol whet
zero padding®] W= Mol oste] AR A A3l=
719 Aol7t N W, M

Ny— 90
M= 12 2 | 19)

ARk vhof 256R E 0] A7) UG K
S FASIA S, M=2390] ).

W Py HlolE FF X= (PP Py oA
ole] @yl W H o)L P, 9 pmf(probability mass
function)= Pr,(2)=1/NP)e|t}t. wetA P2 un-
certaintyE &74317] 913 X9 dEZI+=

ZPrX

i=1

H(X)=20111;2 1S, for M=0) (20)

)log,Pr (P,) =log, N(P),

¢} 2t} zero padding®] N Mo E dEZ

350

300

250

H(X)

200

150

100

0 200 400 600 800 1000
M

2! 7. zero paddinge| JHE Mol CHEE 2 Il Hjo|E
27+ X9| dlEZmI| H(X)

M 3=

o
ogr

235 J|Hhe] DNA ¢E{op 327

HX)E 19 7949 2o HX)7F 75 A9 &
o] Am 7] F& d=37] A5t B A (P
a>1)7} Fasin.

AEmt=a 719 AY W3 HolE PE ¢A X
%, DNA F&= A4 C el A4 ek A9 9
°]’°F gt Y g Elo]E Poll ot @
x| M@l A fo]E3 7|9k Lipschitz regularity
of o A4 MF 2 fXe P FEHOR

o} x

i

_& e 2
(o]

oo ot

e

doox Ay i ohl

By 2
2
o

g

Mrzk sl W, A== 24 2 A
Ha YeEvtz & wak [ 10.059 )
LISI/31 ] =la,b] Mol 7H-AIRF & X N(m,az)
(m=0.137, 0 =0.05)F 7Hth wepA] A 7R nd
AF8E o]t BF Pry(n)e

s
fo
[e)

b

Pry(n) = N(nym,o?)/ Z Nnym,o?), for nEla,b] (21)

n=a

olek. A} A7t n W), BE

AL MGl nle] Z=
O] }1‘_2“‘?]2 & Pl’l(ﬂn)t

ry(rin) =1/[$1)= Ut (22)

otk Wb A A5l % A 91
Prizivel olshel 24 dEZw #IN)E

H(IIN)= Y] Pry(n) 10g2(|5|))

= 3=
= E

H(I|IN=n) Z Pr

nenN neN
(23)
olth. DNA A do) st =7 JE=Z H(IIN)E |
$ EoH, IE do/t 24F HIIN)7F Zolh
AgozRy HIIN)ZF ZE AE Zo] Nol t3t

DNA 9Eju}7 <] —Zro ‘,} Zo 2= Holo] A9l
g, obrl=At B BREA B %Eﬂu}ﬂfﬂ Htge]
o B =EdA e 99 A 20e
9 43 2= 7|9 DNA Y Ewh
ek AR e AL P 7=
] DNA- Crypt $1Ew} 3} ®o] ZAAS vl 3
7Vttt B7F Aoz RE A3 g o] 7)E U
o Hlste] 2 0.003°14 Zth 0.14 4= BER©] %
skom, BAA A&l HE‘r Fee Felsith
B =7 A Abe L mtio] e nt



328 ZE|D|C|0fEtE] ==X M16H HM35(2013.3)

Z06)07]3 st Mz 34 71uke] 9F

n}7 olge] AAE & A& Aotk

ikl

P

—_

S
[ -

MO

[1] T. Kazuo, O. Akimitsy, and S. Isao, “Public-
Key Systems using DNA as a One-Way
Function for Key Distribution,” BioSystems,
Vol. 81, No. 1, pp. 25-29, 2005.

[2] A. Gehani, T. LaBean, and J. Reif, “DNA-
based Cryptography,” Aspects of Molecular
Computing, Lecture Notes Iin Computer
Science, Vol. 2950, pp. 34-50, 2004.

[3] C.T. Clelland, V. Risca, and C. Bancroft,
“Hiding Messages in DNA Microdots,” Nature,
Vol. 399, No. 6736, pp. 533-534, June 1999.

[4] A. Leier, C. Richter, W. Banzhaf, and H.
Rauhe,
Strands,” Biosystems, Vol. 57, Issue 1, pp.
13-22, 2000.

[5] B. Shimanovsky, J. Feng, and M. Potkonjak,
“Hiding Data in DNA,” Proc. of the 5th Intl.
Workshop 1n Information Hiding, pp. 373-386,
2002.

[6]1 M. Arita, “Writing Information into DNA,”
Molecular Computing, Lecture Notes in
Computer Science, Vol. 2950, pp. 23-35, 2004.

[7] N. Yachie, K. Sekiyama, ]J. Sugahara, Y.
Ohashi, and M. Tomita, “Alignment-based
Approach for Durable Data Storage Into Living
Organisms,” Biotechnol. Prog. Vol. 23, No. 2,
pp. 501-505, 2007.

[81 D. Heider and A. Barnekow, “DNA Water-
marks in Non-Coding Regulatory Sequences,”
BMC Bioinformatics, Vol. 2, No. 125, doi:10.
1186/1756-0500-2-125, 2009.

[9] D. Heider and A. Barnekow, “DNA-Based
Watermarks using the DNA-Crypt Algor-
ithm,” BMC Bioinformatics, Vol. 8 No. 176,

“Cryptography with DNA Binary

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

doi:10.1186/1471-2105-8-176, 2007.

D. Heider and A. Barnekow, “DNA Water-
marks — A Proof of Concept,” BMC Biointor-
matics, Vol. 9, No. 40, doi:10.1186/1471-2199
-9-40, 2008.

J. Shuhong and R. Goutte, “Code for Encryp—
tion Hiding Data Into Genomic DNA of Living
Organisms,”
Signal Processing (ICSP), pp. 2166-2169,
2008.

SH. Lee and KR. Kwon, “Robust DNA
Coding DNA
Sequence,” The Institute of FElectronics
Engineers of Korea, Vol. 49-CI, No. 2, pp.
123-133, 2012.

S.H. Lee, S.G. Kwon, and K.R. Kwon, “A
Robust DNA Watermarking in Lifting Based
1D DWT Domain,” The Institute of Electron—
ics Engineers of Korea,, Vol. 49, No. 10, pp.
91-101, 2012.

F Balado, “On the Embedding Capacity of
DNA Strands Under Insertion, Deletion and
Substitution Mutations,” SPIE Media Foren-
sics and Security XII, Vol. 7541, 2010.

S. Mallat and S. Zhong, “Characterization of
Signals from Multiscale Edges,” IEEE Trans.
Pattern Anal. Machine Intell, Vol. 14, Issue
7, pp. 710-732, 1992.

B.J. Jang, S.H. Lee, and K.R. Kwon, “Active

Video Watermarking Technique for Infectious

International Conférence on

Watermarking Based on

Information Hiding System,” Journal of
Korea Multimedia Society, Vol. 15, No. 8, pp.
1017-1030, 2012.

W.J. Kim, T.Y. Seung, S.H. Lee, and K.R.
Kwon, “An Information Security Scheme Based
on Video Watermarking and Encryption for
H.264 Scalable,” Journal of Korea Multimedia

Society, Vol. 15, No. 3, pp. 299-311, 2012.



of A

—

1999 AEBU sty Ax2 st
Z=A(F3HAh
20013 AEstn  AxFstm)

= ZA(E D
- 200419 AEoista WAbs st
“\ FA(FhAp

20059 ~ @A FH NS JRHE S P
420k 9k, DRM, 944 el

2

1996 AR ehsta A A3 ot
=4 (334b

1998 ARisha AAE st
=9 (FH44h

20024 RS heta AAE S

A =9 (FupAn

AM O
o [

I

2002 ~ AR AR FABA A
APl GAe, GHEA, HEES

=S
i
kU
rn
40
0gk
HI
fol
N

Who| DNA SiE{olzl 329

A0 B

o

19863 ARt AxEE
shAl £ (8D
19903 ARdeti AR B

AR} EQ(F A
19943 ARUeti AxEE
HhAl E (S

2000 ~2001@ Univ. of Minnesota, Post-Doc.
19961 ~2005d AR ot gn A EAHF R
Falg
2006 ~d A FAd st

g
2008 ~ @A) S=HEI MY ES] FAH I3
ARl HEH|tjo] ARRS JAR| T, dojnel Wk

AAAFEYRFA TS



