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ABSTRACT

ARP spoofing is a typical Internet attack, in which an attacker sends data by changing his’s MAC address with the other’s one. Currently,
this attack is usually dealt with separating the attacking PCs infected with ARP spoofing virus, by keeping network devices investigating by
the network manager. However, this manual process has some limitations in time and accuracy. This paper proposes a new network
management system to replace the effort of network manager who has to keep on inspecting the network. Along with designing an ARP
analyzer and a disconnection notifier and adding them into the existing network management system, the proposed system provides a basement
to identify and notify the PC infected by an ARP spoofing virus with fast and high accuracy. As a result, it is expected to minimize the
network break off and to make easy the network management.
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S BB T8 =4 A7 A3E
Protocol Address dge (min) Hardware &ddr Type |Interface
Internet 203.254.129.21 0 0018.8bdb.fad2 ARPA  VYland29
Internet 203.254.129.22 0 0007.e904.9195 ARPA  Vland29
Internet 203.254.129.23 0 0007.e904.9446 ARPA  Vland29
__Internet 203.254,129.1 0 0018.73d6.b608 ARPA——Wand23— Ho|=gof
Internet 203.254.129.15 0 0023.34f4.4b41 ARPA  VY1and29
Og 2. MMMl ARP table2| of
Fig. 2 An example of ARP table in case of normal
Protocol Address hge (min) Hardware Addr Twpe Interface
Internet 203.254.129.21 0 0018.8bdb.fad2 ARPA  V0and29
Internet 203.254,129,22 0 0018.8bdb.fad2 ARPA  V1and29
Internet 203.254.129.23 0 0018.8bdb.fad2 ARPA  V1and29 T
Hol =g 0|
Internet 203.254.129.15 0 0018.8bdb.fad2 ARPA  Vland29
a2l 3. ARP spoofing &4+ ARP table2| of
Fig. 3 An example of ARP table in case of ARP spoofing attack
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