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Abstract  Services take place in Internet environment, a formation of the trust relationship between user and
service provider for services. Different authentication schemes such as using Certificate of Public Key
Infrastructure authentication and using ID/PW for a simple user authentication have been proposed for trust
relationship. In addition, in the case of electronic financial transactions, transaction integrity and non-repudiation
features are provided. These services are provided in Internet environment, use various measures to ensure
service safety. However, it was difficult to prevent attacks using existing security technology because of
emergence of MITB attack that manipulate the memory area of the Web browser and social engineering attacks
such as phishing/pharming, requires application of new security technologies became. In this paper, we propose
a concept of smart secure-pad, and utilize it safely formed a trust relationship between user and service
provider, a model has been proposed to ensure safety of data transmission. Proposed model's security evaluation
results show security against to MITB attack and phishing/pharming that can't be prevent attack using existing
security technology. In addition, service provider can easily apply the model in safe environment can provide
Internet service using provided representative services applying the proposed model.
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[Fig. 1] Provided Secure Service on Electronic Finance
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[Table 1] Secure Method Layer

Security Transaction Authentication Method
Level
- OTP + Certificate
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- Two-Channel AUTH + SecureCard +
Certificate
Level 2 - SecureSMS + Certificate
Level 3 - SecureCard + Certificate
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