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Enhancement of Password-based Mutual Authentication Protocol
against De-synchronization Attacks
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Abstract

Authentication is one of the necessary elements in the network environment. Many researches have detected
security vulnerabilities to the existing authentication mechanisms and suggested secure mutual authentication
protocols by resolving these vulnerabilities. The representative ones of them are SPMA(Strong Pass Mutual
Authentication) and [-SPMA(Improved Strong Password Mutual Authentication). However, these protocols
cause a critical problem when the shared secret information is de-synchronized between the server and the
client. This paper proposes a revised protocol to resolve the de-synchronization problem. Based on a security
assessment on the proposed protocol, we consider the proposed protocol is safer than the previous ones and
possible to effectively make a user authentication system mre secure.
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Table 3. Security comparison/analysis

T ZZEZLH

—

SE-OSPA

TREs

&

NSPA

ToEs

SPMA

ToEs

I-SPMA

TnEs

A%k

TRES

&l

[
4o
il

(@)

oo

@]

o

(@)

2
2
of

O

¢}

2

oy ol 40 ol
[ 1 o2 | i

of Eli
N
) Y
@)

X
=
>

o

o> | of
o Iov| 1, Jz

[}
=

¢

=
ol
sl

of{
I

o) Qlef MEIA AFT} A

X2,
e
I
i

1
_>|~1_J
o
i

gy ey

@]

R e/ P O [ T )

‘0,

R 9B ol o
=
(=

ol xR

do N2 ot der fm o

o,
(o
it
frtt

oAl (o

[
u
i
m

r

1, ofN
ol
1>

e

At
o

2
Y
)
o

O
°
sk
S

° rlo i
R:

)
=2
=
rot
r2
[
O:

= ol
o o
o gy N

S’
o, ho{' 1m
2

©
B

ol

b
ol
-
N

N
[>
__(‘g
[
e
e
ol o
)
=
o,
op>
o4

> ;lﬁ, >
“o

PMA ZEEZ| Hl3|

A% ZREZF B

Reference

[1] L.Lamport, "Password authentication with insecure co
mmunication", Communication of ACM, vol. 24, n
o. 11, pp. 770-772, Nov. 1981.

[2] A. Shimizu, "A dynamic password authentication meth
od by one-way function", IEICE Transactions on
Communications, vol. J73-D-1, no. 7, pp. 630-636,
Jul. 1990.

[3] A. Shimizu, "A dynamic password authentication meth
od by one-way function", System and Computers
in Japan, vol. 22, no. 7, pp. 32-40, Jul. 1991.

[4] A. Simizu, T. Horioka, and H. Inagaki, "A password
authentication method for contents communication
on the internet", IEICE Transactions on Communica
tions, vol. E81-B, no. 8, pp. 1666-1673, Aug. 1998.

[5] M. Sandirigame, A. Shimizu, and M.T. Noda, "Simple
and secure password authentication protocol”, [EIC
E Transactions on Communications, vol. E83-B, no.
6, pp. 1363-1365, Jun. 2000.

[6] C. L. Lin, H. M. Sun, and T. Hwang, "Attacks and
solutions on strong-password authentication", [EICE
Transactions on Communications, vol. E84-B, no.
9, pp. 2622-2627, Sep. 2001.

[7] C. W. Lin, J. J. Shen, and M. S. Hwang, "Security
enhancement for optimal strong-password authentic
ation protocol", ACM SIGOPS Operating System
Review, vol. 37, no. 2, pp. 7-12, Apr. 2003.

[8] C. W. Lin, C. S. Tsai, and M. S. Hwang, "A new
strong-password authentication scheme using one-w
ay hash functions", Journal of Computer and System
s Sciences International, vol. 45, no. 4, pp. 623-626,
Jan. 2006.

[9] Eun-Jun Yoon, You-Sik Hong, Cheon-Shik Kim, Kee-
Young Yoo, "Strong Password Mutual Authenticati
on Protocol", The Institute of Electronics Engineers
of Korea, 46-CI(1), pp. 11-19, Jan. 2009.

[10] Jun-sub kim, Jin Kwak, "Improved Strong Password

Mutual Athentication Protocol to Secure on Replay



32 S ety =EA A 174 A 1% 201349 2€ (JKONI 17(1): 24-32, Feb. 2013)

Attack", The Korea Navigation Institute, 14(3), pp.
415-425, Jun. 2010.

[11] Kyung-Roul Lee, Kang-Bin Yim, "Vulnerability Anal
ysis on the Strong-Password Mutual Authentication
Protocols", The Korea Navigation Institute, 15(5),
pp.722-728, Oct. 2011.

S 8 & (Hyeong-Jun Yuk)
2010 29 FEHSR AARE
71& 3K F At
2012 8¢ RSt HRK
S FEAAL

20139 39384 . =R S
R R
BAEoF : vulnerability analysis,

virtualized obfuscation, system security, insider
threats

el Z gl (Kang-Bin Yim)
19924 29 : oldigtw HAF

BRI

19949 2€ : olFulgtw AHAF
Stal(F 84 AL

2001 2€ : olFdiEta ARE
EEIESEEIZN)

1999 3€~2000d 29 : (W))o}e]
ZuFddise 474
20039 39~ @A - ST ARE S w
20059 39~ 20109 @A : FFHYRHE GG o]}
2009 39~ 2010 AA ¢ FERJIE LG RES] o)A}
20109 12€~2012\d 2¢¥: () Foista Ahus
FAIEOF :vulnerability analysis, insider threats, secure
hardware architecture, authentication protocol, homeland

security



