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Security Analysis of a Secure Dynamic ID based Remote User
Authentication Scheme for Multi-server Environment
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Abstract  Recently, user authentication schemes using smart cards for multi-server environment have been

proposed for practical applications. In 2009, Liao-Wang proposed a secure dynamic ID based remote user
authentication scheme for multi-server environment that can withstand the various possible attacks and provide
user anonymity. In this paper, we analyze the security of Liao-Wang’s scheme, and we show that Liao-Wang’s
scheme is still insecure against the forgery attack, the password guessing attack, the session key attack, and the
insider attack. In addition, Liao-Wang’s scheme does not provide user anonymity between the user and the
server.
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to the careless password management and the
sophisticated attack techniques.

If conventional password-based

| . Introduction

With the rapid development of internet technology, authentication

user authentication scheme in e-commerce has been
becoming one of important security issues. However,
the

authentication scheme have been exposed seriously due

security weaknesses in the remote user

scheme is applied to multi-server environment, each
remote user has to login to various servers repetitively
and remember many sets of identity/password. It is

inefficient and is not secure the authentication scheme
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from compromise of the identity and password. Several
authentication schemes for multi-server environment
have been proposed to improve the security and
efﬁciencyu’gj. In general, a secure and efficient remote
user authentication scheme for  multi-server
environment usually should provide the following basic
criteria:  single registration, low computation, no
verification table, update password securely and freely,
mutual authentication, session key agreement, and
security.

In 2003, Lin et al. proposed a new remote user
authentication scheme for multi-server architecture'.
However, Juang in 2004 pointed out that Lin et al’s
scheme is not enough efficient for authentication
process, and then proposed an efficient multi-server
password authenticated key agreement using smart
cards”. In 2007, Hwang and Shiau showed Juang’s
scheme lacks of explicit key authentication and is
mefficient with respect to communication costs, and
then they proposed provably efficient authenticated key
agreement protocol for multi-server'”. However, their
scheme still does not provide forward secrecy.
Recently, in 2009, Liao-Wang proposed a secure
dynamic ID based remote user authentication scheme
for multi-server environment, and they claimed that
can withstand the various possible attacks and provide
user anonymitym.

In this paper, we analyze the security of
Liao-Wang’s scheme. And we show that Liao-Wang’s
scheme is still insecure against the various known
attacks and does not provide user anonymity. To
analyze the security, we assume that an attacker could
obtain the secret values stored in the smart card by
monitoring the power consumption and intercept
messages communicating between the user and the
server® 7.

This paper is organized as follows. In section 2, we
briefly review Liao-Wang's scheme. In section 3, we
describe the security analysis of Liao-Wang’s scheme.

Finally, conclusions are presented in section 4.

Il. Reviews of Liao—Wang's Scheme

In 2009, Liao-Wang proposed a secure dynamic ID
based

multi-server environment. This scheme is composed of

remote user authentication scheme for
four phases: registration phase, login phase, mutual
verification and session key agreement phase, and
password change phase. The notations used in this

paper are listed in Table 1.

H 1. 80 &7| ¥ Mo
Table 1. Notation and Definition

Notation  Description

Ui User i

RC Registration center

S; Server j

PW; Password of the user i

1Dy Identification of the user i

SID; Identification of the server j

h() A one-way hash function

X A master secret key of the registration
center

y A secret number shared with

the registration center and all servers

Ni A random number chosen by the user
N;j A random number chosen by the server
AlB A concatenates with B

A®B A exclusive-OR B

1. Registration Phase

This phase works whenever a user wants to register
in the multi-server system. The user U; submits his
identity ID; and password PW; to the registration center
RC via a secure channel. Then the registration center

performs the following steps.

R1. The registration center computes Ti=h(ID; Il %),
Vi=Tibh(D; 1PW), B= h(PW)Sh(x) and
Hi=h(T)).

R2. The registration center issues the smart card with
the secret values (ViB,H,h(),y) to the user via a
secure channel.
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2. Login Phase

This phase works whenever a user wants to login to
the remote server. The user U; inserts his smartcart to
the card reader and keys his identity ID;, password PW;
and the server identity SID.. Then the smart card
the The
authentication phase are illustrated in Fig. 1.

performs following  steps. login and

L1. The smart card computes Ty=V;Bh(ID; I| PW;), and
then checks whether the computed value h(Ty)
equals H; stored in the smartcard or not. If it holds,
the smartcard performs the next steps.

L2. The smart card generates random nonce N and
computes CID=h(PW)®h(Ti |y IN), Pj=TpD
h(y IN; II SID;) and Q=h(B; Il'y | Ny).

L3. The smart card sends the login request message
{CID, P;, Q, Ni} to the server S;.

3. Mutual Verification and session key
agreement phase
After receiving the login request message, the
server S5 and the user U authenticate each other and

agree on a session key SK such as the following steps.

Ml. The server computes Ty=P;®Bh(y IIN; I SID)),
h* (PW)=CID:@®h(Ti Il y I Ny) and Bi'= h"(PW,) &
h(x).

M2. The server checks whether the computed value
hB" Iy IN) equals @ or not. If it holds, the
server performs the next steps.

. The server generates random nonce N; and
computes  M;i=h(B;" Iy | N; I SIDy),
sends back the reply message {M;,Ni} to the

and then

user.

M4. After receiving the reply message, the user checks

whether the computed value h(B; Iy I N; Il SID;)

equals Mijl or not. If it holds, the user performs

the next steps.

. The smart card computes Mij2=h(B; |y I N; |l
SID;), and then sends back the message { Mij2} to

the server.

M6. After receiving the message, the server checks
whether the computed value h(Bi" Il y IIN; || SID;)
equals Mijj2 or not. If it holds, the user is
authenticated by the server.

. After completing the mutual authentication, the
user and the server compute their session key
respectively such as SK=h(B; I N; I Nj Il'y || SIDy).

User Remote Server
Inputs: ID;, PW, SID;
Computes: {cID, P; 0, NJ
T'=V.@h(ID; I PW) Computes:
Checks: H=h(T;') T'=P;@h(y IN; ISID)
Computes: I (PW)=CID,@N(T; Ily IN)

B=’ (PW) @h)

CID=h(PW)@(T;" Iy IN)
Checks: Q=h(B;" Iy IN;)

P=T@hy 1, ISID)

0=h(B; Iy IN) Computes: N
My, N My =h(B;" Iy I'N; I'SID)
Checks:
M =h(B; Iy IN; I SID) {M;}
Computes: Checks:
My=h(B; Iy IIN; 18ID) M,th(B,' Iy IN; ISID)

J% 1. Liao-Wang 49| 0I5 Z2EZF
Fig. 1. Authentication Protocol of Liao—Wang's
Scheme

4. Password Change Phase

This phase works whenever a user wants to update
his password without the help of the registration
center. The user inserts his smart cart to the card
reader, and keys his identity ID; and password PWi.
Then the user performs the following steps.

P1. The smart card works as the step 1 of login phase
for assuring the legality of the cardholder and
allows the cardholder to resubmit a new password
PW™.

P2. The smart card computes Vi""=T;Bh(D; | PW;"")
and B""=Bi®h(PW)® h(PW"™™).

P3. Then, the smart card updates with Vi"" and B"™"
instead of Vi and B; each other.
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lll. Security Analysis of Liao—Wang's
Scheme

To analyze the security of Liao-Wang’s scheme, we
assume that an attacker could obtain the secret values
(Byy) stored in the smart card by monitoring the power
N, N
[5-91

consumption and intercept messages (Pj,

communicating between the user and the server

1. Forgery Attack

With the extracted secret values, an attacker can
easily perform the user impersonation attack as the
procedure of the user

following steps. The

impersonation attack is illustrated in Fig.2.

FAl. The attacker computes easily Ti'=P;®h(y I N |l
SIDy), h" (PW)=CID:Bh(Ti Il y | Ny) and
B"=h"(PW:)®h(x).

FA2. Then, the attacker computes the following
equations, where N;* is a random number chosen
by the attacker.

CID##=h(PW:) Bh(Ti [l v | N%)
Py"=TiPh(y | Nix | SID;)

Attacker Remote Server
Extracts: B,y
Intercepis: Py, N;
Computes: e e
I'=P,@h(y IN, ISID) (D7 By 0
(PW)=CID,@h(T; Iy IN) Computes: ‘
Generates: N;' T7"=P;" @h(y I'N;" ISID)
Computes: b (PW)=CID;"@h(T;" Iy IN;)

CID/=H (PO Iy 1) B=H"(P1F) @hte)
Py=T; @hfy IN;" ISID) Checks: 0;'=h(B;" Ily IN;)
0=, Iy IN;) Generates: N;

{My;, Nf Computes:
M,,fh(B,' Iy NI S]D})

Intercepts: N;
Computes: (M)
My=h(B; Iy I'N; ISID) Checks:

M;;=h(8;" Iy I'N; I$ID)

a3 2. MEX AE 34
Fig. 2. User Impersonation Attack.

Q"=h@B; Il y I Nj)

FA3. The attacker sends the forged login request
message {CID}, P;"Q", Ni#} to the remote server S,

FA4. Upon receiving the forged message, Si computes
Ty"=Py"@h(y | N+ | SIDy),  h"(PW)=  CID®
h(Ty |y [INi#) and Bi"=h"™(PW) @h(x).

FAS. Then, S; checks whether the computed value h(B;"
Iy I Ni*) equals @ or not. If it holds, the server
performs the next steps.

FA6. Si generates random nonce N; and computes
M;i=h(B" 'y II N [ SID), and then sends back
the reply message {M;,Nj} to the user.

FAT7. After receiving the reply message, the attacker
computes Mz =hBi Iy IN; I SIDy), and  then
sends the forged message {Mi'} to the server.

FAS. After receiving the message, the server checks
whether the computed value h(B;" |y | N; Il SID;)
equals M or not. If it holds, the attacker is

authenticated as the legal user by the server.

Also, with the extracted secret values (B;, y) and the
intercepted massage (N)), the attacker can perform the
server masquerading attack by computing M;1 =h(B; |
y IN; | SIDy) and sending the reply message {Mij1 N}
to the user, where Nj* is a random number chosen by
the attacker. After receiving the reply message from
the attacker, the user checks whether the computed
value h(B; Il y | N; II SID) equals Mi1* or not. If it holds,
the user can authenticate the attacker as the legal

server.

2. Session Key Attack

After mutual authentication is performed, the legal
user and the remote server can use the session key SK
in the public channel to encrypt/decrypt all the
messages. In Liao-Wang's scheme, the attacker can
establish the one-time session key SK=h(B; [ N; I N; |l
y I SID;) as shown in the session key agreement phase
if the attacker can obtain the secret values (Bj y)
stored in the smart card and intercept messages (Ni
Nj) communicating between the server and the user.

Thus, we can see that the Liao-Wang’s scheme does
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not provide the session key agreement.

3. Password Guessing Attack

With the extracted secret values (B;, y) stored in the
smart card card and the intercepted messages {Mz,M;}
communicating between the user and the server, the
attacker can easily find out legal user's password PW;
in which each guess PW;" for PWi.

PAl. The attacker can compute h(PW;")=CID;®h(P;®
(h(y IN; ' SIDy) Il'y IN) in the login phase.

PA2. The attacker verifies the correctness of user’s
password PW;".

PA3. The attacker repeats the above steps by replacing
another guessed password PW;" until the correct

password PW; is found.

Thus,

password guessing attack, and can successfully

the attacker can perform the off-line

impersonate the legal user with the guessed user

password.

4. Insider Attack

In the registration phase, if the user's password PW;
is revealed to the server, the insider of the server may
directly obtain the user’s password. With these secret
information, the insider as an attacker can impersonate
as the legal user to access the user’s other accounts in
other server if the user uses the same password for the

other accounts.

IV. Conclusion

Liao-Wang, in 2009, proposed a secure dynamic ID
based

multi-server environment and they claimed that can

remote user authentication scheme for
withstand the various possible attacks and provide
mutual authentication. In this paper, we analyzed the
security of Liao-Wang’s scheme. And we showed that

Liao-Wang's scheme is not secure against the user

impersonation attack, the server masquerading attack,
the off-line password guessing attack and insider
attack. In addition, we can see that Liao-Wang's
scheme fails to provide mutual authentication and

session key agreement
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