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Abstract  Data security is always an important issue. In particular, the current emerging cloud computing
system inevitably raises the issue of data security. However, data security is no longer safe with a simple way,
but requires rather advanced method to secure the data. In this paper, instead of exploiting the existing
text-based cryptography approach an image-based access control of data content is studied to present a higher
level of data security. Color key chain is generated both using histogram value of the original image, and the
location information and featured color information extracted by geometric transformation to form the security
key to access secure data content. Finally, the paper addresses design interface and implementation for data
content access control for evaluation of the proposed scheme.

Key Words : Image password, Cloud computing, Image feature, Data security, Image-based access control
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