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Sybil Attack Detection with Energy Efficiency in Wireless Sensor
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Abstract There are lots of vulnerability and chance to be attacked in wireless sensor networks, which has
many applications. Among those attacks, sybil attack is to generate a lot of false node and to inject false
information into networks. When a user uses such false information without recognizing the attack, there might
be a disaster. Although authentication method can be used to protect such attack, the method is not a good
choice in wireless sensor networks, where sensor nodes have a limited battery and low power. In this paper, we
propose a novel method to detect sybil attack with a little extra overhead. The proposed method use the
characteristics that there is a weak connection between a group of normal nodes and a group of false nodes. In
addition, the method uses energy aware routing based on random routing and adds a little information into the
routing. Experimental results show that the proposed method detects false node by more than 90% probability
with a little energy overhead.

Key Words : 414 YEZ, A4 g4, Uiz 22 298, Ag 99

.M 2 A HES AR AN FHF deldE FA HEA
& 58 AA =ER AEste] AHE sk VIESA

AN MBS tpe) A =ER AR o) Aac e FHE ud b AFoR eS

‘A3, st Akt Received: 2 January 2013 / Revised: 1 February 2013 /
Aedal 20134 19 29, £39= 201349 29 1Y Accepted: 8 February 2013
AAEA U} 2013 29 8 "Corresponding Author: jyheo@hansung.ac.kr

Dept of Computer Engineering, Hansung University

- 115 -



F4 MM HEAFOM olHX] EEX2! AlY 54 EX|

ALY ALg Al BRE Bk FA AN vEgaE
o] wEr} ang B4 MEYAE TAG] Bl
QY w7 YRHRE YEdas AHoR Ba)
= o] glek wElo] thee] wmE st w7 B
wES] WE 3] 98] wmEe] Algke v vk v
Bel2 BAsh] uo] 4ol melslofol gt

A4 VEA 0N Theke 1k Hopye] £
sheul, 53 Ausyhi) B4 FA A4 vES
F8 dAUZS FeEse] g g @i A
LS

_?_
ES DA §F wmt g e A3
7

82
=

il

A

oA olu) e bR Tuko R sl
AR wE 2ol &8 Bsge] Qi wEE BAw
At 71 e MEQR AN B el 2 A
A s 27 7l daye] kaiths 542 ol g

=

Azzdol oft 3 R 7ol A 29 S o8
st YT Ars FEIh A TR VIS A
s A YENA elM leje] 1l & Avke 4=
o A7 AgtE nE, A wre) S 59 k)
T AbelE Avhs ARE T TS gl e e
7h Ae vk Al whd Aol F& A el
Ae ddiFoR o B2 A2t EAstng, 5 427}
S wmEelA wAd A, o] 7 AR Serow
2w o] mERke A Ths Aol sk of Al #
dhetel 7k mrrh v el tiefA g me9A]
89 mEQlA] g ddshs duegeln

offl dekd el BA dueFE A flsiA
T AN mEe] A S Bo] AnlshA H i, g4 5
3 Asfof shz wAZE AT Al 7Y A 2
ol 7Inks = oy are] el S dE S
F7heta 54 A3 wroA Ale) Anvh A w5
A A =EQAE FEHOR Aedith o] 54 =
=

SR ERSSE { R LOEBIEELCEE)

S o=
= RN .

IEEK-E

—_

Douceurt= P2P UIE A AL F49] 9184
=05t A !, Douceurss AH Aok BEE =

Aol B3t v AR A9 7S m3latE| gk s Al FZ o
WAl 715 1ot # 2ol P2P vl E g 2wyt o
2 A UEYD, 24 HEYD SlAE AL F49
@A o] i) A#atgla, 53] 4 Al
A A FAL w7 9% T W So] A2ty

Atk

¢

! 01?‘\_',
o
i
z
=
A

ot
o FIO

[

)

2
~

A3l

712 Al

|
ro,
olN
ol
ol
N
)
o
>
-
ofr
ol

m

o}
=

{
1o
A
[
=
)
kel
o
rot
iu) B
i}

i

0

ol

ol

2

R

i o

R

MY
_O‘L
9

> o
b

-
M oox
Q‘L
K
=
>
[m
]

o

>N
=2 oft o it o

(

N
NS
Ay
o%
oft
)
2

3= A%
H

j:2
rr
2
s
-
=
ofo
ofr
ol
32
o
o,

e oy
ek
oft
%
o
o
o -
rr
o rlr
o
2 >
0
£ n

S
Ho o
rot
=
g
N

t rlo
™~
>
=

m
o
[
ox
=2

S
>
i
of{

fo I
o
N
N

|

o ot
c S
N
4 @

d
(o
st

A 5 AN wEe ole] 7)ol A
982 B, P4 w0} o A4
5] =

4 =EE AT 5 9l Ve AR

i

o,
s
>

]_?A

fu
of
2,
>

-

3

i xR
=

>

T
of
h)
oL
2

40 X
R0
o
7
w
—
>
>
o
> lo M
o
fols
Qo o

- 116 -



Az A

=

x| A3 At

=
=

C3
[y

t3|

2 AUz A G F A7t

(=

A
()

IAE
oo
Al x|

~ K -
Z Wwwﬂ_’m L.,_
— Y S o =
< R s & = 5 |
m_CﬂWLEW Mﬂo] i% D ook o
im.&ﬁ PCHE ) = Mok AT WS
o o 9 X o B —~ )N
7 cu oo = ™ T o ! H 11 oy ﬂ M_m = N T ° ‘W# of
Nomﬂ%__kgo T T cﬁ_mﬂ wmqw meﬂﬂozﬂdmiMwAMM
ol oE — L s AW Ry} G
i s o) [
%%mcg mfywbtogw LEL Emlrzaﬁahwmwuﬂ
X o i < o o xS ki A iwﬁﬂo,ﬁiz
w5 AN WoOR o0 E o R
LT X T EEEN Brga ATy g g
EWHQW m_wwoﬂmwﬁi ﬂAge]mmwmAEmﬁC,EﬂA%
RO I ) m{%(%% ﬂnﬂMﬂ_b@h@;BDﬂ.o
3 o H = X ~ E]a W — ] juy X X W N o G
- oz % o I - Yy > o ° kﬂo%%@ o o< s MR
& T 9 . M2 ET® JH o o 2w
g <° Q qgrﬁ EL S % EE H;EL..#7 —
L W oT s >y o T w T s LWﬂEEﬂ1 o
< A k2 W Ao = o C) ok N 701/ N %0 Ao = K BT R
I o o T B 00X < ) Sy R Adis ~ Jo % = W AR
_H S ol g v ® g T N oy oo — = Iy ~ R W H & iy
© _Cuj.o‘_,_mc#aﬂ I = ]mﬂoﬁﬂ WU 0o T W oF T a@%
cex e S SRS  yirrgitziols
NS o ) 3 §w o [ = g °
ROT N o @M@L%w o ﬁ@ﬁi%%%aww.m%%
TrETEE CE SBEET® W T e ®
ATH:/O & op) <! io#E_ﬂ#mul_z
A IR EA L
o £ ~ T
iw&ﬁo%% o om o NN ®m T M
P e 0 mERENLLHR
gy o W ° a oy T RN o o ~
Ml ul S W iy 5o W + @7
;azTutimf . < egﬂwiﬁﬂmmmi }oxﬁmﬂﬂ.ﬂggao
iﬁMHT m_ ol o 9 :.LEIMM @Laﬁnﬁc#o o Mliﬁwm_ il I
=0 w X = ﬁoﬂulooiﬂ 7Ezidl.ya_€
ﬁugemo_fﬁ = ]d.meo],ﬂAﬂAwf &uo_@ .@%ﬂﬂh
U] | X2 3% oﬂﬁﬂﬂu% P o Jo K g L
Ei%i% ............... u & W;mo?%};ﬁo; M%ﬂo@ia
Ao e s L E YT Tor TR W
o o T o Ko ol ol o RN =T U X iy bl
oS o w < c = oyl o WA o _ m XE A e Nio
M%:M@ o %a«i“mﬂmﬂmﬂﬂ Muoimﬂmorw
%ﬂﬂnz% Mo S mwﬂ%mAﬂ@oirlur %ﬂziﬂﬂﬁ
ol ~1 ~ 9 N T T F 0 T N4
]xuxix o] € 4]1%.% R anioﬂe.ﬁxﬂa/
T 0 T q=s I l@ﬂﬂ.%.i Do 3 e B
G4 P RS u| © on oy o
lEo_ﬂu? A e %@dlgmmﬁ@ﬂ@ﬁmw@wulmi
R R S - 05 ﬁ&liﬂﬂ%ﬁ%ﬂ MOMrmog
ﬂ1urm?imﬂr <0 RO Z oS e %%ﬂ%%%%@7%m@
P T W T B R - ﬂﬂ%%ﬁ%i@ﬂgﬁﬂﬁ 2
al o M%%%aoﬂdrqw%ii%kh%@
_l_.l = T ‘ul iﬁ _~ — ol — o ol vu N
- wuuﬂ%_wr]_alonoﬂwwwﬂﬂlq
=3 o N L_m_. 2 R o= o o il
Rl O
Aﬂﬂaoeg%io

- 117 -



oM MM HEYIOIM OILX| S8E0 AlY 22 X

B B85} Aol 9 ATk vl B AR
ehel A% wE7} Joshs PRe) 38 urh W4 e
82 FolA shzle] Agkgth A% weel 49 4=
2 9 7] 98 BeA A8 wmE ARk 5]
aj o,

A37] 918 GloMoSim™ A&
l ]H% /\}%3}9&‘3]- GloMoSime §4 541 918t vj
S W23 &A1 oHIE 7|Wk A& o]E] o]t} BT
1 = , MAC #lo]oJ& 71AaL 9]
el gk ghetu|E o)tk

o O 7
|-o

H 1. A% oeiolg
Table 1. Simulation Parameters

MAC dlo]o] 802.11 (Simplified DCF)

5 (Fr]2) dgolof RADIO-ACCNOISE

g nd TWO-RAY

JAE (Kb/s) 20

7 A7) (bits) 256

4= A7] (m x m) 100 x 100

A == 100 (A4 == 90, A4 == 10)
1= ERtIB

== A o e sa w

4 54 A2 m) | B

27 94 () o1

= 2 HolHE
Ag3t) o] w OHEE Al dHATE Bojx] A5

Zy7y 13 50&

~S)e] YA A1

2ol w2} vl el
%% o7 22 Hof %
wET YRS o AR

R [ER ]

. MI— -
600

100 200 300 400 500
~
ES

I HS

X

—4#—EAR ——EAR-S

a8 2. LE g7 o] ol X
Fig. 2. Average residual energy of nodes

08
08
07

i 0.6

o

au 05

= 04
03
02

01

a3 3. HA =Y EE
Fig. 3. Probability of false node

V.Z B

A MES A st SevE B %4047&
7 7FsAde] o] =EA A7 )
AN = A (sybil) FHL 54 557} w

ofy ol



2013 2¢

Alsts] =2X| M13E AMi1E

5
o

SN

Akl YEY A 2
AHe2p7t FAL uko)

o TI=E T A ?_]
29 & HolgE Ad 205
=]

o If
IF; S

4

e rlo
olo
|

Mool X
>N N

=
Lo

R
b
O
ol

b
>
>
ob
ol
o
L
)
)
=)
ol
20

ro,
olx
_Y‘_I‘
m
Mo r
for
ot

o
G

O ¥
o
)
>
>
o
tlo
dn g
o,
o o
e
ol
ol

e
_O|L
K}

i
Ao
=2
X
2

A MES T A Al

HAsh= 7S AR

i, re i

N
»
It
I

3 i

o
N
B
)
X

o
B

0 o
ol
o
.,
lo & rfr
N

Hu
>

i

I o
o fo

i)
N
=
12
)
K

TRV
s
_0|L

N
N
ot

M e o X rlo ox
o

2
rO
R
)
o
N

N

of
o,

=2
v
>
=
fir)
i)
> —‘o
e o
ol = mx
=
:Ol=

XN
2

v

B

[

td

L

o
o

2 E
>

b

Y

o

=
T

[t
ST
ey

g £ Lo
o> e

B
dor fo M o MU X
Q ro
X
ox
ok
A
20 Il b
N EllO ol

o i
o
=]
i)

br

2
& I
r
p
)
ok
to gy
4y o Lr
)
2
_OL

(TN

2
U g oz o

i
o
2L
rir
o
i)

N
—
ol
-
2

2 A >

o
&

o2

e

MO

[1] John R. Douceur, The Syhil Attack, in proc. of 1st
international workshop on peer—to—peer systems,
pp. 251-260, 2002.

[2] A. Pathan, H Lee, and Choong Seon Hong, Security
in wireless sensor networks: issues and challenges,
in proc. of the 8th international conference on
advanced communication technology, pp. 1043-1048,
2006.

[3] Q. Zhang, P. Wang, D. Reeves, and P. Ning,

Attacks

Networks, in proc. of IEEE international conference

Defending against Sybil in  Sensor

on distributed computing systems workshops, pp.
185-191, 2005.

[4] J. Newsome, E. Shi, D. Song, and A. Perrig, The
Syhil Attack in Sensor Networks: Analysis &

of the 3rd
symposium on information processing in sensor
networks, pp. 259-268, 2004.

[5] J. Yang, Y. Chen, and W. Trappe, Detecting sybil

attacks in wireless and sensor networks using

Defenses, in proc. international

cluster analysis, Mobile Ad Hoc and Sensor
Systems (MASS 2008), pp. 834-839, 2008.

[6] H. Yu, M. Kaminsky, P. B. Gibbons, and Abraham
Flaxman, Sybilguard: defending against Sybil
attacks via social networks, in proc. of the conference
on applications, technologies, architectures, and
protocols for computer communications, pp. 2067-
2178, 2006.

[7] Shah, R., Rabaey, J. “Energy aware routing for low
energy ad hoc sensor networks,” Proc. of IEEE
Wireless  Communications and  Networking
Conference(WCNC), 2002.

[8] X. Zeng, R. Bagrodia, and M. Gerla, “GloMoSim: a
library for parallel simulation of large-scale
wireless networks,” ACM SIGSIM Simulation
Digest, vol. 28 no. 1, pp. 154 - 161, 1998.

[9] L S. Choi, Y. W. Cha, C. H. Kim, I. K. Cho, "Design
and Implementation of Management Protocol and
Web Services for Sensor Network”, Journal of
Korean Institute of Information Technology, vol 9,
issue 7, pp. 93-104, Jul 2011

[10] S. K. Sung, "A Study on the Activation Technique
of Detection nodes for Intrusion Detection in
Wireless Sensor Networks”, Journal of the Korea
Academia-Industrial cooperation Society, V.12,

no.11, pp. 5238-5244, 2011

i
e
-
rr
re
0%
=}
o
El

- 119 -



2M MM HEIOIM olUXl 22

PSIN I |

(AP,
2009 © A&sh

S
20094 ~ &%)

+ 1998 - AEdistal FAFEE

- 120 -




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /KOR <FEFFd5a5c0c1b41c0020c778c1c40020d488c9c8c7440020c5bbae300020c704d5740020ace0d574c0c1b3c4c7580020c774bbf8c9c0b97c0020c0acc6a9d558c5ec00200050004400460020bb38c11cb97c0020b9ccb4e4b824ba740020c7740020c124c815c7440020c0acc6a9d558c2edc2dcc624002e0020c7740020c124c815c7440020c0acc6a9d558c5ec0020b9ccb4e000200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /CHS <FEFF4f7f75288fd94e9b8bbe7f6e521b5efa76840020005000440046002065876863ff0c5c065305542b66f49ad8768456fe50cf52068fa87387ff0c4ee563d09ad8625353708d2891cf30028be5002000500044004600206587686353ef4ee54f7f752800200020004100630072006f00620061007400204e0e002000520065006100640065007200200035002e00300020548c66f49ad87248672c62535f003002>
    /CHT <FEFF4f7f752890194e9b8a2d5b9a5efa7acb76840020005000440046002065874ef65305542b8f039ad876845f7150cf89e367905ea6ff0c4fbf65bc63d066075217537054c18cea3002005000440046002065874ef653ef4ee54f7f75280020004100630072006f0062006100740020548c002000520065006100640065007200200035002e0030002053ca66f465b07248672c4f86958b555f3002>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


