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Worm Detection and Containment using Earlybird and Snort on
Deterlab
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Abstract A computer worm is a standalone malware computer program that probes and exploits vulnerabilities
of systems. It replicates and spreads itself to other computers via networks. In this paper, we study how to
detect and prevent worms. First, we generated Codered I traffic on the emulated testbed called Deterlab. Then
we identified dubious parts using Earlybird and wrote down Snort rules using Wireshark. Finally, by applying
the Snort rules to the traffic, we could confirmed that worm detection was successfully done.

Key Words : Worm, Detection, Earlybird, Snort, IDS(Intrusion Detection System)
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Fig. 2. Experiment Configuration

F 18019 ==(75FE 2 #9-E dhHE Ak 1
st aL Ao AeH =% 3Ghz Intel Xeon 1U
server#4] Ubuntu 12.04 64bit ¥ #o] o] &5l wak
Z} w-=ol= F 709 Intel Gigahit Ethernet card 7} 4%}
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it,setForNode('range’, N1, '69,130,1,1/24")
it.setForode('range’, ‘N2, "
it.setForNode('range’, 'N3'
it,setForNode('range’, 'N4'
it.setForNode('range’, N5
it.setFoNode('range’, 'N6'
", '89.130.7.1/24")
', '89.251.8.1/24")
', '89.251.9.1/24")

th-set-ip-link $N1 $linkR11 25,130,11,254
th-set-ip-link $N2 $linkR12 25.130,12.254
th-set-ip-link $N3 $linkR13 25.130.13.254
th-set-ip-link $N4 $linkR21 25,130,21,254
th-set-ip-link N5 $linkR22 25,130,22.254
th-set-ip-link $N6 $linkR23 25,130.23.254
th-set-ip-link $N7 $linkR31 25.130.31.254 $ it.setForNode('range’, *

th-set-ip-link $N8 $linkR32 25,130,32.254 it setForNode('range’, *
th-set-ip-link $N9 $linkR33 25,130,33.254 it.setForNode('range’, *

th-set-ip-link $N10 $linkR41 25.130.41.254 it.setForNode('range’, ‘N10', '89,251,10.1/24")
th-set-ip-link $N11 $linkR42 25.130.42.254 it.setForNode('range’, "N11°, '100,60.11.1/24")
th-set-ip-link $N12 $linkR43 25,130,43,254 it.setForNode('range’, ‘N12', '100.60.12.1/24")
th-set-ip-link $N13 $linkR51 25.130.51.254 it.setForNode('range’, 'N13, '100.251.13.1/24")
th-set-ip-link $N14 $linkR52 25,130,52,254 it.setForNode('range’, 'N14', '100,251,14,1/24")
th-set-ip-link $N15 $linkR53 25.130.53.254 it.setForNode('range’, ‘N15', '100,251.15.1/24")

a2 3. A8 A= 1P 7Y
Fig. 3. IP Configuration
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Alarm time-1342500533 s8ig-7548017595200307206
Alarm time-1342500535 sig-7548017595200307206
Alarm time-1342500536 sig-7548017595200307206
Alarm time-1342500546 sig-7548017595200307206
Alarm time-1342500548 8ig-7548017595200307206
Alarm time-1342500549 sig-7548017595200307206
Alarm time-1342500552 sig-7548017595200307206

% 4. Earlybird?| Z1 &3 31H
Fig. 4. Alarm Display in Earlybird
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Fig. 5. Packet Analysis using Wireshark

7 Follow TCP Stream HEX

Stream Content (incomplete)
#1 Jusr/Bin/perl

require - s{skzruszn - sub {10061;}; # "Unk for ping must be greater than) ||
{amp_socket on(§lacal addr);
croak (nones dafine
C§s0urce_verify FIONBIO 15 (0x80000000| (4<<16) elsif (§self-»{"prota’} eq “uy
Fienapdles Found

. SFAnish tine = &rine() +n Srer;

sub fomoresylt f
e error - !

if (dexfileno, 1) - 1;
|
return 1;
# Force_a minimum ofontinue
} elsif (ger vec(éwhits, $fd, 1) = Oorm instance parameter

$rate pelete the process id file
sub($addr);
it (8logleval) {pstring)d:

ny @hostsssa ", $hos
HERR R N $iee;

scan
FA ¢ 1 Tast;

Lprint wOUT \EN, § .print "Error: Scanmines o

((((((( e e i — v

‘ZE 130.11.254:17176 — 26,130,12.254:41572 (300 byte sy v

[CEnd [ Saveds [ Brint O ascl © EBCDIC © Hex Dump O € Arays ® Raw

[ Fiter Out This Steam | [ Close ]

a3 6. WE &el
Fig. 6. Verification of Content
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alerttcp any any -> any any
(msg:"wgaet ftp CodeRed2 by
earlybird"; content:"waet
ftp://$myipaddr/pub/mworm.
pl -O /tmp/mworm.pl”;
sid:1004; rev:7;)

alert tcp any any -> any any
(msg:"chmod CodeRed2 by
earlybird"; content:"chmod
755 /tmp/mworm.pl”;
sid:1005; rev:7;)

alerttcp any any -> any any
(msg:"spread CodeRed2 by

earlybird"; content:"sudo

/tmp/mworm.pl $vaddrspec
--spread"; sid:1006; rev:7;)

alerttcp any any -> any any
(msg:"streaming XXXX
CodeRed2 by earlybird";
content:"echo "GET /NULL.ida?
XOKHKIKIKIKXKXAXKK
XOOKRIIIKHKHKHIK KK KK KK KK
XOOOOHOCOOHKIKIHAHKK
XXX XKXKXX KK
PO O PP OE 00000004004
PO 00.0.0.0.0.0.0.0.4.0.9,.0,0.0,0.0,0.0.¢.¢
XOOOKKXKXKIKXKXK KK
XOOKRIIIKHKHKHIK KK KK KK KK
DGO 000.0.0.0.0.9.0.0.9.0.0,0.0.0.0.0.4
XOOOKHXIKIKAIKIKIKKAXKK
XXXX'"; sid:1007; rev:7;)

a2 7. Snort 72 =Y
Fig. 7. Writeup of Snort Rule
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Snorti= /441 ©A] 7} o] o) AW alert.ids 3L 7}
snortlog IS A 1 & alert.ids i}%‘oﬂE 4
o tigt o|WlE 1, ¥ =X
A Faw Qe W), TREZ Yust @A 1
H alert AR ARE HoJFT) o] 7]A
CodeRedIl by earlybirdo]al, &7 Heke
25130.12.254:41506 —> 25.130.11.254:210]1, o]¢-¢ =
2EZS TCPo|t}.

% 8w
oM &

C:ASnort\loghddos loghalert.ids

[**] [1:230:7] CodeRed? by earlybird [**]

[Priority: 0]

07719-16:38:35.435013 EL_130.12_ Z54:41506 —-= ZE_ 130.11.E54:Z1
TCP TTL:63 TOS:0x0 ID:46279 IpLen:Z0 Dogulen: &5 DF

*rEAPF*T Zag: 0x<450DDDAS Ack: Ox4SACAFSA Win: OxS5B4 Tcplen: 3E
TCP Options (3) =+ NOP NOP T3: Ll07505263 107505330

[**] [1:Z230:7] CodeRedZ by earlyhird [**]

[Priority: 0]

07/19-16:35:35. 853056 Z5_130.12.254:41508 -= 25.130.11.2584:Z1
TCP TTL:63 TOS:0x0 ID:45098 IpLen:Z0 Dogulen: &5 DF

FEEAPF*T Beq: 0x4580C976 Ack: 0x45E1E04A4 Win: Ox5B4 Tcplen: 32
TCP Options (3) =+ NOP MOP T3: 107510052 107510052

[**] [1:Z230:7] CodeRedZ by earlybird [**]

[Priority: O]

07/19-16:38:43. 660368 Z5_130.1Z.254:41510 -= Z5.130.11.254:ZF1
TCP TTL:63 TOS:0x0 ID:Z1043 IpLen:Z0 Dogmlen: 65 DF

EEEAPFEE Seg: Ox466BDE7E Ack: Ox4BALG1ZS Win: OxEB4 Tcplen: 3E
TCP Options (2) == NOP MOP TS5: 107514155 107514155

33 8. EX|E alert HIAIX|
Fig. 8. Detected Alert Message

9, snortlog Tl G FA ek 7 R

71 9tk a9 9 BAE 20 ARE HojFE ¢
e AAE FollA Snort T2 HExo] Az A
jl

Soure Pratocal Length Info

24.111302 .130.12.254 25.130.11.254 79 REQUBST: PASS -wget@

2 B.214600 25.120.12.254 25.120.11.254 FTP 70 Request: PASS -wget@
412.325412 25.130.12.254 25.130.11.254 FTP 79 ReqUesT: PASS -wget@
516.426970 25.130.12.254 25.130.11.254 FTP 79 Request: PASS -wget@
6 20.541771 25.130.12.254 25.130.11.254 FTP 79 Request: PASS -wget@
7 24.657778 25.130.32.254 25.130.11.254 FTP 79 REQUEST: PASS —WOet@
8 28.785112 25.130.12.254 25.130.11.254 FTP 79 Request: PASS -wget@
0 32.8G3416 25.130.12.254 25.130.11.254 FTP 79 Request: PASS -wget@
10 37.018211 25.130.12.254 25.130.11.254 FTP 79 REQUEST: PASS —WOet@
11 41.127844 25.130.13.254 25.130.11.254 FTF 79 Request: PASS -wget@
12 45.224575 25.130.12.254 25.130.11.254 FTP 79 Request: PASS -wget@
13 49.341375 25.130.12.254 25.130.11.254 FTP 79 REQUEST: PASS —WOet@
14 53.452427 25.120.12.254 25.120.11.254 FTP 79 Request: PASS -wget@
15 57,550487 25.130.12.254 25.130.11.254 FTP 79 REQUEST: PASS -wget@
1R A1 RSRIAA 75 120 12 254 95 120 11 754 cTo 70 DannasTs DASE _wnar@

@ Frame 1: 78 bytes on wire (632 bits), 79 bytes caprured (632 bits)

® Ethernet II, Src: Intel_c7:a8:02 (00:04:23:c7:a8:02), Dst: Intel_c7:a5:c8 (00:04:23:c7:al
@ Internet protocal Version 4, Src: 25.130.12.254 (25.130.12.254), Dst: 25.130.11.254 (25.1
® Transmission Control Protocol, Src Port: 39998 (39998), Dst Port: frp (21), Seq: 1, Ack:
® File Transfer protocal (FTR)

0000 00 04 22 c7 a3 cB 00 04 22 c7 a8 02 08 00 45 00
0010 00 41 4b 45 40 00 3f 06 a4 72 19 82 0c fe 19 82
0020 0b fe 9¢ 3e 00 15 0d Lo 93 <6 0d Lh 7e 4e 80 18
0030 05 b4 b4 Ob 00 00 01 OL 08 Oa 06 5a d8 8c 06 5a
0040 d8& 5d 50 41 53 53 20 2d 77 67 65 74 40 Od 0a

LIpass - woeté. .

2 9. Snort Log I LHE
Fig. 9. Snort Log File
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