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An Analysis of Spoofing Effects on a GNSS Receiver
Using Real-Time GNSS Spoofing Simulator
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Abstract: In this paper, spoofing effects on a GNSS receiver were analyzed. The spoofer (spoofing device) was classified to two
categories. One is an active spoofer and the other is a passive spoofer. The active spoofer was considered for analysis. For the
analysis of spoofing effects on a GNSS receiver, a real-time GNSS spoofing simulator was developed. The simulator was consisted
with two parts which are a baseband signal generation part and a RF up-conversion part. The first GNSS baseband signal was
generated according to spoofing parameters such as range, range rate, GNSS navigation data, spoofing to GNSS signal ratio, and etc.
The generated baseband signal was up-converted to GNSS L1 band. Then the signal transmitted to a GNSS signal. For a perfect
spoofing, a spoofer knew an accurate position and velocity of a spoofing target. But, in real world, that is not nearly possible.
Although uncertainty of position and velocity of the target was existed, the spoofer was operated as an efficient jammer.
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Fig. 1. PRN sequences(a) and auto-correlation function(b).
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Fig. 3. Cross-correlation with spoofing signal (delay > 1 ps).
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Fig. 7. Trajectory of vehicle.
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Table 3. Position error of GNSS receiver output.

T East [meter] North [meter] | Altitude [meter]

8.96 24.66 23.86
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