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ABSTRACT

The recent increase in smartphone usage has ignited the development of new applications which have changed the way of
living in this internet era in the world. Almost all users which have smartphone have used many kinds of applications for lots
of part. Especially, Social Network Service is the most popular part for smartphone users. The greater part of smartphone users
take messenger service for smartphone. This kinds of applications provide to manage as deactivation of user or change of
device. When users take to manage their information, their information would be deleted securely. If secure deletion didn’t
work correctly and released, their personal information can be easily abused to by others through various means such as
internet phishing. In this paper, we analysis that the messenger application’s management function keeps on the Personal
Information Protection Act and suggest to prevent legally and technically for user’s personal information and privacy.

Keywords: Privacy, Personal Information, Smartphone Messenger Service, Social Network Service
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Deleted NULL NULL NULL NULL KU NULL NULL NULL  NULL NULL
Deleted MULL NULL NULL 0 NULL NULL NULL NULL 0 NULL NULL
Deleted NULL NULL  NULL NuLL NULL NULL NULL NULL  NULL NULL

(32 11) SQLite AlRE =7 &2 AEst0] S7& 2=

¢

3.2.2.3 7171 W7 Al NUAAR iZH o5 24
o] g7} 71719 BAo =t F& 7|7] WA

tabase Structure | Browse Data |

I senderPkKev I

oo | |1 [PS_0 000
oo| | 1] [Ps_0 000
iE| | [1] [PU_s| s0
iE| | [2] [PU_s] 0
[ ) P ==

333)3]PU;

(1D PU. g0
2213/, LED
Al BIET) Dc0
MBI v-80

(22! 13) table_air_user Table

weF, (33 143 Ro] F dlolie] 44F He
g maghehd, 417 ehele] Aush @ o5 )
$= 3helo] FPgsich

1)2[2|PU_Agipaqyvkako 1
12[2|PU_NZAhLyCh_UD 1

ap blbl
01|§|PU_dbhDERFuis 10 0
L e ———

0|L2|L))
0[J|L[3]1))
0|LP|L))
22(1)2[3Pd

olo|lr|la

se at die file senderPkkey
= -1 |ps 01300000000
A -1 |Ps_01300000000
1 PU_szOiDjiJ_ws0
N 2 PU_szOQiDjil_vsD
1| |Pu_P_ig3ibviEEn
-1 _|PU_P_Jg3ibYiEED
3| “pU_sz0iDjil_vs0
4 |Pb,sz0Dji_vs
5 Pu_é‘zgioju_vsu
1
1
1

(22 14) table_air_messege, table_air_user E|0|&
HlZ (7174 %)

—o T



TEMRHE EERCE (2013, 2) 103

V. O|2A} BEHS ot A Alell= t23t §A1S sfok shar, Aol AAH
= delele 2 shs allof drka WAE ] lar, A

Y HEHS ot Hl2 A AL B sfobst g An| s AlgAte] A
Hlel| 2%l dloe] 2 g ATk 12|l AvtEE

2011 8% WEAIS U3} ol EES AR 914 AAE 2o ARE Au)A o] &Rt AnR o
HH BT 9 o]&d g WHE ¢ulo g g s B He)slela HAHe] gl AEE o]ZalA o] A
g e AR A A a el o A2 dolel S-S o] ZelAlo] e AXE w A4
3 W NS F9 Folzha dRel, AAP BRI T ojZg|A o Ado] Talsk= dlolEmo] e A AE
I ARFAY o]852] U HHES Fo A3 HE ot wpeba] ol EE|Ale Al Witell A dlo]E] A
% o] g2} whiy] Bgel o] oy A oflakslA] X Au) 2~ A ZA 2elsor & A Boln] o2 B E
ol taf wgbo] D ese} PAkdr= Al of 3+ ®Melo] whEr} At Aok HolA] A Ta}
w_uﬂu ol3lE 7] 13l 7}015 "JTJr A& £ 7lel=aRalol A $19f o] Mul Al FAAAE 1
At 9= Aula SNSoF 22 A28 4] o] AgJo] 9l Huol tha] An|z o] gAlre] A

A% eelele] Al seka Baha Auls sl
A2 o 4717} F4rtolol @ ww A 7H°J
Anws slelelelg ATV 3 1),
Fol=ehale Aulz Al3ks} wﬂv ol g7z »H
of mxalokt Pt ool s 7143heh Al
AFAL Aul2s AL Aus) ol el Aol 2l

B

Joz WA el glomz A= efo} g} F, 7}
ol=2iel e AmtEE AgH wlolHE wd] o8
A} BEdopd dios g4 sl Aol oz}, A
ARAAE BES S} & HjoR Fdisia,
ol B3] S7 71eAd A7} B asicka $AH

ofo} g},

3) JNQIMEHS Jlo|=Blol - AH|A 2K}

NAAHEHES S
g Al AT
e T £
. Aa| 2 AlF Al AR 2 o] 827 A E1E ¢ I =E AR A2 (HF)
1 ey s
WS S0k BN ¥
G T I TR AGAE AR e @) AAAE ARGl o848 AAAn
3 e N B3l s A S 918 AAES mkgsiedof g

Al AFARE
A ARFAS] FoIF wolok

A2 Al gl 27 H e ARE pAlsteloksiv], 4

NER 4.2 ) o4 - AT A2 AR NI R A A o] 8AtR A E] T2 W2 WS UlelA] o]&
°1 S0 A3 A ESelor 3

AWEE 5 pergn e Al AGAE o184 ANARE AR A Aol A 5499,
A A ol ol WA wAsa v WEel det Fe) Wolel g

A H ARz Al Ak S A o] -8ake] AR FAPEHE ARl 0] 45 4
o‘i;_ 6. MAIAR F7H8A 3 ed e JuE Adstare FNIFLE dv], o]8A} IS

: § WAz AT 5 ol s ATe 999

AL A 7] s ABAE AR AUTHE PRI Kol I8} A
o o B3Pl AT 25 TR U met A o] e splstelol
My e e ATAE ATE G0 FuE A 5 T 52

8 H3xAE o|stefof

9.59]014

AH| = AFAE AL 792 o ekt 4
Z5eelok ¢

S =) e W oAk

10. = Al A9

A% s AT Aol A kA0S G Y Tz ALYRs

ohE ARgelA oAk A5 uFAllA B

A 1A
73

11. frEAlz

Az AlgAbE AR f-EAk EA 4] o %X}‘ﬂl?ﬂ JJl?fS'. %31 3

23 913 =ysteof ¥




104

srhEE WAA ol Fel Aol ol o) g nn ol Bk ol

(£ 4)

JHolMEES Jlo|=2fel - AMH|A O}

POEEEES
ot A2 o]47}
Ae 73 g
| AuAle Has AE) 2 o] Ak MR AT A 254 el Al A3 4 Aloks 48
AedA . ojsfof Aol Aeg Hiate) AARD ATefolol T
3 o waas e Al o ki Aul 2ol ZRIE el AR A2l 58 el A
’ T B H3E 93 AAZ A7} o]siE o 9)=A] elsleiof
- A A2 o] 8ae B2 9F AN x5S HAabel] 98 AR T
3. sl A 92 gstolor 3 )
4. A7)A oJujo]E Au] A o] gabe mufel of 2 Holx g gEls y|H o R glyo|E sfefo k g
LREE] Aul 2 ol 8ah ZeSE ARYAN L, AEE So F8 A0 A A 3
= .] 3 “ (<] , i O
ofg | D FEARA T WA | 5 g s wmass sojslel abdalAl Belsell g
A2 o1 8ARE AUR AF A F - eF ATl e FATAL 2
6. 715 M43 A RA AL o A )5e BAFele] AL, AL Tl 7)5e
EESEE R
el i A2 ol 8ah ehale] ANZ, ARAR 58 3 A A58 AEste] sal
7. A% YuEh
A% i ele] Y RE Bl g
8. olEe] Aeldnus | jpultie] Au|aE o] 8ab olFe] A9 ARl n GEuA| el Ak Aul s
Q4] A3 e slal hre] A% palo] o
A Aelng AJBIZ o AR Frvlele] Al ol A AT Al nel HIat A3 - 4A
Aepe | O R A Ale] wARe Al s Ae A AFHor Aels Patslolol
] ARl o] Ak ABl~ ol % A] ARAle] AR % wE o - e AL
10. Hsjalz A0 ol = = = <] 3
g ohiz 24 Aluste] Ta) Bk whA solok @

4.2 7|y HHEE

(23 2)ellA e}

A 71Z& 7)17]61A9] AHA) 3L Ao}z
A%k, 3.2.1.29F 3.2.2.20014] &g

Zol A 7171

ol
N

2 AR e Bl A o

o|e] AHA| 7
o 7)E 7l7l°ﬂ

A=
o,
olelE

AFA7E Algsh=

v o7t deg

47 27} s,
A

P AAE

= Ll J
= g A

dlele = *-1 x
e B4

[SJREN
AT

=
9_
T

a3 15).
FAlol=

o] W

750
SR, o] 7%

A,

s,

o’«l& o
0w
kv

ohsl -

T~ O]ﬂ
CE
—|_“
rr

A 75 AR
ol-g7} dlole & nedt
o} wkef, 71E 71712 v dhilelEte
A5 718 71719] A BT} AR} ebd
ol ZejAo] el AAE AHA| 7]

AR A2

Aol A%

55 AFAA H
o17] Afn]2s

zmiﬂmga
| ohjme, ojzele] e
o dloleje]
orert. welA dlojele]
F 7FsAe] EAlak] e AT nE Wk of
o1 4AHEE dlelEl} A1l
dlole] Bz el
Apggeh, AAE o]

7IE ®Oi7171 A

M2e 50717

;
o
o

<
R

2
ol

&
©x @2 T o oop

5. ALBRE 915 2 AHI~ ALE

1 M B A= g
2. 71F ALE Rl MHIZ LS E7H HIAIA

3-2AE 4H
4 MEX 27 ¥E 9F

A (O3 15) MER HZE AN Z2AHA

webA] eHAg B3 E flelAe ShA AMA] 715
Ag=olof . W= ZHH-(Department of
Defence)$} vl S7kF R A= (NSA)2 3l= ¢
2=9} %3}1/‘] v Z2] Ao gk 7fo] =eklE AlF
e E 5)(E 6). dubH o2 sl v]az A A
7 A= < d AAE S84 FelmEl HeoleE o
2] W gloj7| & o] shA AMAIE gt ulebA

d, BT



EHREE ARG (2013, 2) 105

(Z 5) st= ClA3 AMH| @H(9)
Deletion ..
method Description
Single Overwrites once with either 0x00,
pass 0xff or pseudo-random data

Step 1 @ Overwrites with random
single value
DoD Step 2 @ Overwrites with
5220.22-M complement of that value
Step 3 : Repeats Step 1-2 seven
times

Step 1 @ Overwrites with 0x00
stNalr?dTaOrd Step 2 : Overwrites with 0>.<ff .
Step 3 : Repeats Step 1-2 six times
Step 1 @ Overwrites with 0x00
NSA Step 2 : Overwrites with Oxff
Step 3 : Repeats Step 1-2 seven

times

AR, 2PhEES NAND E94) Wmels g
ap7] el vlmele] % 4 9l 357 et
sk t2aze] sb A WS o83k USB 24
A olwel g ghal A gehd slme) Se] 2w el

dahe w A,

(Z 6) Z2iA oi=2| Cjols Atd| E

Deletion method Description

Step 1 : Overwrites with a

DoD 5220 29-M single character

(July 1997) (10) Step 2 : Erase overwritten

area

Step 1 @ Overwrites with a
known unclassified pattern

NSA/CSS
storagg .deV1‘ce Step 2 : verify that only
declassification
the known pattern can be
manual(11)

recovered by randomly
re-reading

12)= DoD¢t NSA9| 7ho]=etalat FefA] o
) EAE aEste] e USB ZiA] Hlxe
}_\_1
[e]

o —

A A4 WY % shelh, dleleE Estel 1
7158 thAl 53 sho] @ Afel ESelq m el
£ sebh Holel S AR o) ghast 9 717}
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of dleJe]e] B-F o]§A Wt uhelr), o] why
< DoD®} NSA7F 878h= 2T lo|e] 2] ARl Ent
ofuiz}, Hoj2iz W 7hA] EAIZ] 3 FAlof 227]A)]
g FAE A} ~rtEES NAND Z#4] vlx
2] 5 AHE3E] wltel USB Z2A] wWlme] shd 2k
w2 A Age] 7hssteh. AntEED sfEsolA
ol Al st <la) SQLitest 22 vlaA 7}
w3 dlojgue] s ARSgll (12)7) A|<ksh v
o AmtEEA AM-sls SQLited] $E3} 7158
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Blog about android phone rooting : Blog
of Tegrak, http://pspmaster.tist- ory.com
Sangjun Jeon, Jewan Bang, Keunduck
Byun and Sangjin Lee. A recovery
method of deleted record for SQLite
database,” Personal and Ubiquitous
Computing, vol. 16, no. 6, pp. 707-715,
August 2012.

J. R. Mallery, “Secure file deletion : Fact
or fiction?.,” GSEC Practical Assignment
Version 1.2e, 2006.

National Industrial Security Program
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NSA/CSS Storage Device Declassificat-
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2000.

Byunghee Lee, Kyungho Son, Dongho
Won, Seungjoo Kim, “Secure Data
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