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ABSTRACT

Lately, intrusive incidents (including system hacking, viruses, worms, homepage alterations, and data leaks) have not
involved the distribution of an virus or worm, but have been designed to acquire private information or trade secrets. Because
an attacker uses advanced intelligence and attack techniques that conceal and alter data in a computer, the collector cannot
trace the digital evidence of the attack. In an initial incident response first responser deals with the suspect or crime scene data
that needs investigative leads quickly, in accordance with forensic process methodology that provides the identification of
digital evidence in a systematic approach.

In order to an effective initial response to first responders, this paper analyzes the collection data such as user usage
profiles, chronology timeline, and internet data according to CFFPM(computer forensics field triage process model), proceeds
to design, and implements a collection application to deploy the client/server architecture on the Windows based computer.
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