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Design and Implementation of EAI(Enterprise Application Integration)
System for Privacy Information

Kim Yong Deok” - Jun Moon Seog™

ABSTRACT

This paper describes the design and implementation of the PKI-based EAI system which is used for delivery of sensitive personal
information between business systems. For this purpose, we propose a key exchange protocol with some key process : Diffie-Hellman
Schema is used to provide forward secrecy, public key-based digital signature is used for EAI Server authentication, data integrity. In
addition, in order to minimize the performance impact on the overall EAI systems. The EAI server was designed simply to be used only
as a gateway. This paper shows the implementation of Korea public key authentication algorithm standard and a symmetric encryption
algorithm for data encryption.
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Fig. 1. PKI based Authentication Process
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