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A Classification Method for Executable Files based on Comparison of
Undocumented Information in the PE Header

Jung-Sun Kim" - Jung-Min Kang™ - Kang-San Kim™ - Wook Shin™

ABSTRACT

File identification and analysis is an important process of computer forensics, since the process determines which subjects are
necessary to be collected and analyzed as digital evidence. An efficient file classification aids in the file identification, especially in case of
copyright infringement where we often have huge amounts of files. A lot of file classification methods have been proposed by far, but
they have mostly focused on classifying malicious behaviors based on known information. In copyright infringement cases, we need a
different approach since our subject includes not only malicious codes, but also vast number of normal files. In this paper, we propose an
efficient file classification method that relies on undocumented information in the header of the PE format files. Out method is useful in
copyright infringement cases, being applied to any sort of PE format executable file whether the file is malicious, packed, mutated,
transformed, virtualized, obfuscated, or not.

Keywords : PE(Portable Executable), File Identification, File Classification, Computer Forensics, Malicious Codes
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The flowchart of the proposed method

Fig. 1.
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D A Ay 24
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Atolell EAat A AlauUA9 A7) AdTde] EF
" A4 gelreg e ol wel ZeEbzlch Fig 2v 3=

2010 A9 hwpexeo] 2 AlZYA 914 o& HolE
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| Startup . | Hwp.exe @|
[ 0 1 2 3 & 5 & 7 B8 9 A B C D E F 0l23456]89ABCDEF
0000h: 4D 5& 90 00 03 00 00 00 04

0010h: BE 00 OO 0O Dos
00z0Oh: 00 00 OO QO

0030h:
0040h:
0050h:
0O060h:
0070h:

Header

Ev(ZE"|ZE"
Brp_e. (mEn
"L jeEn
L VEr S (YER
B (s 0(En
v zE# (w4
22 (¥En
(ZEp ( ¥E"

8 o ol 5S4 L6

00COh: 97 BO Bl 28 96 C8 22 28 B9 OE 4F 28 54 C8 22 28
00DOh: B9 OE 52 28 83 CB 22 28 9E CB 23 28 B9 C4 22 28
O0EOh: 97 BO A8 28 S5F C9 22 28 97 BO BO 28 SF CGB z2 28
O0FOh: S0 94 B6 25 9F C5 22 28 9E C8 BS 28 OF C& 22
0100h: 97 EO B3 25 9F C5 22 28

01i0h: 00 00 00 00 00 OO0 00 00 50745 00 00 4C 01 04 00
0120h: 24 B2 74 4B 00 00 00 00 00 OB OF 000

0130m: 0B 01 09 00 a
0140h: BD 6E 23 00 [AMMACEEEE 26 00 00 OO0 40 00  Eg...... 0%...0.
0150k: 00 10 00 00 U0 U2 U0 U0 U5 U0 00 00 00 00 00 00 | teenneennneennnn

Fig. 2. The offset of the Rich Signature in PE Header
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Fig. 3. An Example of a decoded Rich Signature
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2. GetRichSignature 4ol 277} #As 4
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3. =5 dlolejuo]zo] A
7hA] -t

4. Adgsde faey A AaUA Jre T
H]"]H‘*ﬂol*oﬂ/ﬂ 7EAE A AlaYUA JEE o]&3t
AR Sp5 Alsketct
2 /‘P: Sotks Adste]l ARg At
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AR S 2 - 4 e,
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a

= ol g

94 A1A ARE A
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ARERE AdaT
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e 092 Akt Hwebe] #e FAE 5.9 Azl
W, FARE Sogkel 191 A B3 Hol fAE SEs

Aitatel EASSATH

Table 1. Experimental results of executable files

Fis | C-DUQU[GHWE_ T GROWER T
Samplel | 1.0(1.0) 0.15 0.14 G_DUQU_2011
Sampe?2 0.15 1.0(1.0) 0.50 G_HWP_2010
Sampe3 0.15 0.35 0.70 G_UNKNOWN

A A3 Samplel> Duqu(G_DUQU_2011), Sample2+
k= 2010 (G_HWP_2010), Sample3< &&#AA] &2 1&F
(G_LUNKNOWN) o2 Ao = EFEATh  Samplel 7
Sample29] fFALE 5.9 fFAFE Spgte] BT 1o]ng R
dole o] 2ol A7dd AR Fds APfddES AT

otk 281 G_UNKNOWNCS®E EH¥ Sample3 3

5 dolguo]zd gl ARo|BRE IF dHolHHol
MEA F7rE T A FEQ Duquet BAEA T2
AMEE 0152 WA veERa, 223 A 2L
7ol A BARAY 2RI g2 2010
20109 FAEE 05002 %A eyt =
a3 AFAPE gt AE EA7F vssk 3k
EE 20107 =EH =9 Sample3?] frAHEE 07002 =
Al vhebs T webA, daiaide] EA wet dAGE =
A3l Sample3®t Y EJE 20102 FL3F A 2FAF A
A Zz2ador EFrbsslH, Sample29t T ¥EQJE
2010 A 7S Zte EARA Z2asier EHV}

7ks st

=2

>
o 2 o

[t

By ore
i
o [ Y
1 2

g 22
f

il

43 S4NTE EF A

Table 2= CNAIFENA AZae HolHE ol&3
SPYmE B AF Aotk Aol AL dlolEl: 2012
9 390 #RE ehdmeEelA 800 Aol ALEE
oS wAzZzagoR HAY A3 600/1E HYm=
2 gAstgon Akl WHor BRY A% 512749 7

S MR 22 29 HDE St admy 27 Uy 47

odS ERah 800718 Aol
Rich Signature”7} &A18HA] holA] A<t
g gtk a8l fAE S0 dEE BERE 4
AAZS 1.0, 09, 0.852 AAste] Agstgon A Fko

= T
10%) B¢ &5 23 AdA EFE 7Hdsiid.

Table 2. Experimental results of malicious codes

T =10 T =09 T =08

num Group Files Group ]l?;lrs: Group ];::gssr
1 150 150 142 113

2 25 50 23 22

3 7 21 8 3 13 18
4 3 12 5 8 6 12
5 6 30 5 4

6 4 24 5 6 4

8 1 8
9 1 9 1 1

12 1 12 1 1

14 28 1

15 1 15
16 1 16 1 1

20 1 20 1 1

21 1 21 1 1

23 1 23 1 1

36 1 36 1 1

60 1 60 1

74 1 74
sum | 205 512 198 17 173 127

AAR] 103 A5 F 512719 o] s 1Fe]
257 AR el 1507, 28 4447 60719 2ol
N Soz BFHol & 20570e aFow BEFHT. 1

U gl wel 2R RRE 497 wasdn, 9
gol Bess BF 2F5E AolAn 2% B8 99
FE ol Al 092 A9t 33% (175129 ©
Fb wAsgon,  9Agel 089 ATE 248%
1275128 57k WA A9A% PYaE 2FHE
% A 097 0BuT YRS B & k. 1
93 2o 1FoR BRE GUSS BE 448 FH
HAselth, dE Fol, AnfTt 6009 TFel SF W
Se WA ZEagdd EZe|Zriz RRuH, 24
ol

FdEL 2 UPXE 79 stdojrh
T Az @Fold AA B AFUR
MFES R A@ddelth 429 AP v A

=
QalA vEFE AYATET BF oo
A

i)
=)
9
o 1o |»
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mel g Aol e gl7) Wik do A Table 4% Atet Wyo @ Stuxnet Age dAPIA=E
& BYolEo® mdeh AR og 15 R Aol ke frAMEE AteE A@AToltt. HEcke] AE HME
A AREE AT 0850 At} o] A¥e T o] B & s, AFH FAIES AdgH Hags
Eol drht FARGHAE ddstr] g R RE oA E (HAdigh, Axgho FAgrh 4347 Stuxnet? Duque]
£ BRehe A9 dAFEY viA AAste] At of Ao FAF=E 0.870]3L Falme¥ Gausse ol fAl=+ 1.0
£ 59 Aoty o= Stuxnet?} Duquel FAHYS AAkste] o2 vehgth a8y Stuxnet?} Flame, Stuxnet?} Gauss
H|23 1807 23 E0A Stuxnety DuquE 7|3t 1% o FAMEE 0452 WA YEhk e Duquet Flame, Duqu
Zko] A S dAdete AR AMEE £ ol 9} Gaussd fFAFEE 03602 9HA byt wabA, A
obet W o 2 Stuxnet®} Duquel A#A, Flamed Gauss
Table 3. Experimental results of Stuxnet o Ao =L ﬁ_}o g 4 ot} =FE Gz
G_POWE AR Fste Go] th2y] wito fFAIET thEA
num Files | oD VQUGHWP ppopp| Results gt $AE7 1007 B4 Yueg 4% sae
E_2011 | 2010 2010 (T=0.85) i
= Gauss® winshell.ocx, smdk.ocx, mecdmn.ocx®2} Flame<]
1 le(ljzlc;igg?jggigélél 0.87 0.15 0.13 G‘B&?U— msglu32.0cx, adventcfg.ocx, adventcfg2.ocx ¥} ot}
p PHETEXENTN 014 | oz | oso |“IENO 44 9%, ZSHE U dEsiE Mune 28 AY
5 68eb6d3ade49dala7 017 064 06 G_UNKNO Table» 5% %L“iw‘, —“T’——‘:—f?igé 2 U=ty Aado] ot
9aff2202bbb3bea WN i A Aoty Age] AMSH HATYS AEg 79
, |Mddesgarer2ia6tl [ | o, [GLUNKNO 239 Ay ZRI calcexe HLol, HEg g
8d06c03f92d0c13 WN Al ¥<] Themida$t VMProtect Z2 1315 o] g3t} A}
s s | [OMON o ad s e 548 a4 1 249 A3
8153747bac8bdacd3 G_DUQU & s, Sud B eIk ¢ 49
6 | ggrectmizaisie | 087 | 015 | 013 1o T At wlelemel 2ol Ax] Ausk F7h A AR
T AelA Abed AR 09008 Aggiet
A A3} Themida®t VMProtectE o] &3to] 5 T
dRdn s afad das AT 17 DH gega7 4o mF §AE 1002 AR A
A1, 61 3U9)3 Duqu dAFZ=9 FAE7F =4 A7) Z2aA(G CALC_ WD) o.2 BEgch g3 A1y
shaam, AEA0 SRS Duau SARSS AR ) g proay pRe wREA 2t AtdE AU
‘%‘Aéi_; aFOR E—i%t}}tﬁ}a}ﬁ, iféﬂ;l%o Zjl%}f& WElo AgAoR BEsl s e 24 Aoy
3T =) = s 3 2o 5
:—]ii nﬂi H;}O]zuq:];jﬂ&ﬁfw—ij; . Lov‘?ji A7 A€ PE 3Y e WAse 4 otdsisd o
o AT ADG Al AR WEALM B g gaw wyon 2R whssn
2357t FAHA e JAHIZ=S] 544 Duqug A%
& aEE 2H2US AT 2t sdsiy T s Table 5. Experimental results of packed, code modified and
Atolol = 59E ARdAzt ka5 4 ok 59 obfuscated executable files
Hde Agad e e FAE S0 ALEHE ot G_POWE
Qe Aurk ) g FAEE AN S glov piles |(DEAU| G pony ((-(ALE Hesuts
NO_RICHSIGNATURE e A4 & Z&ath FAHE7 - 2010 C CALD
= gEhd 282 A FAd(19 69)S AR ots calc.exe 0.07 0.05 0.06 1.0(1.0) __W7
stop Eolo] AFEE = A ee FEZ Ejolw 22T calc_thel.exe | 007 0.05 006 | 1.0(1.0) G—CV%LC
?O]u{ it el “1101*01] _217‘0}5] Dugque} #1%) #21% calc_the2exe | 0.07 0.05 0.06 | 1.0(1.0) GCALC
© DuquollAl AHEHE Sds 54 Ad e FEF W7
g ol calc_vml.exe| 0.07 0.05 0.06 | 1.0(1.0) G_(‘:;?,?C
calc_vm2exe| 007 0.05 0.06 | 1.0(1.0) G_CV?? ¢
Table 4. Experimental results of Stuxnet family B
Files Stuxnet(6) | Duqu(2) | Flame(11) | Gauss(10) 45 A=l KR A oM 2= Aldinielol EE Al
Stuxnet(6) - (0.87, 0.14) | (0.45, 0.09) | (0.45, 0.15) Table 6& 2HAE AAuA A E7E FlSo] ojs
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