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Abstract

Due to the development of IT technology and the information age, a dependency of the network over the most of our lives
have grown to a greater extent. Although it provides us to get various useful information and service, it also has negative
effectiveness that can provide network intruder with vulnerable roots. In other words, we need to urgently cope with theses
serious security problem causing service disableness or system connected to network obstacle with exploiting various packet
information. Many experts in a field of security are making an effort to develop the various security solutions to respond
against these threats, but existing solutions have a lot of problems such as lack of storage capacity and performance degra-
dation along with the massive increase of packet data volume. Therefore we propose the packet analysis model to apply is—
suing Big Data technology in the field of security. That is, we used NoSQL which is technology of massive data storage to
collect the packet data growing massive and implemented the packet analysis model based on K-means clustering using
MapReudce which is distributed programming framework, and then we have shown its high performance by experimenting.
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1. NoSQL =&
Table 1. The Classification of NoSQL

Data

Model Description

- The simplest data model

- Range queries in the database , it
is not easy without explicitly
support

- The Application modeling on the
key-value storage may be have
complexity

key-value

- Document can have different
schema unlike RDBMS

- As RDBMS, It is possible to de—
scribe the relationship between
the records

- Conceptually, it is very similar to
RDBMS

- It has advantageous structure that
reads mainly associated data

- In order to change one of the re-
cords, it needs to modify multiple
locations

- Because the values of same do-—
main are in a row, so it is good
at compression efficiency

- It is beneficial to the range query

Document
Store

Column
Store
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Table 2. The Process of K-means Clustering

K-mean Algorithm

1: Select initial centroids among all points

2: While positions of centroids change

3. Find the points which are nearest to each
centroid and make clusters having each cent-
roid and corresponding points.

. Select centorids agin in the latest clusters

5 end
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Table 3. The Composition of map() and reduce()
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Compute centroid source code

while(centroid <= centroids) {
if (center.distance(point) < minDist) {
minDist = center.distance(point);
minindex = index;
}
index++;

}
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