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ABSTRACT

Active-Standby Duplication Techniques are conventionally used for fault-tolerant systems. But in this paper we researched on the
Active-Active Duplication Techniques for Fault-tolerant DNS System. Our Active-Active Duplication made the 1st DNS periodically copied
to the 2nd DNS and maintained the same status by using Rsync and Crontab. Even though the 1st or the 2nd DNS stops due to some critical
errors, the remaining DNS can take over and provide continuous services.
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Fig. 6 Environment Set up for DNS Testing
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# Jconfigure
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rsa.pub T} o] AJ et
# ssh-keygen -t rsa

@ serverol| A ssh Tl B E 2] AA
# cd froot
# mkdir .ssh

@ client 2] Public Key= server = A}
y
sshfid_rsapub IS server®] A&} U] Eg] o
sshjauthorized_keys 2 &-A}3ht},



Active-Active 2] 2] DNS A H 9] o] F3} -5 2

# scp /root/.sshfid_rsa.pub root@121.174.8.100: froot/.ssh
Jauthorized_keys

@ client 2] Jetc/ssh/sshd_config 47
otef] F&-g glste] A4 AT E ] g AF T4

£ Al

Protocol 2

#HostKey /etc/sshfssh_host_rsa_key
#ServerKeyBits 768

#PermitRootLogin yes

#RSAAuthentication yes
#PubkeyAuthentication yes
#AuthorizedKeysFile .ssh/authorized_keys
#HostbasedAuthentication no
PasswordAuthentication yes
#PermitEmptyPasswords no

Subsystem sftp /ust/libexec/openssh/sftp-server

® clientol| A ssh 2] A] 2+
# service sshd restart

(2) 1sync 9] AF&- 4]

otz W o % 22 DNSel| A 12t DNS®] 54 t & &
g W82 7HAE Yk A S AR o] npA He| 7}
slow e o] BE 8-S HASH HgEe
A= AR etk HE RS I w=/E
Aefgit
#rsync -avr 121.174.8.100::chroot/ /var/named/chroot/

ssh& 5314 rsync & A 312 -e 29 A & A&
t}. e execute?] 2FAFE rshi} sshitr2 HH S A3yt
S Utk 22 3 s Z0| A Al A E 082 B AFEG A
A7 o] FA7E FARE S frA18H7] Sl el = —delete
A AR
# sync -avre ssh --delete 121.174.8.100::chroot//var/
named/chroot/

2.2.22.dns_sync.sh 23 HE

1%} DNS A ¥ 9] /varfnamed/chroot £} 2} DNS A] B ]
/var/named/chroot& & 7|3} 71 - BIND A4 & A 4 &
3}7] 9k ~A Y E ot}
# vi /root/dns_sync.sh

#!/binfsh

# dns data sync

# rsync start

echo -en ‘date "+%Y/%m/%d %H: %M:%S"* >>

Jrootfdns_sync.log

echo ” RSYNC START Time" >> froot/dns_sync.log

Just/bin/rsync -avre ssh --delete
121.174.8.100:fvar/fnamed/chroot/ /var/named/chroot/

Jusr/sbin/rdc reconfig

Jusr/sbin/rndc reload

2.2.2.3. crontab 2 A & H
Hepule] g A9 AIHE F718MA17 &, §

o
DNS 573} A3 HEES 150 3 & Ay
crontab ¥ 3 & o] &3} ~AEH Pt =, A3

< 913 DNS 27 3} £ (maze76.com.zone, 8.174.121.
rev 5)& 12 DNS A ¥ ol A 23} DNS A ¥ 2 vfj i E-A}
glo] 1,22} DNS 7toll &4 3t A e 7§45 =5 gt

# vi froot/dns_sync.sh

00 * * * * fusr/bin/rdate -s time.bora.net | /sbin/clock -w
*1 % * % * [root/dns_sync.sh

223. 22 DNS A1 H 5 2 A9

27 DNSO| A4 w2 oFE @l s
resolv.conf 3} o] 23 22} DNS A H o] IPE A4 U]
J Al o] IPE A A3 3 22} DNS A ¥ & F%535lo] A
A E2o] B2 8o g},

i

£ rooténs2~/scheduled_job - Xshell 4 Beta EE®
D2E BEE BNV =D S0 S8

=hE B EQ 8 - 6-9-4- ¥ (828 |=
& o 113002 < | 215000

(Bearcn nazevs.con A
donatn naze7s.con

Sameserver 210.110.160.50

amsserver 121.174.6.101

snameserver 121.174.6.100

" jetc/resoly.cont” SL, 1140
121,174,8 1012200 =2

S8HZ sterm 93:7 11 24 NUM

£ root@ns2~/scheduled_job - ¥shell 4 Beta
MEE BEE 20 =21 A =STH

MR BT By of o0 B Q®-B-9: - S¥ 258 = 2
o 113002 | & 2100l

[rootfns? ~/scheduled Juh]# e
nenedg 413

[rootBnz2 ~/scheduled jobl§ i

1211748 100:220) HTE S8H2 wlerm 5. 320 2 WA HUM

% 8. DNS AlY &4 43
Fig. 8 Environment Set up for DNS Testing
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2 oltol A2 BAT & el

£ root@nsZ~/scheduled job - Xshell 4 Beta
MHEHF) HEE) 2oV Z2(Tr &) SSTH)

Juzsss By @8 g e g B ®-e-®:-4a- (8| 2
&) 5113002 » | 21300l
[zoothnsz -/scheduled jobl# nslookup ~
> W, naze?6. con
Server: 121.174.8.101
hddress: 121.174.8.101453

Name: . mazeys.com
Address: 121.174,8.100
> frp.maze7s.con

Server: 121.174.8.100
Lddress: 121.174.8.101#53
Name:  ftp.maze7s.com

Address: 121.174,8.101
> ns.maze7s.com

server: 121.174.8.101
nddress: 121.174.8.101#53
Name:  ns.maze?6.com

iddress: 121.174.8.100
> ns2.maze?s.con

Server: 121.174.8.101
Address: 121.174.8.101#53
Hame:  nsZ.maze?6.com

address: 121.174.8.101
ST L DO

Server: 121.174.8.100
address: 121.174.8.101#53

Non-suthoritative answer:
wing.naver,cow  cancnical name = uw, g.naver.com,
Hame:  www. g.naver.com

Address: 202.131,29.70

Name:  www.g.naver.com

Address: 222.122.195.5

Ed |

121,174,8,101:2201 SIZE SSHZ xterm B7x36 36.3 2 M SE UM

% 9. 24} DNS S&F Al
Fig. 9 Test of Secondary DNS Working

. DNS S7|3t X ZEd AlE

olF3stel 7
Al FrAIA 2 &MX],E JOH !
afe] AH|29] &
Fo M= F58
7141 HAL JoH LA ﬂ17}
5}91 3L, 12 DNS A ¥ 7} . F =2 <13 Xé
DNS A/ H7} tjalste] Al =8 A &8 5 Q=R
A5t

3.1.DNS 57]8t A1 ¢

22} DNS A ¥ & rsyncE €3] A/ A tPEe 9} 1
A DNS A v 8] A4 82 2 vlaste] o] 4
AL AL 4 XJQOJEX] Tr= /\L;q]g e ==
912 vl a4 13 DNS AW S 5 A g el & 544
21tk

3.1.1. FLFA A
12} DNS A €] jvar/named/chroot/etc/ named.conf 3}

QL A3 “test FA A0 A ol S B,

98

ZA] 3 221 DNS AH 9] jvar/namedjchroot/etc/named.
conf TS g1 S uff 1449} FH2o] 49 AS &9l
g ATk

£ root@ns:/var/named/chroot/etc - Xshell 4 Beta
OEF) HEE) 20 =T W =8TH

FHREs) By P 52 | =y Q&6 @ & $v|i18 =
4, 01 15001 < & 2150.0
oprions { _ -]
Jirestd F4 440
directory "jyar/maned”;
dump-£ile "jvar/naued/data/cache dunp.db”;

ile "/var/naued/data/maned stats, txt”;
nenstatistics-file "/var/naued/data/naned uew_stats.txt";
/) zone BE AT
allgw-transter { 127.0.0.1;121.174.6.101; };
M A A
allow-recursion { 127.0.0.1;121.174.6.0/24; }:
auth-txdonain no;
listen-on-v6 { any; };
version "Welcome~";
-- INSERT —

121,174.8,100:220 H2E

%

S8H2 wterm 100x14 227 ZHlA 0 UM

8 10, oY E Al

Fig. 10 Test of File Update

3.12. A A A
12} DNS A1# 2] jvar/named/chroot/var/named t] & E
2] | A test.com.zone 3L S A A st} ZHA] 324 DNS

/1w 9] Jvarfnamed/chroot/var/named T] & E 2] ol I= test.
com.zone I o] A H AL &l 4= QAT

mF)
Uz B
&) a113n 0

2(H)
=i Qs -0 @ -8 (22 8

ne named ipS. losal named zers test.com.zome
naned. Local siaves

121, 174,8,101:2200 SI==l SSH2 wtorm 100x14 4.41 2 M& UM

a3 1, o MM Al
Fig. 11 Test of File Creation

3.1.3. g2l A1
22} Bl 2~ Eol| A A test.com.zone ¥U-S 2HA| 3]

2ok A4 F 27 DNS AR A =
A2 HAY F Uik

MRHF WEE) BNV ET) 2w ES8H)
DM2BED = - g SE | Ex B = B-® - d- S (558 &= =

(& alino i a7 e

namea. zexa
slaves

You have new mai:
[rootlns2 /var/named/chroot/var /mamed]# N

S5H2 wterm 10014 6.41 2 IS UM
T 12 o A A
Fig. 12 Test of File Removal

121,174,101 2200 =2




Active-Active 2] 2] DNS A # 2] o] F 38} +% 9 AshfA Alg

32.DNS A2gulA A1E

12} DNS A H o] A| 28] @ 77} ““ﬁﬁ}oﬁ AH 2~
2-0] o] @A ¥ 22} DNS A 8] 7} A H] 2
|42} = Al 2E 9] o] AL AF Q14]5HA

1 A% Au g s 5 A=A S ARt

[

>~

3.2.1.DNS 524 9

DNS9| 5241312 918) 17} DNS A8 S 7] DNS

222} DNS A B S B2 DNSE AA s 5 ool Za}
o] 1 Eof| A nslookup & .= A H o =W Qlo]5& <
gal Ao IPFARE W] 12 DNS AH
Fol AL g 4 9tk

(121.174.8.100)° <] 3] o]

@ OHE IP = AbROE):

P ===l [ |
MEL OrA=: [255 . 255 |
12 HOIE0IKD: [T2r .

G CHE DNS AH =2 AFSEN

IS &= DS MEH(ED: 121 174 . 8 . 100
I DMS MBS 121 174 . 8 .o
rei=gets]

C-Whocuments and SettingsWHKSC>nslookup
Default Server: ns.maze?6 .com
Address: 121 .174.8_100

> maze?6.com

Server: ns.maze?6 .com
Address: 121 .174.8_100
MName = maze76 .com
Address: 121.174.8.1608

> ftp.maze?6.com

Cerver: ns.maze?6.com
Address: 121.174.8.100
Name = ftp_maze?6 _com
Address: 121.174.8.161
> www_naver_com

Server: ns.maze?6.com

nddress : 121 .174 .8 .1686
Mon—authoritative answer:

MName = WWW .G -NAVEeEr.Ccom

nddresses: 202 .131 .29 .71, 222 _122 _195.6
Aliases: wuww._naver_com

w ! i
% 13. 2Xt DNS &2 AlY
Fig. 13 Test of Secondary DNS Working

3.2.2.DNS 234 A&

12} DNS A 8](121.174.8.100)2 A 2 AAIA 7 &
9 o] o] Ze}o] A Eol| Al nslookup M 0.2 AW o] &1
?lo] 22 ¢l #8bH, 22 DNS A ¥ (121.174.8.101) 2 53
DNS AR E 7FA e+ A& &1 4 st

-

£ root@ns:/var/named/chroot/yar/named — Xshell 4 Beta

PR HEE) 2V ERT) W ESHH)

U2 RS =+ ¢ SO EE | By Q| =S @ @
(%) @ 113002 | 213001 =|

[rootBns /var/named/chroot/var/nemed]# service named stop
named® A7 F: [ ok ]
[roothns fvar/nawed/chrast/var/mauned]s [

|

121,174,6, 1002204 HHRE S5H2 wterm 7Bx5 3.40 2 MM UK

ILE - nslookup

WDocuments and Settings¥KSConslookup
Can’t find server name for address 121.174.8.108: No response from server
Default Server: ns2.naze76.com =
ﬁddress: 121.174.8.1081

maze?6.con
erver: ns2.maze?b.com
Pddress: 121.174.8.181

Name = maze?6.con

f£tp.naze?6.con
erver: ns2.maze?6.con
Rddress: 121.174.8.181

Name : ftp.maze?6.con
Pddress: 121.174.8.181

WM. Naver.con
erver: ns2.maze76.con
pddress: 121.174.8.161

Non-authoritative answer:
Name = WU g . NAVER .cOoN
Pddresses: 202.131.29.78. 222.122.195.6
Pliases: wwu.naver.com

>

% 14. DNS Z&d Alg
Fig. 14 Test of Fault Tolerance of DNS

N ZE

B oA e BT A0t IPF Ao WE AH 2~
3} DNS A o] 53 o] o] 4z Bl 74
A ddS 9% A4S 3T DNS AW E Active-
Active W3] © & o] 3}3}o] 3-o] wlE DNS A H 9]
A FA2WE AR 25 A B}l 1] 1= 2%} DNS A
W7} ol &2 A r] 2 AlFo] ol HA ¥H &2 DNS A
W7F AH| 2 E Al 8to] o] &Ab= Al 28 o] & A F
A2 A K Aol A AE AR A RS F YRS
st AT S 2E= DNS Al 2] F-5of] el -3
%t
DNS A H 9] o] F3}E 93] 1,22 DNS9] 5, YUM
& o]}_Lfs]-DNS EEZ_E}]Q‘ A—l;‘q DNS E;ﬂ— /\] ;‘d-zg]k;
named.conf 3} 7} &l T[S U] AHE L] T 174
9} IPF A5 714 = zone Y rev Y 5 1, 2% DNS
o] st A e A+ th 18] 3L Active-Active
W29 DNS o535 913 1, 2% DNS AH Ztol=

P
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rsync®} crontabd- o] §3ate] 7] 082 EAlate] Fo
o AEE FA AL, 1A} 22 23} DNS A M7} e 2
3] A =2t E Ao} gli= DNS A H 7} Al &3l 4] A
H| 25 A&t e 5 st th

5% 1, 22 DNSO| A5 3S &3 24 DNS+=
crontabol] 5=¥ 2AF wel 18 @ E dns_
sync.sh /\ELPJEOH AAE YL Z 12 DNSe A A
gAE] Yo 9= BE 39822 DNS9 H| ol & 4=
4, TF, AHAlE W&ol dis s71stgo =M 1, 23t
DNSH‘H el Aso] 4&sH o] Fo P& AT

AR 1AL %“H"é A &4 53 12} DNS A H 7}

l
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A
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Al2®l 0 & ola) A 8 etE 22 DNS *ﬁﬁﬂfﬂ
1310 Au] 28 A& 28] Yrhes AL 8913o
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