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ABSTRACT

DOS attack, the short of Denial of Service attack is an internet intrusion technique which harasses service availability of
legitimate users. To respond the DDoS attack, a lot of methods focusing attack source, target and intermediate network, have been
proposed, but there have not been a clear solution. In this paper, we purpose the prevention of malicious activity and early
detection of DDoS attack by detecting and removing the activity of botnets, or other malicious codes. For the purpose, the
proposed method monitors the network traffic, especially DSN traffic, which is originated from botnets or malicious codes.
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Table 1. DNS unusual feature of DDoS attack code

Subject DNS Unusual feature Marker
DDOS Target Discovery B11
Attack RR Request B12
Code Simultaneous use of the DNS
(A1) : B13
service attack code group

¥ 2 2/24lel v|[H¥AM DNS £
Table 2. DNS unusual feature of Bot/Botnet

Subject DNS Unusual feature Marker
Periodic C&C Ping/Pong B21
Domain group access B22
Bot/Botnet C&C Channel Migration B23
(A2) Avoi ion for
\rfuﬂi—dde;iwcatnznlpo B24
TTL B25

3 AddALo HHMH DNS £F

Table 3. DNS unusual feature of malicious code

Subject DNS Unusual feature Marker
Domain group access B31
Malicious - )
code Duplicate / repeat service calls B32
(A3) Phishing, Pharming for
) B33
Domain/IP

W4 DNS ePgaelE wxsken Agets 3t

e gt g

DNS Traffic

Detection of abnormal R
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Detection

a7 2 "] ™A se EHX| nby
Fig. 2 Malicious behavior detection process
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Table 4. Traffic pattern similarity evaluation factors

factor Ratings Range
nterval Papkets and the regularity of the 00-10
time interval between packets
r Repeat Repeat the same query generation | 0.0-1.0
0 Path Similarity of the same quality 00-10
source
b —— The same source groqp similarity 00-10
query generation
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Table 5. System 1 results

Domain Similarity Results ect
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0.9800
09732
0.9700
0.9697
0.9530
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0.9464

0.9464

bosam Botnet Drop

shiyansend.zyns Botnet

vwidget Normal

shiyansend.solaris Botnet

desktop2.google Normal

drsunbo2
180.96.114.125
weather

Botnet Drop

Normal
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