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A Study on Constructing of Security Monitoring Schema based on Darknet Traffic
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ABSTRACT

In this paper, the plans for improvement of real-time security monitoring accuracy and expansion of control region were
investigated through comprehensive and systematic collection and analysis of the anomalous activities that inflow and outflow in
the network on a large scale in order to overcome the existing security monitoring system based on stylized detection patterns
which could correspond to only very limited cyber attacks. This study established an anomaly observation system to collect, store
and analyze a diverse infringement threat information flowing into the darknet network, and presented the information classification
system of cyber threats, unknown anomalies and high-risk anomalous activities through the statistics based trend analysis of
hacking. If this security monitoring system utilizing darknet traffic as presented in the study is applied, it was indicated that
detection of all infringement threats was increased by 12.6 percent compared with conventional case and 120 kinds of new type
and varietal attacks that could not be detected in the past were detected.
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Fig. 1 A method of darknet address space setting on
backbone router
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Fig. 2 Observation procedure for anomaly detection on
darknet network
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Fig. 3 Conceptual diagram for observing anomaly on
darknet network
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981,785 cases

Existing security monitoring detection
763,347 cases

Daily average traffic: 1,745,132 cases (based on IPS)
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