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Reliability Analysis of Dual-Channel CAN bus for
Submarine Combat System
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ABSTRACT

Thanks to various benefits, low-cost real-time communication networks so called fieldbus have been widely
used in many industrial applications including military systems, such as aircrafts, submarines, and robots. This
paper presents a reliability analysis of dual-channel CAN(Controller Area Network) fieldbus which is used for
controlling various equipment of submarine combat system. A submarine combat system playing a critical role to
the success of missions and survivability consists of various devices including sensors/actuators and computers.
Since a communication network for submarine combat system must satisfy an extremely high level of reliability,
a dual channel technique is commonly adopted. In this paper, a Petri Net based reliability model for dual-channel
CAN is discussed. A reliability model called generalized stochastic Petri Nets (GSPN) is built by utilizing the
information on physical faults with CAN. The effectiveness of the proposed model is analyzed in terms of

unreliability with respect to failure rate and repair rate.

# 2 e EAIEElS ATIAI(STC-C-10-027) AU 3= sl ek
¢ First Author : 73 5d]stal ITHE}: 2218, moogeun.song @ gmail.com, HA13]<]
° Corresponding Author : 73 5-t8}a ITHE; A28+, dilee @ee knu.ac.kr, %3]
¥ kElel A A FA AN, erkim@add.re kr
=FH S KICS2013-08-355, A=} 120134 8 27, AlAladz} 120139 109 284, FHE =AUl 120134 1249 64

1170



=
T

=]
gUN

[ A

g AR

L=

91g o]FAd CAN W29 Al¥= 4

I.M E

Fers e dolHH AR Bele A A
7 BAMES S 1 5840% Qld] AkiA A
wiol) 2] AbgElT Qe Hae awe] 419
Aol S7Ee TARAEAE dER2rt 67
AgF] 3 gledl, vleket Fgah A Aofst
= ¢ ZFA 7 (submarine combat system)+=
zAel vEY T 7[ut EAMA2dol) 2eEr #
FAARE 2001 AR olde] e o ZE
Tow FEu, o5 dole] vlEg=e}
HENZE F3l A= A=l st} doly vE
=z AlsAle] 9 A Qx| givtel] 23k Ho]
e AEsl] 213t 7oz F= Ethernet 7[HH]
ohe MESZAL AR, W, - =Feld o
S Al vEEE 4 mee) A9 W) 2 4
g RUEES $3F ARl wWEike
CANF! 5 AA7F EAo]
ARgEIel ARAARE ekl 2%
Agah= Aol Lﬂ gl 71a-g
dFAAL 7HAE Festaz, AFAA
vEHZE vl =2 o] Al
287} sl ey A dER Rt
s AEA
NelErh e PAg vEs
=7} ope}, Ethernet, CAN % *H—L HENZE

F2 Bgejel BEG AFEE o)F} He E
3 ZHAdskaL slck MBS = o538 7S A
o]7], AFAd T vENZY] F8 455 olF
salo] v=glze] wid T oA
Hlad Ao Fopgon Alzes
Aoz Qs ek ZAA el 7
£4749) olF vEQD PRE ST APh A%
Hog oo a et B3] o]FEEl vES
0] Ager} R PEEs BEsheA o 3E Wt
s7] slg AEm 2] Ayl e Do) vl
e}

*7x—124 A]QL:_
21 S4olt AN BT 7]
2 I3t el

= O
=2 =2

L F g

=2
5 T = =

A

=

v=
pl=r

2o,

MIL-STD-1553B & 4

B

=

AP0 X 2Ele] A7)

‘—O
[€]

wefab) pe.

(fault tree) 1‘/‘—1 7 ]”d—ﬁ-
o7 I 5 AR S
ol Qleixl Alefe] wpEcill olzigt EAlHE |4
sl7] 93k WIS R Petri Net®

GSPN(Generalized Stochastic Petri Nets) 7]%o]
AR A e 53] Aaiatlel = GSPN 7]
Wyl A28 A Q40 A A (repair) A]7FS- o]
S3lo] e AEAAL 0|23} Ethernetd] A=)
w2 gepen wasginh aeh} Ml 54
4 A AR Fole AR Add &
9)e-S wEElA] dgrornw UESF Awr) A

MAa a2
AW} A HrlEls EAle] olck
GSPN 7|#H-& o]gsle] =<3t

B =relAe=
ALAAL] Ao] vENZZ HLH 0|53 CANS]
RS Akl r]EdTet e, Al
kel Ao mE Ak
/\]QE 2o Hledsledr) WA
Sl sl ghlellA 2] 2 &
REdidals EJJI et Erbsdte] 1A

Z A% F 57 gl wAeR BRdb o
= 7]uke® GSPN RElS AAgh} o & Sof,
7IAZ AZBP|7HA] AR d2 7Sk, &

W BPsR dele] g fel BadelAz
ol h= Foixivkd, i £ Nxﬂ BLA 7R
(h+d)Z WAslo] AlFe Ao A8l o]oiA],
Petri Net 292 CTMC(Continuous Time Markov
Chain) ®E2 W3lsly o] wlelow Alg]w 3
S2 wzanh Ao wdel BEYS Hels]
QElA T B Erlsst pAke] pAMEs
(repair rate)S 2P 717 aesie] W7 sk
Al o3} CAN?| Al es WAsla o A3E 7]
za7 Aas} wstsel Ak

O
=

I. HESIZ &9 EXZ HISH GSPN 22!
2.1. E3t MEAA MoiZ2 9Tt CAN HA

Ao g ARAAS AP 72 0
MESIE et e aFARE UET 4 9l
ofob @tk zha F71Ml WA Aol HAs),
51’7”7“(determ1nlstlc) AEEA S AE(jitter), =
=3k 74?4 =2 7Y AF AgE 2 A
Q SRS 7, WA A
%UVE% olEA] A 5 2 wlell

DM?SP AFTI 71EA 7Fs o
ol
= L*l% U ES] S 2ol
Ao Pl ubd, 1980\ AT e AEA}

L o
rSLSL

sy
>
N

oft 1 2 ad

>,

N
2
)
off Ho r

Ae FHOE Y] BHE WEE A4S 9=
SR LA DR EC R E R



= E A1 83 3= 5] (J-KICS) °13-12 Vol.38C No.12

F}2o] =<2l BoschAlollA] HekA|el-goz st

CAN"! wizele}. o]F CAN WzE 2bgah 3 of
Ut fARE 7SS 2 A, g
M, Gl o) AolE 918 Zgl 24 53
QI olefah wiAel 2 dTe] Thakal Rt A
FAAL AleE sl 48 CAN H1*~ HE—‘%‘}E_
ek ob2e, il 8== ol 2 v

AepsiAlRl, AFAA: s sxdo] AFshe T
el AAsnz el 2%, AE, FE 59
x5 ZA oh2A] dvke A= A CAN H
28] A-go] 7Fsk offreltt. viRt AFAA= 3
3ol 2 3 H/Ur Aol A4 dEke vl
A= WA R FF CAN B9 o]F3E
3l AlF=EE WA D} L I Kk
E\_—‘}?_ 80%730131‘\:‘ 7P<j6}'°ﬂ O]T:Q:]' CAN'4

Ak o CANS X33 vlEH= 7vE A~
Jelld Ashs Ak ot el Al TR &
ek

o t i wEuhele] oA me il

Ao "HAshe el
o A Admit]e]) Ak Aoy Axt m

o

Kixil
o =4 nAx] oE: WE 9F Il HEA|
o

BAAY TS V=S Bl Age o
A s DA e GPASE o A
b, B4 vAA S5 BMI

A% 9l
A%9] 24 5 slRke sl WSk LA A
AoF m PAolw, olFst WEY L] A vl

54 A % Abssh w= wge) 3§ Cpy,

Wme] 5 54l WEzsh 44 Hale] gl 4
o) Ao Qs MAshe 497} vl
weh] B eielale 28] 16 ekl Ealandel
zel4 Al daia ek

2 =ielld] bz 0158 CAN vEH=E: &
g B4S 2= %F CAN st EAldlelr]=
Fog A83 Fxolug 7t Adela] ukA 7}
2

o

7359} Fdsitla 7 ¢ Q. & 2 AP
= %’ﬂ(A ) A<l ==2HC,
S A% 2HG), S
HH) SO T, 013—5} CAN94 7% o]

23t wAbEe] 7h A =gAom gl
zb Adelx] wHARE w21 wAke dld UEY=
o] Ao & o]ofzlt) & Fieol| Lol A EF
A g A ESl=e] e Aseis e
ke o] BolAE uES=Z Bel, BAlwze
BA BAlA e A7 A EE “Stuck-at” 52
e

Node 1 e

CAN
Interface Interface
Power
CAN_H | ((A $C E |
Termi- Bus ©™
Ijnation Power Cable G H
[(4

CAN_L B AD F

Gnd

T2 1. CAN Hz(dd Ad)e] EeiA wa
Fig. 1. Physical faults of CAN bus(single channel)

E 1. EF CAN W9 Bz w43 o ufE vEY
= oAk A
=

able 1. Physical bus faults and their effects on CAN

fault

position

fault mode fault effect

partition,
A, B cable open
packet loss

C, F cable short to | stuck-at-recessive
D, E power or gl-ound stuck-at-dominant
G cable short each | packet loss
H termination error | packet loss
W, 7 A FEFR AR Ao 4
*ri TR, o] gk 3473 8]lel| ofsl) Ay
g el
|

o
=

o] AA® P 7 L A2 Aok Sew Q)
al Al 714o] At 2l ARl St
o] Fsat Al gt welst Basie) oF 5
W, 2 gal Foll Aol Tl o] whRE 7
o, FolAl HEelAzt o

2 PRt (S HEA SR A Sl
AR Se] A5 (S 0 A
2ok ek B ot Som® TH HTFS
St gl BPEPs R Yeslw Pk



) A AFAAE A7 olTAE CAN H2e] Al 34

oph, gkl A @ Alte] o 218l A
& wEjsle] B =R 7 aAss f,9
Foreit- SAA e ARy A 2l ©
Zai)

2.3. AEXA HESSZ RHE
AELE

ARgell Alofo] w5 olFE vES =S Al¥
= BNl HEsl]ell ojedge] wkEch Wb, Petri
Net ALt Erjolofsl] 32 =A% =7
2 A s bl wlE B oher A
gk ol2A w7 Zie mdE Eelrl 53
Stochastic Petri Net(SPN)< CTMC2} 53 e
slo] FHEe] thekrh Alxde] Ae 2 AlEE £
Aol AbgE T Qe B =olxE SPNel|
AlFde] 71l F7hd GSPN= o]83te] AFAA
°]%3} CAN UEYZE nddsla Al=e g5

el

N

3.1 HEAA Mol HES=S T+
wrellA v AFAA Al vIE ==

=
AR FRE olFa= A 7k AAIZHA,
AR, 7R S Slsl 2™ 29} o] M~
EZRAE ZH= %5 CANS o533l ez +
Age) o olFAd Axgle] e T
s

.
==

43 Hel2 W3 AR8-3h= hot-standby,
S AEE Tlse TESle] WE ARSS
warm-standby, 2|3 sh}e] Adub ARgsiolr}
A o AR A%E= cold-standby 5 OE
THRECP, B =l xs Ade] el wAto]
HHsit et Ad AghE 913k A|de] HHAEA|
o

%3+ hot-standby 7|3 #-g-3hc}

-
4

Dual CAN Network
® ® ® ®

Ch AICh 8| [ch AICh B ch AICh B

Node1 Node2 Node n

3] 2. o153} CAN 7|Hke] bt AFAA ==
Fig. 2. Dual CAN network for submarine combat system

dEgze] AREE 4TA BAE 918w

Alolell fE3 AZ7F EAle oJvlgkcl F Ad
o] W BEZEXE A AFAA v ES =4
AAEAel BAE flaidE Ha & e FEKH
a3k AR AdS Few s, FA3 Ado)
A e 7 vEH =T thi(down)E A
2 7l obA A|AgE CAN9| Eejz] vAES
E5Ael B3ES /HEER dEeR 52 FA
s = qlck oleidk SAS Aged o] =

ZellA MESZ t}2o] vhlgS o 4 gk
(f or 20 f ona) 0 (f o 50T fon ) (1

forras Foxa forrp Tovpe TAHZE A
A9 W E7Evbs a4, A A9l W B}
& 24, A Be| W HEIVbs A, 18a
Ad B W Erls wAS zHt ovgic) B
wrollA= Ade] EEjAel 2Ae] sdsitla 7}
Astar, W ET7EVs A fomma fom s
IAEE Ao S B AL fovas
fon 2l IEZ Aoy F718ch 3 5571
5 A B -E(repair rate) p g Al(2)°F 70|
s A B AIZE bt 7IAE S
7HA] ZAAAZE de] R F3gh

1
Horr= 7 hopptd) (2)

) Bk vl BTE e At 4
Al S o] BEFATE by s olLale]
chewt zo] vjEhile, o714 d=005 Feixle).

1
Hon= m 3

2.3.2. GSPN =22

Petri Net> 902 %=+ AA(place)e} =
2 F3¥+=  AHol(transition)E  TAEE  olE
(bipartite) L Zolt} 7 AAE BES 7P 4
QL EZE] AHoldl &3l e AALE o]gith
GSPNollA AHol= FAZo]e} Al7bdo| = F-ix]w,
SAA o= Ao v} A fAdgie okA A4
3 CANS| E2)2 w4 Al aesie] =HAds o]
%3} CAN 7]8F AFAA WEH =] GSPN =dl
< 18 3¢ yehlgich

1173



Inhibitor arc

T2l 3. 0|53} CAN YE$ =2 GSPN =4
Fig. 3. GSPN model of dual CAN network

A P R A7 A Ash A B A
o $h AEIE vehiich SR Bk el 3
e A7) 19} 7 Edsa 2 Adel @
0 Bl wAE pe AR Edsslt 2
az w SRS 249l e 17&7301 £}

Hﬁ
B
r
_c%
L
g
ul
__(‘3
i
%

27181 Al (1) SAAC] ty, tyy, tyys ty 22 Y
ehfiglon, o]Z I3t vEf=S] o2 AAa P
o7 Y 5 3}4 ﬁfai wefo] go iﬁﬂﬂ

£ Al e, ol
AT A o Aok FALE SIeI, 2 A
]

S|
_1,3__‘[:‘ ulxﬂﬂ & ou—_uﬂ o]—g_

3’_7__]—
Hollds A P, Bel 2719 E2% Zeth o

3.1, M2 B TES Sig 2 W

1174

7 Aol B 5 v m(P) 2 EF
g 5 gtk ©47]4] P+ Petri Net ®2dlo| A4E
olulghc). Zbzke] Aol gk v AE= v A
% M M=) (), (B2
¥l o]u] nd Petri Net 2] #4o] & 5
2w gt JJVLEH-4 v A gelA] Aol uie}
st BE v AES 233 o] =4
Ez](Reachability Tree)o|tl. =i Ez|E o83}
W SPN-2 CTMC EHl2 H3lo] H}E o]Fo] A

% glov], GSPN ®He] Aot ZAAel2 <
3 WS Bsl 1S AT AT CTMC ®

Q2 wgle] sheir) o mEE ARAA W=
9z mde] vk Egjel 7F uprld figk ARES
ool JJ_ZQ}- #3302 yepldet v wE M=
mdolx] 7} Are] 27| B $E vehid, 7+
ArSe SAUE A4 PP, .., 2o B2
= ol

I 2. ]_6.§]_ CAN LﬂE ]EL chlo] 1:1:1—/(-] EE]
Table 2. Reachability tree of dual CAN network

n:larking of | transition of marking of arrival
eparture fired
M, by by s by My, My, My, M,
M, bty sty | My, My, My, My
M, totyptst, | My, My, My, My
My tyty toty | My My, My, My,
M, bty Us U My, My, M, M
M; bty by tsi g My, My, My, M,
My ti My
M; ty My
My tio My
M, ti My
M, by tylg ts | My, My, My, M,
My, it Mg, My,
M, tg> i Mg, My
My, ty by Mg, Mg
11115 tl(]’ tl? AJIQ’ ‘/1118

9] =Ry Eeli 240} E@Eo] oo
2 s wepbd #&AbE =i Eg](extended
reachability tree)o|cl'. 2AbEl wbd Egele=
SAAo| 2 9lgt 7% »F)(vanishing marking)<
ERIE SAA S AR s sl =Y
43 EZ|® Wgte] 7lgslal o= CTMCSF 53



=/

A3 AEAAE 93 o]F A CAN B 29| A E 24

ol A ' g7 4= ") AAE
el o3 +A4%1 vEE A|AS] CTMC 29
& =AEE Aol

¥ 3. =24 EY u] AHH
b

Table 3. Information on marking AZ; from reachability
tree
marking M,

M,=12,2,0,0,0,0,0] |, =11,2,1,0,0,0,0]
M,=11,2,0,1,0,0,0] |M;=12,1,0,0,1,0,0]
M,=12,2,0,0,0,1,0] |M;=10,2,1,1,0,0,0]
My =1[1,1,1,0,1,0,0] |M,=][1,1,1,0,0,1,0]
My =11,1,0,1,1,0,0] |M;=11,1,0,1,0,1,0]
M,, =12,0,0,0,1,1,0] |M,;, =10,1,1,1,1,0,0]
M,,=10,1,1,1,0,1,0] |M,;=1,1,0,0,0,0,1]
M,,=11,0,1,0,1,1,0] |M;;=11,0,0,1,1,1,0]
M;=10,1,1,0,0,0,1] |M,;;=1[0,1,0,1,0,0,1]
My =11,0,0,0,1,0,1] |M,y=11,0,0,0,0,1,1]

Al Mye B2l zEE ovgkck

=

Mg, Mg, Myz, Myg, Mygi= GSPN 2R19] 44 Pof
Edo] E9Eh ARE vehick A M4E @
Aol IPH BFEAE AT ) Bk
o] Ao AR Az, W) Aol B}
A e BoPs wge] AR Hw A
My, 2 Rolgke), olu) 2711 ZAHe]7}h
3} wo], BAe] BT FAH S ofd
Aol FAlol BAFHE ZAH0] 5o

5o e 1o|th H =FoxE 7 Apde EA
< Tl AAsteg ko] FAxle] #Ads)
35S 052 7P}

2| 4. o]53} CAN YE$ =Y CTMC =4
Fig. 4. CTMC model for dual CAN network

3.2 AET B =5
°]F3 CAN 7|3k AFAA vEH=9] A==
e o AR 2dY 5 glek

R(t) = P(systemis operational < [0,t]) (4)

o
=
A~
&

el 4] CTMC =ES Alsind
Mg, Mg, Mg, M, A A|2El AHA|AFE7)

Ae o 4 ok
:{%3’]%67 ‘/‘4177 ]w-l& Mg} E 7619/]%‘%— fr— 9\1]’;].
CTMC wele] Zh7te] ApelarEe Saideluz, A
2~d AXAEL] A3 dol| 3 e Alele] F2E
o goz vhehd 4 olek

-
E=3t

Al AREE Alg

Sl

F(t) == ZPQ(U(t) (6)
A5 A6yl o3 A= I R(t)2 ohs

Mow FolAle),

R(t) =1= 3] Py (1) 7

Alzdle] A% e AAEE 104 AlH]
o] wjAlE] FEe] AR & 4 9la, AlaEe] H]
A= FE2 A" ARk FEe] o e
ek

Alz=®l Ax|AFee] gE = CTMC FEde
S Fasle] ik cTMCel| 3" 7 Ade
of thet e F4447] A9 Qo HxEE
o] wiEupalo g gt 5 Alele] HgES)

% Py (1) vhet ek
d Py (t)

= P (DQ ®
Ly (0) =m, ©)

3 Aeld @ o m, = Asdole, Thee] FHe.

1175



ot
H
of
>,
£t
jo_«
Hn
>
=
o
\Z
o
(.»J
o
s
%)
x
a
g
=
[\

o i ks B AR wEe
A2 EHoc)
o hi Birbe ¢ U BErls wgel of

=
(o)
& et BTES A AogwAoms o

T adias
71 7Hem sl SaA7] A" Q9 79
e olelis} o] FolAlrt.
Ty = [1,0,0,0,0,0,0,0,0,0,0,0]

a; Aow Aorr Ao Aorr 0 0 0 0 0 0 0
Hon a2 0 0 0 )lgpp 2y 0 0 0 0 0
Horr 0 az 0 0 /-ig/v 2r 0 0 0 0 0
o 0 0 a O O 2w 0 0O O O
HoFF 0 0 0 as 0 2r ﬂg/v 0 0 0 0

| O woprpton 0 0 a O O Y Y 0O O
=0 0 0 0 0 0 a0 0 0 0 0

0 0 0 Horr Hon 0 0 ag 0 0 Yy r

0O 0 0 0 0 0 0 O a O O O

0O 0 0 0 0 O 0O O 0 apw O O

o 0 0 0 0 O O O 0 0 a O

o 0 0 0 0O O o O O 0 0 az

AR e APISE e Sla gl
Hele, F2447) Wl a3l F7h =9l

oh 2k A (1009} 4] (1)o@ Ao

1
Y= 5()‘0N+)\0FF> 10)
@ 2—2% (11)

B E=Roe AHYE IHusES Falr)
whew EARE ohHg Ay vEAAS

B, A S e sl

m{mjz
Orl
0l

V. HESH3 A2z 29| 0|25 24

# mrellis e AR W Sk
A m% 7‘% 1;?7],4 JJLo] Ao WAE

ﬂﬂlﬁ Eiee ‘(7) 014%11 Lﬂ Ji

o] yAbo]| W= A AHQ] Al EE Ab

E =rollA] Aokt vEY= AFe

2dE A3 $l8l, 7128 AlEE 2] 4l

FE 24 AE vlagich 718 Alge 2
[e]

fopre ARl 71X Hg A A7k 022 7Y
31 ot e ghew AAsigich Ak why
I 7)1E ubge] vlaE S W EEvls A
O BFE N 09141 Z7HA1719 EA sk

Ageol el A Aoy poy B

S

HWo 4] 2}gw FeprelE skl e A
AR RN Aoppowtope AT 1.0e-4,

1.0e-2, 1.0e-22.% AA3IIch 28] 55 ¥ A
gkl 09 ), 71Ee] AlzE wels) Aleke Al

wele] Al dAFE B 4 ek EE Ay
s BTRsls Tl o] 1l wel 7
w2 AFE wdle] A3 wr} wixel AnE o
ehlgle) mebd ARk AlEE wele sjEe] Al

~—1
o -
e wds ¥3shs R Al L

AN H

—_—

il

_1
il

_4

k

i

1x
|
it

s
O

= &
0.9 —e—previous model J
+..proposed model
0.8 failure rate(OFF) = O .
.. proposed model
0.7 failure rate(OFF) = 1.0e-6 | -
proposed model
2060 failure rate(OFF) = 1.0e-5 | -
% _,_broposed model
® 0.5¢ failure rate(OFF) = 1.0e-4 | -
©
o 0.4 i
0.3F |
0.2 |
0.1F |
OO ] 1?5 2 ’ 25 3
Time(Hour) x10°

38 b aAE 7l mhE AlF= ulal
Fig. 5. Reliability according to failure rate

el 5 A el A7de] e
3 ke 24 A7

A2
Zoll dig

95 93, AonsA o hon®
el P L= ) o Vsﬂr UOFF”O‘
Al3)eR ==, o] wW 4 aA F

2=
§
S
hxj\1
2
r

TR howhom] s 71:1"3}1 s
2] - A% ZAAZE dis FH A 1A FH

Agsisleh olal AAE AowAommion®
ke 7kt 1.0e-4, 1.0e-4, 1.0e-1 o]t} 23 69llA],
g3 & A3 FHAA|Fre] HolAeE AlR|=
ol A3 wizA] 71A4ghe slst 4= g} ule}



AFAAE 903 o159 CAN M=) g% 24

A AR F17ke] 7 AR Be] PARA s
B Al ke 2 Talg Al wel =
& FEo vESA A Er) 27Ee 4 5 9ok
0.911 8
0.8 B
. —=—time of return(d) = 1day
07 = time of return(d) = Sdays J
time of return(d) = 10days
208, ——time of return(d) = 15days| |
E
o
©
o

1 ) _

15
Time(Hour)

32 6. 71A] 571 AAARE STl whE AlE=
Fig. 6. Reliability according to time-of-return

V.

[N

=
—

e R e £ B e R B Ed o= ko
o] o]F3} CAN 7]uF AFAA Ao vUESL=ZS] 4l
| A3 4 gle GSPN 2ElS Algksleich
wdlox=, o]F3t CANCA WY 7hssk
Flellx] A 8] 7hsd 33t 7)Aol
el At 23t = X
slele] ARSI EE-5 vk
A ] 7bsdt ZeE 7sk
B =] AlRE wdls u|wek Az

Tl vlEH=

—=

2
2 K
o

f
o,
3

)
,
o o
o4

o
o

J
Lo

oh
2 7

w2 %

[o]
= o
. RE yAS

L

2~ 0]
A

o 1
o s
48 3

References

[1 H. T. Dorissen and K. Durkopp,

(2]

(3]

(4]

(5]

[6]

(7]

(8]

(9]

[10]

[11]

[12]

“Mechatronics and drive-by-wire systems:
advanced non-contacting position sensors,”
Control Engineering Practice, vol.11, no.2,
pp-191-197, Feb. 2003.

S. M. Kim, P. H. Anh, J. M. Lee, “Fault
Tolerant Ethernet Techniques of High-tech
Weapon Systems,” Information and
Communications Magezine, vol. 26, no. 3, pp.

69-75, Feb. 2009.

T. Hiaroka, S. FEto, O. Nishihara, H.
Kumamoto, “Fault tolerant design for
x-by-wire vehicle,” SICE 2004 Annual

Conference, pp.1940-1945, Aug. 2004.

H. S. Kim, “Study on the reliability analysis
for fault-tolerant dual ethernet,” Journal of the
KIMST, vol.10, no.2, pp.107-114, Jun. 2007.
ISO 11898, Road vehicles -interchange of
digital information - Controller Area
Network(CAN) for high-speed communication,
International Standards Organisation(1SO),
Nov, 1993.

J. Rufino, Technical Report CSTC Technical
Report RT-98-02, Instituto Superior Tecnico
NavIST Group, 1998.

Sheldon B. Akers, “Binary decision diagram,”
IEEE Trans. Computers, vol.100,
pp-509-516, Jun. 1978.

S. Rai, K.
methods for reliability evaluation of a general
networks,” IEEE Trans. Reliability, vol.27,
no.3, pp.206-211, Aug. 1978.

J. A. Abraham, “An improved algorithm for
network reliability,” IEEE Trans. Reliability,
vol.28, no.1, pp58-61, Apr. 1979.

S. Hariri, C. S. Raghavendra, “SYREL : A
symbolic reliability algorithm based on path
and cutset methods,” IEEE Trans. Reliability,
vol.35, no.10, pp.1224-1232, Oct. 1987.
Malhotra, M. and Ciardo, G. and Trivedi, K.
S., “Dependability modeling using Petri-nets,”
IEEE Trans. Reliability, vol.44,
pp.428-440, Sep. 1995.

A. Ajmone-Marsan, G. Balbo, “A class of
the

multiprocessor

no.6,

K. Aggarwal, “An efficient

no.3,

generalized stochastic Petri nets for

performance evaluation

177



= E A1 83 3= 5] (J-KICS) °13-12 Vol.38C No.12

systems,” ACM Trans. Comp. Systems, vol.2,
no.2, pp.93-122, May. 1984.

[13] H.A.Thompson, et al., “A CAN based safety
critical distributed aeroengine control systems
architecture demonstrator,”
and Microsystems, vol.23, pp.345-355, Nov.
1999.

[14] M.A.Parker, Li Ran, S.J.Finney, “Distributed
Control of a  Fault-Tolerant Modular
Multilevel Inverter for Direct-Drive Wind

IEEE Trans.
Industrial Electronics, vol.60, no.2,
pp.509-522, Feb. 2013.

[15] J. Blandin, P.Leon “Network architectures for
underwater systems: two applications of the
CAN bus,” Proc. OCEANS’98, pp.503-507,
Oct. 1998.

[16] G. Ciardo, Analysis of large stochastic Petri
net models, PhD thesis, Duke University,
1989.

[17] G. Chiola, GreatSPN users’ manual technical
report, Dipartimento di Informatica, Universita
degli studi di torino, 1987.

[18] M. A. Marsan, G. Balbo, G. Ciardo, and G.
Conte, Modelling techniques and tools for

Microprocessors

Turbine Grid Interfacing,”

performance  analysis, Elsevier  Science
Publishers, pp.155-170, 1985.
[19] IL.Koren, C.M.Krishna, Fault-Tolerant Systems,

Elsevier Science Publishers, 2007.

& £ & (Moogeun Song)

2008'd 24 ZEehstal At
713 24

20109 2% 7 Fﬂfih—ﬂ_ A=A
AR A

201041 393~6:]xﬂ 7B et
‘) ZAA|sk . whkalabA]
/ <IAlHol 1A <ut]=

/\Eﬂ FHrp|~ H]E%i Al e A

J

1178

a2 E (Bunro Kim)
3 199211 ~3l#] H}z}sl ol
a2 FAAFAA gt A

374l
<‘?l’}{115'_‘°]=> Pt E.g]]o{ b=t

A A 2 AEA

0|l & ¢ (Dongik Lee)

19871 84 7k
3t &4

19901 24 ZHush
F3ta} AAL

19901 3€~1997 8 =}
et P Al

1997 99 ~2002d 49 =
A =fstal AgA|o| A 2 glg-sta) what

2002 14~2005 39 °d=F DRTS Ltd 3~54%
2 CTO

2005~ AEN el A}k o

<Al Eeok> EJJEHZ% Ale], A|2~H] °Pﬂ, AR

A8 vEN =, 38 A7), A AFsA

El

S

A%

Rl





<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


