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The Authentication and Key Management Method based on PUF
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Jonghoon Lee’, Jungsoo Park Seung Wook Jung**, Souhwan Jungo

o oF
=il =

#Z USBw= &¥3lE s A3 37ke of-gef3te]o] &4)3te]= vbH, USBE &3l %—ﬂf& dlolelEo] fEu=
Atarz olojz|ar glek o]e} ZRe- AlZRgE Al tixsly] Sl BkdAl= dlo E
A, do]E]e] °‘«] A viz], 4 4] d AH, Hel USB ¥ Al~E & S
USB Al¥E&55 S48t l‘ﬂr AR EE]AQl FeA] v we, HaY= SH?J 2 v Ry zs 53k vdd
3 85 a8a Aeels 93] 7 S tRiRE 34 7Ee] SAEkaL sick webx] Xk USBel| ¥EE ®Helb 7|
e WS SEES Li'%a}‘# webw]ojol 3 Aolck HQl USBEA] 7|4 ow zZhgolof & @ 4= 7sta
Agk % 2 dole hgss} 7leolck 712 Bt USBelM= A~ E=s 53 ARAL )15 7S #83la
glom oo th3h FHePdEo] ALaiA 54l 9l7] wjitel ©] <kxIgh Cﬂ% 7o) Basjct w3k deoly &
35 fleiMe eRE 3S &8st AT 7] I EAE a3 E ARerh a#ER B =ieis
8t 9lZ5- 9|84l PUF (Physical Unclonable Function)E 7|HFS2 Rl USBe} qlZAiw] Zlol| AFzelE 7|¥s
] 7S Aljkgiel =3k Bl USB= USB Wol| AAw= dlofe]e] lepdrel qlsAdw gk =15 <l
Aol Ao w=a AAAQ] el E AlFRich

o
N, =2
)

o _m_

12,

d

&

oy

N

o

N

2

©

01}1

NE

Key Words : USB, Authentication, PUF, Encryption, Secret Key
ABSTRACT

Recently, a storage media is becoming smaller and storage capacity is also becoming larger than before.
However, important data was leaked through a small storage media. To solve these serious problem, many
security companies manufacture secure USBs with secure function, such as data encryption, user authentication,
not copying data, and management system for secure USB, etc. But various attacks, such as extracting flash
memory from USBs, password hacking or memory dump, and bypassing fingerprint authentication, have appeared.
Therefore, security techniques related to secure USBs have to concern many threats for them. The basic
components for a secure USB are secure authentication and data encryption techniques. Though existing secure
USBs applied password based user authentication, it is necessary to develop more secure authentication because

many threats have appeared. And encryption chipsets are used for data encryption however we also concern key

PPt u];q.]zl-z—r]:s o B EAAIAE ] et rroﬂ;uﬂeq Z|2x153¢] Azt Se=|glsich (NIPA-2013-H0301-13-1003)
* First Author : % 1q1§}ﬂ AAfeta Exlnb Rl 374 ttaz@ssu.ac.kr, A3
° Corresponding Author : A&kl A B FZAAA-F3, souhwanj @ssu.ac.kr, A3]<]
* Aty At BAl e Al ddukki86@ssu.ackr, SHY3Y
wx Al A B BRI, seungwookj @ssu.ac.kr
TS I KICS2013-09-418, AU} 120131 99 249, AAldxl 12013\ 1149 194, HE+=45UAF 120134 114 28Y

CR=EA

944



=</ PUF 7|4ke] ®qt USB Q15 ¥ 7] 3= 714

managements. Therefore, this paper suggests mutual device authentication based on PUF (Physical Unclonable

Function) between USBs and the authentication server and key management without storing the secret key.

Moreover, secure USB is systematically managed with metadata and authentication information stored in

authentication server.
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Table 3. Analysis on authentication schemes
Content Hardware scheme | Image drive scheme | Reserved area scheme | Proposed scheme
Authentication Biometrics Password Password PUF & password
Sniffing attack secure normal normal secure
Replay attack secure normal normal secure
Spoofing attack secure secure secure secure
Physical attack normal normal normal secure
Message block attack secure secure secure secure
Brute force attack secure secure secure secure
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Table 4. Analysis on data encryption schemes and key management schemes

Contents Hardware scheme OTFE Selective file encryption proposed scheme
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