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A Study on Cloud Computing for Detecting Cyber Attacks
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Abstract

In modern networks, data rate is getting faster and transferred data is extremely increased. At this point,
the malicious codes are evolving to various types very fast, and the frequency of occurring new malicious
code is very short. So, it is hard to collect/analyze data using general networks with the techniques like
traditional intrusion detection or anormaly detection. In this paper, we collect and analyze the data more
effectively with cloud environment than general simple networks. Also we analyze the malicious code which
is similar to real network’s malware, using botnet server/client includes DNS Spoofing attack.

Key words : Packed technique, Malicious code, Zombie client, Automatic analysis, Anti-malware
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Fig. 1. Security threats of four major mobile domains
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Fig. 5. System architecture of attack detection model
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CPU : AMD Phenom II x6 1055T
Memory : DDR3 4GB
HDD : S-ATA2 : 500GB
O DNS Server
Model : LG-Z10KG
CPU : Intel E4600
Memory : DDR2 2GB
HDD : S-ATA2 320GB
O Switch
Cisco Catalyst 2950 (WS-C2950G-48-EI)
O Clients
- Model : Samsung-DMR150
CPU : Intel E8400
Memory : DDR2 2GB
HDD : S-ATA2 130GB
- Model : LG-Z10KG
CPU : Intel E4600
Memory : DDR2 2GB
HDD : S-ATA2 320GB
- Model : Samsung-BP50
CPU : P4-Dual Core 3.2 Ghz
Memory : DDR2 1GB
HDD : S-ATA 130GB
- Model : Samsung-BP55
CPU : Pentium D Dual Core 3.4Ghz
Memory : 512M
HDD : S-ATA 130GB
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Fig. 6. Network configuration of test environment
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Table 1. Network address configuration of test

environment
Time 1stDN | 2ndDN
Svr S S
192.16 | 192.16 | 192.16 | 192.16
8.1.1 8.1.2 8.1.3 8.1.4
Client Client Client Client
192.16 | 192.16 | 192.16 | 192.16
8.1.13 8.1.14 8.1.15 8.1.16
Client Client Client Client Client Client
192.16 | 192.16 | 192.16 | 192.16 | 192.16 | 192.16
8.1.21 | 81.22 | 81.23 | 81.24 | 81.25 | 8.1.26
Client Client Client Client Client
192.16 | 192.16 | 192.16 | 192.16 | 192.16
8.1.31 | 81.32 | 8.1.33 | 81.34 | 8.1.35
Client Client Client Client Client Client
192,16 | 192.16 | 192.16 | 192.16 | 192.16 | 192.16
8.1.41 8.1.42 8.1.43 8.1.44 8.1.45 8.1.46
Client Client Client Client
192.16 | 192.16 | 192.16 | 192.16
8.1.51 8.1.52 8.1.53 8.1.54
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Table 2. Packet count and packet collection times of

each nodes

Packet First Last
count packet packet
Viirror 387,619,31 | 2011-07- 201_10_108
6 29 11:00:03 | 11,0011
1st DNS 2011-08
(000.000.2 | 2,421,275 229011%,5%7,44 -01
17.192) e 11:15:34
2nd
DNS(000.0 | ) g0y | 2011-07- 201_10108
00.21)7.193 29 11:00:22 | 111646
Bot server 2011-08
(000.000.2 | 3,685,171 22901111.0017.39 -01
17.204) o 06:39:11
Client21 2011-08
(000.000.2 | 3,351,240 22901111.0017.36 -01
17.198) e 06:07:57
Client22 2011-08
(000.000.2 | 28,873,821 22901111.0017.38 -01
17.199) e 11:02:18
Client24 2011-08
(000.000.2 | 19,444,043 22901111.0017.38 -01
17.204) o 11:00:59
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