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Abstract 
 

In this paper, we propose an effective fragile image watermarking scheme for tampering 

detection and content recovery. Cover image is divided into a series of non-overlapping blocks 

and a block mapping relationship is constructed by the secret key. Several DCT coefficients 

with direct current and lower frequencies of the MSBs for each block are used to generate the 

reference bits, and different coefficients are assigned with different bit numbers for 

representation according to their importance. To enhance recovery performance, 

authentication bits are generated by the MSBs and the reference bits, respectively. After LSB 

substitution hiding, the embedded watermark bits in each block consist of the information of 

itself and its mapping blocks. On the receiver side, all blocks with tampered MSBs can be 

detected and recovered using the valid extracted reference bits. Experimental results 

demonstrate the effectiveness of the proposed scheme. 
 

 
Keywords: Fragile watermarking, image authentication, tampering detection, content 
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1. Introduction 

Digital communication and signal processing technologies have been developed rapidly in 

recent years. As a result, various operations, such as editing, copying, and distribution of 

digital contents, have become more and more convenient. But, if the digital contents are 

distributed illegally or modified without authorization, copyright infringements and harmful 

social effects might occur. Therefore, how to protect digital contents with the capabilities of 

ownership identification and integrity authentication has aroused the significant research 

interest among the academia [1-7].  

Many techniques can be utilized to realize the identification of the trustworthiness and the 

integrity for digital content. Multimedia hashing technique can produce a fixed-length string 

that is a compact representation of the principle features of the multimedia data [8-10]. 

Multimedia data that are perceptually similar have similar hash strings, whereas perceptually 

different data have very distinct hash strings. Thus, multimedia hashing can be applied in 

authentication. However, the hash string must be appended with the original multimedia data 

and transmitted to the receiver side together. Digital forensic technique can be utilized to 

decide whether received multimedia data have undergone certain malicious operations 

without having any knowledge about the original data [11-13]. Intrinsic traces and 

inconsistencies, such as the color filter array (CFA) of image capturing devices and lighting 

directions, are analyzed to produce the authenticity judgment. However, such forensic 

schemes have relatively low accuracy and involve considerable computational complexity. 

Fragile watermarking technique can realize multimedia authentication through embedding the 

auxiliary information imperceptibly, i.e., watermark, into the multimedia cover data [14-27]. 

The integrity of the received data can be judged easily using the extracted watermark and the 

re-calculated watermark. If the embedded watermark is generated from the multimedia cover 

data, such schemes are called self-embedding fragile watermarking schemes. In this work, we 

mainly focus on the fragile watermarking for digital images. 

The purpose of earlier research on the fragile image watermarking was to realize the 

localization of tampered image regions [14-18]. There are two categories of fragile 

watermarking, i.e., block-wise schemes and pixel-wise schemes, which differ in their accuracy 

of locating the tampered regions. Block-wise schemes often divide the cover image into 

non-overlapping blocks and embed the watermark into each block [14-16], and the embedded 

watermark can be a hash of the principal content of each cover image block. If the 

watermarked image is tampered by an attacker, the extracted watermark and the image content 

corresponding to the tampered blocks are mismatched so that the localization of the tampered 

blocks can be achieved. Pixel-wise schemes often generate the watermarked image by 

embedding the watermark information derived from the cover image pixels [17-18]. Zhang 

and Wang proposed a pixel-wise fragile watermarking based on a statistical mechanism [18]. 

In this method, a set of tailor-made authentication data for each cover pixel and some 

additional test data were hidden into the cover image. On the authentication side, two different 

distributions of tampered and original pixels can be utilized to locate the tampered pixels. 

Although the pixel-wise scheme has more precise localization capability than the block-wise 

scheme, it allows only a relatively smaller tampered area.  

Recent research works on fragile image watermarking methods have focused on content 

recovery in addition to the tampering localization [19-28]. These reported methods often 

embed the compressed code of image content into the cover image. Once the watermarked 
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image is tampered, the extracted watermark can be decoded for content recovery.  

Fridrich et al. encoded the DCT coefficients of each cover image block into 64 or 128 bits 

and used them to replace the least significant bits (LSB) of another block [19]. After the 

tampering identification, the quantized DCT coefficients were extracted from the intact 

regions and decoded to recover the content of the tampered areas. Zhang et al. integrated the 

block-wise scheme and the pixel-wise scheme by using a hierarchical mechanism [20]. After 

identifying the tampered blocks, the watermark bits embedded in the intact blocks were 

exploited to locate the tampered pixels. In [21], by using a reversible data hiding method, 

reference-bits and check-bits were hidden into the cover image as the watermark. When the 

tampered region is not too large, this scheme can recover the cover image with no errors, but 

the visual quality of the watermarked image is unsatisfactory. A fragile watermarking scheme 

with the capability of content restoration based on an adaptive bit allocation mechanism was 

proposed in [22]. In this scheme, the restoration-bits for tampering recovery were generated 

according to the priority of each block by using the nonsubsampled contourlet transform 

(NSCT) coefficients. Due to the low embedding capacity, the visual quality of the 

watermarked image is high. Two self-embedding schemes based on a reference sharing 

mechanism were proposed in [24]. In these two schemes, the watermark to be embedded was a 

reference calculated using the original principle contents from the different regions and shared 

by these regions, which can achieve good recovery performance for higher tampering rate. 

However, the reference sharing based watermark generation and extraction processes of these 

two schemes were relatively complex and time-consuming. Qian et al. proposed an image 

self-embedding scheme, in which the cover image was compressed into a number of bits by 

multi-level encoding [25] and each block was encoded into 64 bits on average. On the receiver 

side, after de-quantization, inverse DCT, and rounding operation, the reference-bits were 

decompressed, and the tampered blocks can be recovered. Instead of embedding gray-level 

information or frequency coefficients, Yang et al. created an index table of cover image via 

vector quantization (VQ) and used a secret key to determine where to embed the VQ indices of 

all the blocks securely [26]. After tampering detection, the VQ index table can be 

reconstructed and the tampered areas can be recovered by VQ codewords. However, if all 

embedded copies of the VQ index of the block were destroyed, the quality of the recovered 

image by this method was not high enough. In order to decrease the amount of embedding data 

while maintaining good recovery quality, the scheme in [27] generated reference bits by 

encoding different types of blocks into different number of bits and by integrating the 

inpainting technique. But, if the flag bits used to indicate the block type were damaged, the 

recovery procedure can not be conducted. 

In this work, we propose a fragile watermarking scheme for image authentication, which 

can detect tampered regions correctly and recover image contents with high-quality. In order 

to produce the reference bits of each block, several direct-current and low-frequency DCT 

coefficients of the most significant bits (MSBs) are represented using different numbers of 

binary bits and are embedded into other different blocks according to the constructed mapping 

relationship. In the proposed scheme, the authentication bits of each block for tampering 

detection are generated by its MSBs and its reference bits, respectively, which can be utilized 

to differentiate the tampering manipulations on the MSBs and LSBs effectively and can make 

full use of the valid reference bits for content recovery.  

The rest of the paper is organized as follows. Section 2 describes the watermark embedding 

procedure of the proposed scheme. Section 3 presents the procedures of tampering detection 

and content recovery. Experimental results and analysis are given in Section 4, and Section 5 

concludes the paper. 
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2. Watermark Embedding Procedure 

In the proposed scheme, the  LSB planes of each cover image block are used to carry the 

watermark bits. The embedded bits in each block are generated from the block itself and the 

other k different blocks, which can be utilized for tampering localization and image recovery 

on the receiver side. In other words, the watermark bits include the authentication bits for 

tampering judgment and the reference bits for block content recovery, and the authentication 

bits can be considered as the guide for the reference bits in block recovery. The flowchart of 

the watermark embedding procedure for each cover image block is illustrated in Fig. 1. In the 

following, we describe the watermark generation and embedding detailedly. 

 

 

 
Fig. 1. Flowchart of watermark embedding procedure 

2.1 Block Mapping 

As mentioned above, the  LSBs of each block are embedded with the bits generated from 

itself and the other k blocks. Thus, we first construct the block mapping relationship for each 

block and its k corresponding blocks. Suppose that the cover image I is divided into 

non-overlapped s  s blocks B1, B2, …, Bn, where n is the number of all divided blocks. The k 

kinds of random arrangements, i.e., P
(i)

 = {p1
(i)

, p2
(i)

, …, pn
(i)

} for {1, 2,…, n} are produced 

using secret keys (i = 1, 2,…, k). Note that each P
(i)

 is a permuted version for {1, 2,…, n}, and 

the k + 1 numbers, i.e., j, pj
(1)

, pj
(2)

, …, pj
(k)

, should be different with each other (j = 1, 2,…, n). 

Therefore, for each cover block Bj, its corresponding mapping blocks can be easily exploited, 

see Eq. (1).  
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2.2 Watermark-Bits Generation 

To guarantee the effective tampering recovery on the receiver side, reference bits that 

represent the principle content of each cover block should be produced and embedded. These 

reference bits can also be seen as the compressed code of the cover block [28]. 

For a given block Bj (j = 1, 2,…, n), we first divide all s  s pixel values in Bj by 2

 to shorten 

the range of gray levels from [0, 255] to [0, 2
8  

  1], see Eq. (2). 
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where  is the function to obtain the nearest integer in the direction of negative infinity, Bj(x, 

y) denotes the original pixel value in Bj at the coordinate (x, y), x, y  {1, 2,…, s}, and B
’
j(x, y) 

denotes the pixel value after processing. Then, DCT is conducted for each processed block B
’
j. 

Denote the DCT coefficient matrix for B
’
j as Cj. As we know, for a block or an image, the 

direct-current and low-frequency coefficients in the upper left corner of its DCT coefficient 

matrix represent the main content and structural information. Thus, in order to generate the 

compressed representation of B
’
j, i.e., the reference bits for Bj, only Q DCT coefficients in the 

upper left corner of Cj are chosen (0 < Q < s
2
). Denote the Q chosen coefficients in zigzag 

scanning order as c1, c2, …, cQ. c1 is the direct current coefficient that is always non-negative. 

Different numbers of binary bits are assigned to represent these Q coefficients due to their 

different importance. Denote the assigned bits for the representation of c1, c2, …, cQ as r1, r2, 

…, rQ. Note that ri is always not smaller than rj (1  i < j  Q). According to Eqs. (3)-(4), we 

can regularize the value of ci (i = 1, 2,…, Q) into the integer c
’
i within the range [0, 2

ri  1]. 

Then, each c
’
i can be easily transformed into ri binary bits.  
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Therefore, the total number of reference bits for each Bj is:  
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Besides the reference bits for content recovery, the authentication bits for tampering 

judgment and localization should also be generated for each block Bj. Since the  LSB planes 

of each block are used for watermark embedding, only the image contents in the 8   MSB 

planes require to be protected, and the block needs to be recovered only when its 8   MSB 

planes are tampered. On the other hand, the reference bits for each block should also be 

authenticated because reference bits can be used for tampering recovery only if they are intact. 

Therefore, for each block Bj, two groups of authentication bits should be generated based on 
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its 8   MSB planes and its reference bits, respectively.  

The 8   MSB planes of each block sized s  s contain (8  )s
2
 bits. Two one-way hash 

functions, i.e., H1 and H2, with the security in the sense of cryptography are adopted. 

Detailedly, the function H1 is utilized to generate the authentication bits with the length of L1 

for the (8  )s
2
 bits in 8   MSB of Bj, and the function H2 is utilized to generate the 

authentication bits with the length of L2 for the R reference bits of Bj. In fact, we can realize the 

hash functions of H1 and H2 through the multiplication of random binary matrix. For example, 

n random binary matrices Mj (j = 1, 2,…, n) are derived through n different secret keys, and 

each Mj is with the equal size of L1  (8  )s
2
. By multiplying Mj with the (8  )s

2
 bits in the 

8   MSB of Bj in modulo-2 arithmetic, we can easily obtain the L1 authentication bits for the 

8   MSB of Bj. Similarly, L2 authentication bits for the R reference bits of Bj can also be 

acquired in this way.  

Because reference bits are critical for block recovery, we extend R reference bits for each 

block into k copies, i.e., k  R bits, to reduce error possibility. Correspondingly, there are 

totally k  L2 authentication bits for the k copies of reference bits. Thus, the final produced 

watermark bits for each Bj consist of k copies of reference bits, k copies of the authentication 

bits for the reference bits, and one copy of the authentication bits for the 8   MSB. The total 

number of watermark bits for each Bj is k (R + L2) + L1, and the following relationship in Eq. 

(6) should be satisfied. 

 

 .)( 2

12 sLLRk   (6) 

 

The procedure of watermark embedding is described detailedly in the next subsection. 

2.3 Watermark-Bits Embedding 

All watermark bits including authentication bits and reference bits are embedded into the  

LSB planes of n cover image blocks to produce the watermarked image. Obviously, in order to 

ensure the accuracy of tampering judgment and the effectiveness of content recovery, for each 

block, its L1 authentication bits for the 8   MSB should be embedded into the  LSB of the 

block itself, and k copies of the R reference bits and the corresponding L2 authentication bits 

should be embedded into the  LSB of the other k different blocks according to the mapping 

relationship described in Subsection 2.1. Thus, in the  LSB of each Bj, besides the L1 

authentication bits for the 8   MSB of Bj itself, k (R + L2) bits from k mapping blocks of Bj in 

Eq. (1) are embedded. Note that, before conducting LSB substitution hiding, the k (R + L2) + L1 

embedding bits for each Bj are scrambled for security. After all n blocks finish watermark 

embedding in the  LSB planes, the final watermarked image IW can be acquired. 

3. Tampering Detection and Content Recovery Procedures 

The watermarked image IW is transmitted to the receiver side through the public channels. 

During the transmission, the contents of the watermarked image may be tampered by the 

adversaries. Therefore, the receiver should first authenticate the integrity of the received 

image and locate the tampered blocks. After that, the detected tampered blocks should be 

recovered. The flowchart of the tampering detection and content recovery procedures for each 

watermarked block is illustrated in Fig. 2.  
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Fig. 2. Flowchart of tampering detection and content recovery procedures 

3.1 Tampered-Block Detection 

Conventional methods often regard any modification imposed on the block as the tampering 

operation. Actually, since  LSB planes has lower importance and are just used to embed the 

watermark, thus, we think that only those blocks with the modification on the 8   MSB 

planes need to be recovered. In the proposed scheme, we divide all blocks into two categories, 

i.e., 1 and 2, which denote the blocks with the damaged 8   MSB and the blocks with the 

intact 8   MSB, respectively. 

Denote the non-overlapped s  s blocks in the received watermarked image Iw as W1, W2, 

…, Wn. For each Wj (j = 1, 2,…, n), we collect the (8  )s
2
 bits in its 8   MSB and feed them 

into the hash function H1 to generate L1 bits. Then, these generated L1 bits are compared with 

the extracted L1 authentication bits from its  LSB planes. If these two pieces of L1 bits are 

equal, the block Wj belongs to 2 and doesn’t need to be recovered. Otherwise, the block Wj 

belongs to 1 and needs further content recovery. The probability for a block with damaged 8 

  MSB but being falsely categorized into 2 is only 2
L1. After all n blocks, i.e., W1, W2,…, 

Wn, are checked using the above way, the tampered blocks that belong to 1 and need further 

recovery can be detected. 

3.2 Content Recovery 
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the  LSB of its k mapping blocks. Note that the k mapping blocks of Wj might belong to 1 or 

2. In order to conduct content recovery for Wj, we extract the R reference bits and the 

corresponding L2 authentication bits of Wj from the  LSB of each mapping block for Wj. 

Thus, k groups of the R reference bits and the corresponding L2 authentication bits for Wj can 

be acquired. The R reference bits of each group are then fed into the function H2 to generate L2 

bits. The L2 generated bits are compared with the corresponding, extracted L2 authentication 
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group are valid. Otherwise, the extracted R reference bits of Wj in this group are seen as 

invalid. The valid R reference bits can be decompressed and then be used to recover Wj. If no 

valid reference bits of Wj exist among these k groups, the block Wj should be repaired after all 

the tampered blocks with valid reference bits are recovered.  

   If Wj for content recovery has valid reference bits, the valid R reference bits are divided 

into Q sections and the lengths of these Q divided sections are r1, r2, …, rQ. After transforming 

these Q binary sections into Q decimal numbers, the Q regularized integers, i.e., c
’
1, c

’
2, …, c

’
Q, 

can be obtained and the Q approximated DCT coefficients of the 8   MSB for Wj are:  
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Besides these Q DCT coefficients with lower frequencies, the other s
2
  Q higher frequency 

coefficients for Wj are set to zero. Thus, by using the inverse DCT, the reconstructed result of 

the 8   MSB for Wj can be obtained and used to replace the tampered 8   MSB of Wj for 

recovery. After all blocks that belong to 1 and also have valid reference bits finish the above 

content recovery procedure, the remaining blocks that belong to 1 but have no valid reference 

bits can be recovered by the neighborhood interpolation. The candidate blocks used for the 

neighborhood interpolation consist of the blocks belonging to 2 and the recovered blocks by 

valid reference bits. Finally, the 8   MSB of all the tampered blocks belonging to 1 can be 

recovered, and the whole recovered image IO can be acquired successfully. 

4. Experimental Results and Analysis 

Experiments were conducted on a group of gray-level images to verify the effectiveness of the 

proposed scheme. In the experiment, the sizes of the divided non-overlapping image blocks 

were 8  8, i.e., s = 8. The parameter k for block mapping was set to 2, which means two blocks 

map into one block and each block can also map into the other two different blocks. Obviously, 

the larger the parameter value of  was set, the better performances of tampering detection and 

content recovery become, because larger embedding capacity can provide more valid 

reference bits and corresponding detailed information to recover the tampered blocks and 

more authentication bits can reduce the probabilities of false judgment for the tampered block 

and the reference bits. But, on the other hand, the larger the value of  was set, more hiding 

payload were caused, which led to the degradation of visual quality for the watermarked image. 

During the watermark embedding procedure of our scheme, we set the parameter  to 3 for 

sufficient embedding capacity, which means that three LSBs of each cover block were 

replaced with watermark bits and the five MSBs were preserved. Assume that the distribution 

of the three LSBs of cover image is uniform. Thus, the average energy of distortion caused by 

the watermark embedding for each pixel is: 

 

 .5.10)(
64

1 7

0

7
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2  
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The theoretical peak signal-to-noise ratio (PSNR) of the watermarked image can be calculated 

approximately using Eq. (9), which demonstrates the visual quality of watermarked image 
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after embedding with  = 3 is also satisfactory: 

 

 .dB92.37
255

log10PSNR
2

10 
D

 (9) 

 

In order to meet the relationship in Eq. (6), 15 DCT coefficients of direct-current and lower 

frequencies representing the principle content in each block were used to produce reference 

bits, i.e., Q = 15. The assigned bits, i.e., r1, r2, …, r15, for the representation of the 15 DCT 

coefficients, i.e., c1, c2, …, c15, in each block were: 8, 6, 6, 4, 4, 4, 3, 3, 3, 3, 2, 2, 2, 2, 2, 

individually. Thus, the length R of the reference bits for each block was 54. The lengths L1 and 

L2 of the authentication bits for five MSBs and 54-bits reference bits were 40 and 22, 

respectively. Fig. 3 shows the standard cover image Lena sized 512  512 and its watermarked 

version. The PSNR value of the watermarked image is 37.98 dB. It can be observed from Fig. 

3 that the visual distortion due to watermark embedding is imperceptible.  

 

 

             

Fig. 3. Cover image Lena and its watermarked version 

 

 

For convenience of description, we divide the 512 bits of each 8  8 received watermarked 

block into three sets: 1) 1: 320 bits of the five MSBs, 2) 2: 40 bits of the authentication bits 

for the five MSBs, 3) 3: 152 bits of the reference bits and corresponding authentication bits 

for the two mapping blocks. The 192 bits in 2 and 3 come from the three LSBs of each 

block. We first conducted the testing of meaningful content tampering for the proposed 

scheme, in which the bits of 1, 2, and 3 for each modified block may all be changed 

randomly. Figs. 4-6 show the results of tampering detection and content recovery for our 

scheme. In Figs. 4-6, subfigures (a) show the original images Lena, Elaine, and Lake, and all 

of them are sized 512  512; subfigures (b) show the tampered, watermarked versions of (a) 

correspondingly; subfigures (c) are the tampered detection results, in which the black blocks 

indicate the tampered regions; subfigures (d) show the content recovery results for (b) 

correspondingly. The tampering percentages of subfigures (b) in Figs. 4-6 are 2.44%, 7.40%, 

and 9.67%, respectively, and the PSNR values of the recovered images in subfigures (d) of 

Figs. 4-6 are 37.39 dB, 36.11 dB, and 32.66 dB, respectively. Because the watermark 
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embedding capacity of the scheme in [19] was two LSB planes at most, the decompressed 

visual quality of the embedded reference bits was not high, which was approximately 

equivalent to a 50% quality JPEG compressed original image. Additionally, in the scheme of 

[19], the reference bits of each block was hidden into only one mapping block, thus, it had only 

one chance for each tampered block to extract its corresponding reference bits. However, 

when the tampered region was relatively extensive, such as Fig. 6(b), it had relatively high 

probability that the two mapping blocks were both damaged, which may lead to the failure of 

the recovery operation. The PSNR values of the recovered images for the tampered images in 

subfigures (b) of Figs. 4-6 by the scheme in [19] are 34.46 dB, 32.38 dB, and 28.54 dB, 

respectively, which were lower than those of the proposed scheme. Note that, due to the low 

embedding payload, the average PSNR value of the watermarked images for the scheme in 

[19] was 50.17 dB, which was superior to that of our scheme, i.e., 37.92 dB. However, in fact, 

human eyes can not distinguish the significant visual difference between them.  

             
(a)                                                               (b) 

             
(c)                                                                (d) 

Fig. 4. Recovery result for the tampered image Lena. (a) Original image Lena; (b) Tampered, 

watermarked image Lena (tampering percentage: 2.44%); (c) Tampering detection result; (d) Content 

recovery result (PSNR = 37.39 dB).  
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(a)                                                               (b) 

             
(c)                                                                (d) 

Fig. 5. Recovery result for the tampered image Elaine. (a) Original image Elaine; (b) Tampered, 

watermarked image Elaine (tampering percentage: 7.40%); (c) Tampering detection result; (d) Content 

recovery result (PSNR = 36.11 dB). 

 

             
(a)                                                               (b) 
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(c)                                                                (d) 

Fig. 6. Recovery result for the tampered image Lake. (a) Original image Lake; (b) Tampered, 

watermarked image Lake (tampering percentage: 9.67%); (c) Tampering detection result; (d) Content 

recovery result (PSNR = 32.66 dB). 
 

Besides the random modification on all three sets 1, 2 and 3 of the watermarked blocks, 

we also conducted two kinds of specific modifications to show the superiority of our scheme: 

1) the bits in 1 or 2 are modified and the bits in 3 are intact; 2) the bits in 1 and 2 are 

intact and only the bits in 3 are modified. For the both two scenarios, the conventional 

methods, such as [20, 23, 28], always try to recover the modified blocks. However, our scheme 

doesn’t implement the content recovery for the second scenario because only the bits in LSBs, 

i.e., 3, are modified. In fact, the recovered result of the conventional methods for the second 

scenario is generally worse than the unprocessed version due to the lossy representation of 

reference bits. For the first scenario, both our scheme and the conventional methods conduct 

content recovery for the modified blocks because the MSBs of the blocks are not authenticated. 

For our scheme, because the bits in 3 that are embedded in the LSBs of the modified block 

are intact, the reference bits belonging to 3 can be authenticated using H2 and can still be 

utilized to recover other tampered blocks. But, for the conventional methods, because the 

modifications on MSBs and LSBs can not be differentiated, all bits in this block are considered 

as invalid. Thus, the reference bits embedded in the LSBs of this block can not be used to 

recover other tampered blocks although these reference bits are intact. For example, if block A 

and block B are a pair of mapping blocks, i.e., one copy of reference bits of block A is 

embedded in the LSBs of block B, and if the MSBs of block A and block B are both modified, 

for the conventional methods, the reference bits embedded in block B can not be used to 

recover block A, which leads to the loss of one chance for recovery. During the experiments, 

we conducted the tampering only on the MSBs of watermarked blocks, which belongs to the 

first scenario, and the tampered blocks are mapped in pairs. Table 1 shows the comparison 

results of tampering recovery for Scenario 1. The first column is the numbers of 

MSB-tampered mapping block pairs that are distributed randomly in the watermarked image 

Lena. The second and third columns are the percentages of the recoverable blocks for [23] and 

the proposed scheme, respectively. The last column is the PSNR values of the recovered 

results by the proposed scheme.  

In the experiments, we also conducted the tampering only on the bits in 3 of watermarked 

blocks, which belongs to the second scenario, and the tampered blocks are also mapped in 
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pairs. Table 2 shows the comparison results of tampering recovery for Scenario 2. The first 

column is the numbers of tampered mapping block pairs that are distributed randomly in the 

watermarked image Lena. The second column is the percentages of the recoverable blocks for 

[23]. The third column is the PSNR values of the recovered results for [23]. Since our scheme 

doesn’t conduct any recovery operations for Scenario 2, the last column is the PSNR values of 

the unprocessed versions in the proposed scheme. It can be found from Tables 1-2 that the 

proposed scheme has better recovery performance than the conventional method [23]. 

 

Table 1. Results of tampering recovery for Scenario 1 

Number of  

tampered block pairs 

Recovered percentage 

of [23] 

Recovered 

percentage of 

proposed scheme 

PSNR of recovered 

results by proposed 

scheme (dB) 

50 48.00% 100% 37.14 

100 48.50% 100% 36.53 

250 46.69% 100% 35.08 

500 40.90% 100% 33.92 

750 36.44% 100% 32.92 

1000 31.80% 100% 32.22 

2000 16.78% 100% 30.42 

 

 

Table 2. Results of tampering recovery for Scenario 2 

Number of  

tampered block pairs 

Recovered percentage 

of [23] 

PSNR of the scheme 

[23] (dB) 

PSNR of the proposed 

scheme (dB) 

50 48.00% 37.66 37.74 

100 48.50% 37.48 37.70 

250 46.69% 36.70 37.61 

500 40.90% 36.15 37.45 

750 36.44% 35.59 37.32 

1000 31.80% 35.49 37.20 

2000 16.78% 35.65 36.83 

5. Conclusion 

In this paper, a fragile image watermarking scheme with high-quality recovery capability was 

proposed. The LSB planes of each cover block are embedded with the watermark bits 



2954                                                                Qin et al.: Effective Fragile Watermarking for Image Authentication 

generated from itself and other different blocks according to the constructed mapping 

relationship. The reference bits in the watermark bits of each block can be seen as the 

compressed codes of the MSBs, which are represented by a group of DCT coefficients using 

different bit numbers. The authentication bits among the watermark bits of each block are 

generated from its MSBs and reference bits, respectively, in order that the tampering 

manipulations on the MSBs and the LSBs can be differentiated on the receiver side. Only the 

blocks with the tampered MSBs are needed to repair and only the intact reference bits in LSBs 

can be used for content recovery. After detecting the blocks with tampered MSBs by 

authentication bits, all valid reference bits embedded in the LSB planes can be fully exploited 

and then be decompressed to recover the contents of MSBs. Experimental results show that the 

proposed scheme has satisfactory performances of tampering detection and content recovery. 
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