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Abstract This paper tries to solve the problems which previous methods have the model using smart card for
protecting digital contents. This study provides a contents distribution model to protect the rights of author,
distributor, and user as well as user’s information by using technologies such as cryptography, DRM(Digital
Right Management), access control, etc. The proposed system is evaluated as the most safety model compared
with previous methods because it not only solves the problems which the previous methods have, but also
protects four type of risks such as use of contents which other mobile devices download, the attack on the key
to decode the message, the attack on leaking the contents, and the internal attack such as an illegal
reproduction.
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