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Abstract As fusing IT and medical technique, the number of patients who adhere medical equipment inside of
them is increasing. However there is a problem of for the third person to tap or modulate the patient's
biometric data viciously. This paper suggests quantum encryption-based key distribution model to share key for
the third person not to tap or modulate the patient's biometric data between patient and hospital staff. The
proposed model uses one-time pad key that shares key sending random bits not direct sending message of
quantum data. Also, it guarantees patient's anonymity because the biometric data of injected-device in the body
doesn't be exposed unnecessarily.

Key Words : u-Healthcare, Quantum Cryptography, Authentication

1. N2 uhie] P ABAIA, AL, O} 5)7 Bpel
e s BUER Ak AR Aulzgh 5
H Fd2Ao] AH|AE 18] A E AL A% 3 Qrh[1,2]
2] = 5 2= 5 3 3 2 _ - _
A= AER T A8, ol PSR AAR AR g Aol AisE AR E AgATel
Received 30 September 2013, Revised 20 October 2013 © The Society of Digital Policy & Management. All rights
Accepted 20 November 2013 reserved. This is an open-access article distributed under the
Corresponding Author: Kun-Hee Han(Baekseok University) terms of the Creative Commons Attribution Non-Commercial
Email: hankh@bu.ac kr License (http://creativecommons.otg/licenses/by-nc/3.0), which

permits unrestricted non-commercial use, distribution, and
reproduction in any medium, provided the original work is

ISSN: 1738-1916 properly cited.

The Journal of Digital Policy & Management | 389



Ut LS E 0123 FEAA O SH 7| 2 2 A
o s ge W EEE A n gl BelA A 2 mrEely
gulv TA B4 2A5ES s Aol ek A
AYEA = A oA Brbe] AAARIL & - 2 2.1 REAA0] AL HLEAUZR
97] el 849 ARAE A BN AR & FA2A AZDSIT %0l G| mAN 2 HEH
gl AlEA o) ob|®E 4 9= EAdoe] ¢ OEM A A% I ARE HABAR(AL, A,
Th3456]. AEAL B)o] A, ot 5, A, A, el 5

A3 AL S B2 o] AF Ans U FoEA @AL WS ddela Aejshs AR

Aol A 2HA 3w 71eS myegst  BEHS AdwE] B on AulZeluil].

B WAGOEA 40 A FAe B4 3AT

gk ohueh AR e H] 715 A o) 5 s - o (g T
g Bt ) M ARE 44 A& F AHTA . bl = T @ ‘

WA AT AEAL ARLEAA D 0 o s i 7
71e et 2o Aol ek 2, AW B | | g
o ole] A9 AKAUA B, Z2AY, Aol sl | | =
A ANV A9 Ao A8 5 glrh 24, A
WA A0 el S SAE AT S Q] AW ol 8
o AAe] AU S TEH o Bl & girk A, xgxﬂ server R —
AR AETE BF37] 98 AFREE 717 AloE o) [Fig. 1] Service Concept of U-healthcare with
AeS Bl FAR7F BG57] wEol] A3kl ]d = Implantable Device
Hol FFssil.

B ol A IS AT B3 FrAsIe] A HEE S A9,
ML AE e WA Apolo] oj ne g CTEE AT ARl 4ese] frazse] Al
23 1A S GomA A3 mAon) wash gl L Coo o] B AHET st 2
o) 71T Bfoke 7] o) wag Aekac, Aok way ) 0wl AlaE AlEshaL 2L AU
o oc}:x}?:!'iiﬂﬁlgl %‘ ;(Cq)/(oqv/] °J?49Jr J;]J,]_ r: ET@’% Z@]—X}./] ‘g;‘ﬂﬂﬁl—’é zl\"/—f:}o]'ﬂ ‘Aéﬁ 1 32]—1} %Oﬂ 1?_;1}?]—_0«
ool ARIARAL) A Ao Aol oja) my e HTALONT G @8 WA S
AL ML S Selse s e aaan  (TEEh THII B AMIAT] F4 B
U} b L oluA] 712 Rujair), B8, Aok male  So e ZHAL Q7] wiEel] 2w sefe/eie ot
FRG Yolo) MES HEHel g Fhad gy o oo /HeEtld
ARE AEFOEA one time padd] FAANE g o 1o A AMARRAZ Asisiel ¥4
b w0 AN A A g PVIEVH RS AP RS vl
S wEA RS B BHE Aol g T L I RS AR e A
A A AAARE T 5 ol B oy o HOE WA AABRE FAWAE
Ne eSS Al I 5 Y= Ak FABAAE Hlo]efulo] o]

o) Rl Te chodt grh 2ge e ey TEE A ARNEE o8l B gelE v,
B AN Aol ASels b g e o R B3 Ane deve F s 0 045
Byl ZRE] gla|A ol 3o A= akx) ok T A%s FYh AURPERE A e &
S olag o) W) 2L AGkEL dmes et YR WA AL EEGoR e 2y 9
05 WIS A hE A oo gy AT E WSl AeE 210 el A1

[e]

A Are g,

=

390 1 The Journal of Digital Policy & Management 2013 Nov; 11(11): 389-395



Quantum cryptography—used Key Distribution Model Design of U—healthcare environment

FAFFE A = AR 44 3
= TS ARSI FHE EAS 4°J F 95
£ (0>, [I>2 Yeho] A al7] 4 (orthogonal basis), <!
A oy A5+4 uL7] A (orthonormal basis)Z 8= 22}
< Hilbert F7tellAe] o] FejE xATT

o] ANl AJE= al0> + bl1>E E#Th o
714 ask b= fal®+[bl* =191 Baxdre] BAE ofn|si
lal® o} [bI* o) gtol 747t 03} 12 Z49 $E2 Jehd
o} g2 A o] gk Fxp 7] Bl ZR2EFS 19349
Bennet9} Brassardell 234 g AAE ZREF
BSYM R EZ)EHN BG4 & 7|9ho = 31aL §)
t} o] ZREFL J|E ot TREFo|th

D. Brusst BS®84 TZEFHS six-state ZZREZZ
Ankstala, A Ekerts ¥R ete] ¥ 43S 7]t
OR B9l ZRESS MIEATHIL o TREFS
b A¥le]l HEmAALE e Ao FAoth C
Bennett. et. al & A #3 7Hke] ZREZE A3
g 7 s FHekeh ¢A 7] B ZREFY 1
o] 7] &l ZREZ| o] -2 el ol A A %
AL el 03 1] ghs diSAl7IE Heltt

3. YAt LSE 0|8%t 7| =2 == AA

FA2A] BRNAE BAL] AAYRE elHo
2 5330 B4e] 59 glo] g3 1ok BAIHo]
AN BAGH HARARLE A ol 4
23 914 e Fehol A A3Ae] o)t Mzt
N8 FRe] DA A JBE nESHE 29
o

3.
WAL Be] ARFA el AR

al
o
54 2 A Qe Bake) AANES FAT

o

oA Al s w deitolo gy ofuf, F4d 7o)
A RBSE B BARL AEE AT} 9T
2 ERFAL MRS S Yok Aok B M= o] T3
O%o]

A S 0] RS
BARAR A e QAN FA EE olgan
o Al mlol A kA e E olgaks ol W
W o) BHE 4ukslel o) Ao
= WA wEel £ AR g A9 g
A gkt 4 9o ol

— s
External

Device

=AY Rz gl
&

=7o]

JE oox 18 9 o

‘ Update Bio Info. I ‘ Transfer l Hospital Manager
Check Result ememebossso e aeee .
Transfer Bio 1, €7 N H
— = rar;zfit' io ;’Q’ Verify Message | (&) @g} Qs
U — & g
> 2 ¥ 248

Manager

Check User@

Authentication
Server

Check User ID and
Authorization

Request
Authentication

Request/Respond of

Es
‘mergency Patient Info.

b
External
Hospital

[Fig. 2] Proposed Model for Privacy Security of
Patient

AN FAE D 224
F & ootheE 1S vks
ol 35712 3ol o} e
Ang FPI Belds AWAIEAS AR
Atelell Al FAIRE e Al|ESo] qEE 3%t
B AR S AR E defateiE A
of tlelB & 35 ¢ Widh= AS s ASA
v #ake] AuArEA
)

H pud
g 5)e A% 2 Felshs 98 f3e
[ 112 AIQE Zeel|l A ARg-5 3=

g0l 4ojetn

The Journal of Digital Policy & Management | 391



(Table 1) Definition of Notation
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