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Abstract This research suggests the security countermeasures for solving technology outflow of small-medium
companies in New IT Environment through level comparison of security cognition and security management
between small-medium companies and major big companies. According to analysis results, it is poor for
small-medium companies’ level of security cognition and security management compared with major big
companies. Small-medium companies need to manage technology outflow to major big companies' level in New
IT Environment. Small-medium companies has started to build New IT Environment recently and it must build
the appropriate security system for small-medium companies at the same time. Small-medium company has more
problem with budget and proffessionals to maintain the security of technology outflow. Therefore government has
to support systematic management for the security of technology outflow to Small-medium companies

Key Words : New IT Environment, technology outflow, small-medium company, technology security, security
cognition, security countermeasure
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(Table 1) Related Research about Security Threats

Division Security Threats Related Research
H.C. Lee(2011)

JIL Lim(2011)

User Device Loss/Stolen J.H. Ra(2012)
Device EY. Jang(2011)
K.B. Lee(2011)

Wiretap JH. Ra(2012)

/Monitoring E.Y. Jang(2011)

Various Connectable J.I Lim(2011)

Network K.J. Lee(2013)

JH. Ra(2012)

ek Malicious Code, Hacking J-L Lim(2011)
’ EY. Jang(2011)

K.B. Lee(2011)

Easy to connect for .

Application Unverified users KJ. Lee(2013)

Unverified Application JH. Ra(2012)

3. g7 g

3.1 ZAH Y EA
B ZALY] 2AP|7He 20139 19 14958 20134 2
42U 0w, AF FARERL 15667 7902 T

The Journal of Digital Policy & Management | 307



27198 BHAHATLE B8 T2719D173270 =
120170 719S 8 a, vai el 4719e 6571

(Table 2) Sampling Results

L Small-medium .

Division company Major company Total
Poppulation 17,392 - 17,392
Sample Size 1,501 65 1,566
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(Table 3) Conditions of Using New IT
Environment as Company size
. Small
Divisi Total Ci\flgrrl ~medium
VISION pany company
1,566 65 1,501
Now Using 421 26 395
e (269%) (40%) (26.3%)
184 10 174
Planned to Use 117%) | (154%) | (116%)
e 429 14 415
Considering to Use (27.4%) (215%) (27.6%)
532 15 517
No Plan to Use G | (31%) | (344%)
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(Table 4) Difficulties for Implementing New IT
Environment

Maior Small
Divia Total Conf“;’n ~medium
[VISION [pany company
1,566 65 1,501
952 % 917
Lack of Budget | (gy00,) | (5380 | (611%)
o 654 % 629
Lack of Specialist | () 900 | (38500 | (419%)
576 14 562
Lack of Knowledge | 35 00, (215%) (37.4%)
Security 401 31 370
Risk (25.6%) 477%) (24.7%)
Lack of 319 12 307
Business Relevance |  (20.4%) (185%) (20.5%)
Lcagg,zf 156 10 146
Coneet (10.0%) (15.4%) 9.7%)
ONSCl1ouSness
4 0 4
D)
No Plan (0.3%) 0.0%) 0.3%)
Fe 30 1 29
: (1.9%) (1.5%) (1.9%)
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(Table 5) Cognition of Technology Outflow as

Company Size (unit: grade)
. Small
Division Total Ci\/[a]ory ~medium
! company
Device ., _
User Loss/Stolen 602 69 603
Device Wiretap -
Monitoring 60.3 59.2 60.3
Malicious . _
Network Code B8 2 586
Hacking 61.0 554 61.2
o Unverified . -
Application Application 57.2 56.2 57.3
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(Table 6) Operational Definition for Seriousness

Operational Definition for Seriousness

(100 grade scale)

Seriousness Ve Very | Somewhat [Not Very| Not
Much . X . .
Level . Serious | Serious | Serious | Serious
Serious
Grading
Scale 0 125 375 62.5 875
(Unit: ~125 | ~375 ~62.5 ~875 | ~100.0
Grade)
B8 2AATHE AR, YZetths Q140) 1
T SHL ATHA 42 oEFYAleld BF(Gr24) &

2
ro
pod)
o
fru
BN
>,
i)
32,
H

o] ‘mntd oA =587

N R stEll A el 7] Helbdue] £ Ade
73 2} P el & HE Rop= yESa 84

o] 7% WES)z B0 that Belv) vl 2
Aoz LRt o (954%), SZe) A 014 7 (785%)0
U AME7)7] R3990 HF BeE 54713
S5 v F47199 A9 AE A B
03 Wk el(G06%)7F AHow Aok, A8l
7)ol ek Bel(531%)E WA LhEREL.

(Table 7) Level of Security Management by

Division
. Small
Division fet) c(ﬁgrrly ~metinim
company
1,566 65 1,501
User Device w0 | mwo | @
Network 1099 62 1037
(70.29) (95.4%) (69.1%)
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(Table 8) Networking Seperation Management

. Small
Total W ~medium
company
company
1,566 65 1,501
In-Out Network 357 37 320
Separation (22.8%) (56.9%) (21.3%)
Wireless Usage 674 3H 639
with ID/PW (43.0%) (53.8%) (42.6%)
No Limitation for 669 7 662
Wireless Usage (42.7%) (10.8%) (44.1%)
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(Table 9) Solution Preparation for Preventing
Technology Outflow

Major Sl
Total L -medium
company
company
1,566 & 1501
. 753 51 0
Firewall (48.1%) (78.5%) (46.8%)
‘ 121 % %
DS (77%) (35.4%) (65%)
114 21 93
DLP (7.3%) (32.3%) 6:2%)
&7 2 67
DRM (5.69) (308%) (45%)
No 718 3 715
management (45.8%) (4.6%) (47.6%)
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(Table 10) Entrance Control Condition for User

Device
. Small
Total Ci\ﬁ]alor —medium
iy company
1,566 65 1,501
Entrance Control for 122 24 98
All User Device (7.8%) (36.9%) (6.5%)
Entrance Control for 498 30 468
Some User Device (31.8%) (46.2%) (31.2%)
946 11 935
No Entrance Control | gy 1or) | (16900) | (62.3%)
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(Table 11) Management Technology Asset by
Grade and Authorization

Maior Small
Total ! —medium
company
company
1,566 65 1,501
Management with 449 45 404
Guideline (28.71%) (69.2%) (26.9%)
St g | B 14 485
prie naving GL%) | @15%) | (323%)
Guideline
No Guideline & No 618 6 612
Management (39.5%) (9.2%) (40.8%)
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