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Abstract Every big online security breach seems to end in a big lecture. Thus, although a predominant
weakness in properly securing information assets is the individual user within an organization, much of the
focus of extant security research is on technical issues. The purpose of this study is to explain why insiders
breach security policy by applying the moral disengagement theory. There are no consistent, widely accepted
theories or theoretical frameworks in the literatures as to why insiders breach of information security, and
therefore no clear, effective guidance on what to do to prevent employees from violating information security
policy in organization. To do this, we theorize that moral disengagement may play a mediating role connecting
stable individual differences to intention to breach security policy, because of some of the individual
differences. We found that policy awareness and perceived punishment have a negatively significant effect on
moral disengagement. However, negative affectivity has a positively significant influence on moral
disengagement. Furthermore, moral disengagement has a positive effect on intention to breach security policy.
Conclusions and implications are discussed.
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(Table 1) Profile of Respondents

Criteria Frequency | Ratio(%)
Male 121 716
Gender | Female 46 21.2
No response 2 12
18 to 24 3 1.8
25 to 4 78 46.2
Age T u 7 33
45 to ¥4 14 83
High School 1 0.6
College 16 89
Educatio | University 114 675
n Level | Master 29 172
Ph.D. 5 3.0
No response 4 30
Senior manager 1 06
Middle manager 45 266
Current | Technical 51 30.2
Position | Administrative/clerical 51 30.2
Professional Staff 19 11.2
Other 2 12
Work Experience(average) 5987 years
Computer Knowledge(average) 8.835(1-10)
Total 169 [ 100%
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(Table 2) Factor Analysis with Reliability

Principal Axis Factoring Communslity PLS Crossloading Analysis
1 2 3 4 Negative Likelihood PerPunish MD PolAware
Negative2 152 847 007 013 740 0.909 0.064 0.002 0.246 -0.104
Negative3 151 .882 062 075 810 0.928 0.116 0.032 0.253 -0.107
Negatived 103 .952 042 034 920 0.953 0.072 0.038 0.220 -0.072
Negativeb 143 .888 -.003 -.042 810 0.922 0.021 0.008 0.234 -0.072
Likelihood_1 241 034 -.059 905 833 0.089 0.978 -0.274 0.400 -0.218
Likelihood_2 285 -.001 -.094 872 850 0.058 0.982 -0.318 0.437 -0.240
PunCert -.165 036 817 -012 695 0.041 -0.139 0.845 -0.283 0.159
PunSev -.153 101 .959 -.007 953 0.115 -0.139 0.887 -0.279 0.138
PunCer -.369 -014 612 -.323 616 -0.046 -0.406 0.893 -0.510 0.24
M]Just_2 175 170 -071 256 69 0.277 0414 -0.312 0.844 -0.379
M]Just_3 744 096 -201 233 657 0.203 0.383 -0.461 0.826 -0.388
PCmp_2 712 074 -071 186 553 0.185 0.353 -0.314 0.768 -0.381
PCmp_3 .789 131 -.108 139 672 0.239 0.355 -0.339 0.831 -0.49%6
ELng_2 .860 108 -.160 096 187 0.233 0.355 -0414 0.881 -0.446
DsR_2 .651 059 -.068 .365 565 0.153 0456 -0.338 0.741 -0.323
DHum_2 735 09 -113 153 585 0.196 0.359 -0.318 0.778 -0.348
DHum_3 813 066 -.033 018 667 0.184 0.267 -0.240 0.798 -0.378
DstC_1 701 163 -275 137 613 0.242 0.313 -0.448 0.791 -0.409
DstC_2 759 103 -176 081 624 0.202 0.324 -0.379 0.79% -0.386
DstC_3 .905 063 -079 029 830 0.190 0.292 -0.328 0.889 -0.460
AtBlm_1 .818 143 -.130 141 126 0.257 0.361 -0.375 0.859 -0419
AtBlm_2 147 050 -.045 067 566 0.155 0.279 -0.261 0.762 -0.416
AtBlm_3 .832 083 -.109 071 17 0.198 0.307 -0.337 0.845 -0.410
DfR_1 .657 122 -.257 253 ST 0.201 0.366 -0.475 0.768 -0.423
Eigenvalue 11.130 3.331 1.885 1.655 -0.096 -0.234 0.226 -0.499 1.000
% of Var 46.374 13.877 7.853 6.897 a 0.946 0.959 0.859 0963 a =07
Cumula % 46.374 60.251 68.104 75.001 AVE 0.861 0.960 0.766 0.661 a = 05
KMO and Bartlett's Test CR 0.961 0.980 0.908 0.967 a =07
Kaiser-Meyer-Olkin Measure of Sampling 907 . ) . . . . i ) )
A O S| ot | Yo Nt Mot i e e S
Bartlett's Test of Sphericity | Degree of Freedom 276 PolAware: Policy Awareness ’ ’
Significance 2000
Extraction Method: Principal Axis Factoring.
Rotation Method: Varimax with Kaiser Normalization.
Rotation converged in 5 iterations.
(Table 3) Latent Variable Correlations with Discriminant Validity
Negative Likelihood PerPunish MD PolAware
Negative 0.928
Likelihood 0.074 0.980
PerPunish 0.021 -0.303 0.875
MD 0.258 0.428 -0.444 0.813
PolAware -0.096 -0.234 0.226 -0.499 -
Note: Diagonal elements (in bold) represent the square root of the average variance extracted(AVE).
Off-diagonal elements represent the correlations among constructs.
(Table 4) Research Results
Hypotheses Path Coefficients Standard Error t value p value Results
H1.Policy Awareness—Moral Disengagement -0.3955 0.0602 -6.5686™" 0.0000 Support
H2Negative Affectivity—Moral Disengagement 0.22711 0.0616 36877 0.0003 Support
H3 Perceived Punishment—Moral Disengagement -0.3593 0.0589 -6.0952"" 0.0000 Support
H4.Moral Disengagement—Intention to Breach 0.4279 0.0741 5.7725™ 0.0000 Support
* p<0.05, ##p<0.01, **#xp<0.001
(Table 5) Results of Mediation Analysis
Types of Analysis Technique 7 Score p value Results
Sobel Test -4,3373 0.0000™ Support
Aroian Test ~4.3092 0.0000"" Support
Goodman Test -4.3659 0.0000™" Support

# p<0.05, ##p<0.01, ##xp<0.001
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[Fig. 4] Results of PLS Structural Model Analysis

1. Path Coefficients(t value)
2. GoF(Global of Fit) = 0.488
3. #p<0.05, **p<0.01, ***p<0.001
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