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Abstract Information security has been a major concern in organizations. The longstanding question of how to
improve employees security behaviors and reduce human errors remains unanswered and requires further
exploration in the information security domain. To do this, we propose a risk compensation theory-based model
and examine the model. Research results shows that the relationships between information security
countermeasures and information security compliance intention of employees are moderated by system
vulnerability. However, the finding is contrary to the previously held risk compensation assumption and deserve
further study. In addition, system quality does not play a moderator role in the relationship. Conclusions and
implications are discussed.
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3.2 oy =8 ¥ SEA &4

At BYE AAs] s dad dHeolHE
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A ke A ke Hassit A, 49
H7HE BR F7F Q1 RA e A3hekA] A aE o]tk
L9 #4915 98] Fagh B SR 50 vl ok 5
T, 100 )oFE =, 2002 FEE FF, 300 F& F
5002 - FE FE 10002 v 2FT RO
ErH20I22]. £ Aol A= 500719] o] #F £Ae
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GOl } = MD} AT BE %Zé P52 T84

S (factor) o
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@ W 277 A 9 ArHAUL W 3
ol WEY AL % 43

(Table 1) Profile of Respondents we el =
Criteria Frequency | Ratio(%) afrt. Kahn(2006)ell w2 &g/ e] 050173 45 3
Gender | ele 429 78 22 10000141 20070¢] Eo] Fasiy, FFAdo] ojxrt
ijfdl; 121 525 S A% 30070 ol4be] Bestkn FAsgnt 24,
0 : _ = _
Age |35 to 44 210 382 KMO(Kaiser-Meyer-Olkin - Measure of  Sampling
45 to 54 90 16.4 Adequacy) ¥¥ A3t Y Bartlett] 784 #2A WY
2 and over = 24 S AMEESITE U o KMOE 080]4ko]w $-4+3)
High School 21 38 o -
College 31 56 tha geelsul4], & 20 YEeR ko] # Ftol
Educati : S
;:d 11‘)” University 366 65 05 & 7] HE A3 Yehla giek v
Vel
Master 123 224 © 2 Bartlettd] 734 AAS 5} B e A
FhD. ) L6 THA P (correlation matrix)S B7kshE WHOR
Senior manager 20 36 .
Middle manager 1% A5 [35] o1& B-(sig.<0.05) A gFatrraL ri14]. 3 2]
Current | Technical 0 164 el el £ g= Fo38A UERHp<0.000) 8.2
Position |Administrative/clerical 243 451 B 2ga=g EA47) 9 Ao s wokw)
Professional Staff 46 84
Other 11 2.0
Finance 0 164 (Table 2) KMO and Bartlett’'s Test
1T 207 376 Kaiser-Meyer-Olkin Measure of Sampling 915
Manufacturing 91 165 Adequacy. _ '
Consulting 2 04 Bartlett's Test of A C}illf*SQuare 206735%0
Industry |Transportation 16 29 Sphericity S 000
Government 83 16 18- -
Medical 5 0.9
Education 18 33 ez ¢ o] BA(EFA, Exploratory Factor Analysis)
Construction 33 6.0 o ola] 30 012E(PAF, Pri A Axi )
Work Experience(average) 9.073 years = o TELTE neip s Factoring
Total 550 100% 719& AFESFATHEI20]. Ao R 2]l &S $§)
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Wol AlgEE V|HE FAEEA(PCA, Principal (components) 0. & Qoks}= Zlo] EAHoly] ufjiFolr}
Component Analysis)Zt 5 891 F&90] Qltt o] &= [8l[20]. ¥H F5 880552 Hes| S35 119 3%
FARENLE go A5 o] QoA o)t BA] = #2Hcommon variance)oll 285 FiL 7] Wit 2
o6ll22]. 1 olfre FAREAY 2Hdo] A /Md T A8 A(latent factor) S THEEE S HH R 3
(eg, factor)o] ohleh ¥4 WE WFES ¥ A9 4R 3 UCHBIR0L GASL1) FB a0k sk o= A
(Table 3) Principal Axis Factoring
Factor Communality
1 2 3 4 5 6 7 8 (h?)
SV2 -.082 -.018 -.031 -075 -.057 066 811 =047 682
SV3 -.056 -.071 -.044 -.108 -.061 052 916 -.020 868
SV4 -.189 -.221 -.136 -.142 -.086 022 .563 023 449
SQ2 140 218 129 653 14 066 -.064 103 553
SQ3 140 .166 140 172 137 071 -.062 105 701
SQ4 163 181 169 615 198 067 -.147 114 544
SQ5 125 128 118 .814 219 017 -.067 .048 163
SQ6 144 077 085 740 152 .001 -.088 106 624
PSC1 .236 768 196 192 185 137 -.038 087 183
PSC2 244 730 218 196 259 078 -.019 142 N
PSC3 .300 784 241 123 145 139 -.088 073 831
PSC4 293 734 170 189 208 123 -.082 167 182
PSCs .338 .690 227 177 188 217 -179 116 801
PSC6 315 .687 186 .186 173 186 -.140 185 758
PSC7 275 .630 233 172 140 139 -.081 285 683
PSC8 271 286 138 216 219 107 -.084 .600 647
PSC9 219 231 117 194 258 074 -.022 778 831
PSC10 311 219 018 161 274 149 027 .689 144
SPE1 177 262 143 306 740 025 -.027 119 N
SPE2 216 204 146 285 769 023 -.006 149 804
SPE3 301 254 208 272 .635 172 -.124 193 158
SPEA4 306 190 141 202 .685 097 -.105 .206 123
SPES 255 187 139 166 713 043 -.133 171 703
SPE9 144 192 .069 071 .085 761 -.034 .036 656
SPE10 189 166 068 042 .108 .820 -.004 072 159
SPE11 061 073 -.023 .014 -.024 .876 096 042 188
SPE12 048 067 -.015 .040 .030 744 069 067 572
ATP1 .680 .306 205 151 195 053 -.088 .100 679
ATP2 .680 290 171 152 227 04 -.058 209 700
ATP3 .800 234 185 139 141 080 =058 198 818
ATP4 765 219 135 184 167 121 -.040 209 173
ATPS .830 .239 170 126 169 134 =112 076 856
ATP6 .831 .240 175 129 171 159 -.109 056 864
ATP7 744 207 181 160 213 113 =115 102 37
PCI1 157 170 .840 150 157 016 -.032 010 807
PCI2 155 186 901 118 113 035 -.068 027 903
PCI3 178 226 874 128 A11 019 -.048 045 879
PCI4 182 170 841 147 117 013 -.060 044 810
PCI6 196 167 715 109 .081 031 -.066 151 625
Eigen 16.201 3.215 2.748 2.311 1.970 1.725 1.509 1.168
% of Var 41.542 8.244 7.047 5.926 5,051 4.423 3.869 2.99%
Cumul % 41.542 49.785 56.832 62.758 67.809 72.232 76.101 79.096

Extraction Method: Principal Axis Factoring.
Rotation Method: Varimax with Kaiser Normalization.
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(latent factors)<
H oﬂ_‘[Loﬂ}ﬂ‘— EFAN A

=t o

A=W (measured variables) 52 ¥ ARSI
(covariation)& AMaF+= FALl 898 FE37] S8l o
Ak o) 7] wfite|t22] kA Ak AA, B 9] 80s FF
QA7 VYo R FH8AFE 98] AN EE VEe f

(Table 4) Cross—loadings

&9 vl 7 TEs %

&S] )3t
Fr7k(eigenvalue)>1, 2= H

S AL

20=

Clarity Brevity TopMgtAt Reinforce SETA ComplyInt
SPE1L 0.8858 0.1939 0.5428 0.5057 0.4811 0.3646
SPE2 0.9008 0.1893 05135 0.5225 0.5049 0.365
SPE3 0.8946 0.3615 0.6105 0.5862 0.6003 0.4394
SPE4 0.8838 0.2632 0.5297 0.559 0.5659 0.3597
SPE5 0.8686 0.2122 0.4985 0.5041 0.5122 0.3465
SPE9 0.266 0.9277 0.3824 0.262 0.3126 0.1709
SPEI0 0.2891 0.9391 0.3857 0.3008 0.3549 0.1744
SPE11 0.087 0.779 0.2103 0.1569 0.155 0.0216
SPEI12 0.1306 0.701 0.2076 0.1796 0.1591 0.0391
PSC1 0.523 0.3438 0.8932 0.4778 0.5581 0.4402
PSC2 0.5842 0.289% 0.8861 0.5296 0.5744 0.4668
PSC3 0.5066 0.348 0.9125 0.4727 0.6073 0.4849
PSC4 0.5652 0.3434 0.9 0.5501 0.6064 0.4292
PSC5 0.5669 0.4229 0.9001 0.5233 0.6505 0.4819
PSC6 0.5492 0.3898 0.8869 0.5551 0.6231 0.4384
PSC7 0.5111 0.3288 0.8459 0.5884 0.579% 0.4589
PSC8 0.5391 0.2758 0.5666 0.9034 0.5273 0.3364
PSC9 0.555 0.2338 0.5217 0.9232 0.4835 0.304
PSC10 0.5498 0.2922 0.5082 0.8754 0.5311 0.2211
ATP1 0.5323 0.2816 0.6166 0.4687 0.8591 0.4353
ATP2 0.5687 0.2695 0.6175 0.5527 0.8636 0.4102
ATP3 0.5211 0.2864 0.5994 0.543 0.9134 0.4228
ATP4 0.534 0.3206 0.5842 0.557 0.8881 0.3792
ATP5 0.5325 0.3271 0.6078 0.4812 0.9217 04137
ATP6 0.5332 0.3489 0.6112 0.4759 0.9226 0.4192
ATP7 0.5492 0.2954 0.5757 0.4851 0.8762 0.4143
PCI1 0.4086 0.148 0.4562 0.2721 0.4108 0.9161
PCI2 0.3871 0.1621 04781 0.2814 04179 0.9484
PCI3 0.4007 0.1617 0.51 0.3091 0.4444 0.9434
PCH4 0.3943 0.1436 0.4643 0.2922 0.4297 0.9217
PCI6 0.3563 0.1535 0.4446 0.3441 0.4208 0.8409
(Table 5) Discriminant Validity and Reliability
Clarity Brevity TopMgtAt Reinforce SETA ComplyInt
Clarity 0.8868
Brevity 0.2806 0.8427
TopMgtAt 0.6112 0.3963 08895
Reinforce 0.6061 0.2936 0.5932 0.9009
SETA 0.6038 0.3407 0.6749 0.5697 0.8925
ComplyInt 0.4259 0.1681 0.5151 0.327 0.4643 0.9149
Cronbach’s
0.9322 0.891 0.9559 0.8859 0.9573 0.9509
Alphas
AVE 0.7864 0.7102 0.7912 0.8116 0.7965 0.8371
CR 0.9485 0.9062 0.9636 0.9282 0.9647 0.9625

* AVE: Average Variance Extracted, CR: Composite (Factor) Reliability

* Squared correlations are reported on the off-diagonals and AVE squared roots are reported on the diagonal.
* The numbers on the diagonal should be greater than twice those off diagonal.
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2E(scree test), H4a Hi AN FHminimum average

partial correlation), Bartlett®] 7}olAlsF HZXE
(Bartlett's Chi-Square Test), HW#@ & (parallel

analysis) 5°] AoH o]F 7HF @el aAHgEHE Ve
Jfrgh(eigenvalue) >10]tH6][20]. whebA] & A= o
715 A&ste] afrgkol 101444l 8709 291& FE3t
Ak 3 P2 oA BFESHE AME-SHE Varimax
71HE ARESu(Varimax  with  Kaiser
Normalization)[6]. 2] (rotation)¢] &2-& dlo]g +%
£ w<eatal st sy fsteltHel B4, 291 AA)
#(Factor Loading) Th4gt 802 A& =0 8
)8l A4 (Factor Pattern Coefficients), £¢1 % Al$
(Factor Structure Coefficients) 5°] 21TH20]. ¥ Fkol
3] AFRFEC] Wol ARRSE 7] 040139 @t
Zt= AR 2Rls frAlske Zlolth22l. SN B S
T 22ls RIS $siA 0501739 7] A
SITH6I[22]. wekA] 2 A= 050149 #he Zte 2
AGE FAS & 7]Eel wel SV1, SV5, SPEG,
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o= 2ol g3l PLS(Partial least Squares) 7% 2 Sl AFAE AR AF-el7] vl &
AL-8-3HATH5]. Gefen et al.(2000)0] w2, -4t 7]% A INE A7 R o PLS7F A gsithal B 4 Qlok
(covariance-based structural equation model) 4 71 2y 248 9 Hed B = P Be A=

o] AMOS, EQS, LISREL %<& &4 o (exploratory 5 7FAaL Qe Aol o] 2A s =), duky
analyses) BUh= e &7 o2& 7|WHo R sk & o 1 ASWSo sl 10017 H & 7)EoltHI6L
3 A (confirmatory analyses)oll A gHsic) whebd & B Ao A$ Ho #SAFE 253 AAHes
AL 7|8k B4 o= Ry RTE ¢y By} o] A Security Awareness Program¥ Top Management
ol Agtsitis]. & AT PR JRKEto]  Attention 2 B T/l #SHFE JHA| AL Qi whe)

Clarity of
Security Policy

Top
Management
Attention

61 ’16"“)

R%=.3049 359300

Security Policy
............................ Comp]jance
Intention

Brevity of
Security Polity

Security
Enforcement

Security
Awareness
Program

GoF(Global of Fit)= 0.4904
[Fig. 3] Research Results with Whole Data
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Security Policy 209 ((9147) , ) A oar**) Tap
&3’47‘ RZ:_2338(H1g}:1) . 3‘34“3 4-143*“”)- Management
*)  R?=.3732(Low) o 1,262 Attention
(H).0385(.5725) Security Poli

Brevity of L)-.0757(-.945), Compliance ),

Security Polity 2 Intention (L) 021 ?( 23?1)
5(:2.1953,

Security
Enforcement

Security
Awareness
Program

System Vulnerability(High, N=289), System Vulnerability(Low, N=261)
[Fig. 4] Research Results (System Vulnerability)

Clarity of @) ,
Security Policy (L) ) 03 I 2 059+ *) Top
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=H8) R?=.1781(L) 02‘31“ Attention

(H)-.1494(-2.115+)
1)-.0073(-.1104

Security Policy
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[Fig. 5] Research Results (System Quality)
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A 70700 FHol A
BE 5= R B
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41 FEESHEN bootstrapping 71
BY BASl 94 TEEgn SR8 el We T8
ko] HFE Bretgleh 2l PLSelM = e 4 TERY Al oM B oS B Bt
Fe HkE S ot N EAh ARE Q) Rgkyh Ak FERe] did Rige A4 10%7} Hlofof et
CommunalityS 7}4) 11 d7bsic), 7130l wam 2 gk (91 10%e)/de] @ 49 o5 EFgAd (predictive validity)
(GoF, Global of Fit2)e] 01& whe 52, 0255 &34 ©f SAdTa 2031 + A A3k Rl
20360182 A9 h% 28 AR4e Ueinn = 03002 SEusl o9 3 25 2lo] 309e]
A9l A o % ek
(Table 6) Research Results
Original Sample Standard Error T Statistics p value
Clarity — ComplyInt 0.149 0.0555 2.6868** 0.0073
Brevity — ComplyInt -0.0615 0.0374 1.6421 0.1009
TopMgtAt—>ComplyInt 0.3593 0.0633 5.6716%*+* 0.0000
Reinforce—>ComplyInt -0.0672 0.0474 1.418 0.1565
SETA — Complylnt 0.1911 0.0612 3.1215%x* 0.0019
System Vulnerability (High)
Clarity — ComplyInt 0.0716 0.0782 0.9147 0.3606
Brevity — ComplyInt 0.0385 0.0672 0.5725 0.5671
TopMgtAt—>ComplyInt 0.3947 0.0817 4.8304% %+ 0.0000
Reinforce—~ComplyInt 0.0217 0.0754 0.2871 0.7741
SETA — ComplyInt 0.0091 0.0916 0.0997 0.9206
System Vulnerability (Low)
Clarity — ComplyInt 0.2092 0.0738 2.8347*x 0.0047
Brevity — ComplyInt -0.0757 0.0801 0.945 0.3449
TopMgtAt—>ComplyInt 0.2623 0.0766 3.4243% %+ 0.0006
Reinforce—~>ComplyInt -0.1295 0.059 2.1953* 0.0284
SETA — Complylnt 0.3027 0.0716 4.2243%%* 0.0000
System Quality(High)
Clarity — ComplyInt 0.1213 0.0681 1.7817 0.0751
Brevity — ComplyInt -0.1494 0.0706 2.115% 0.0347
TopMgtAt—>ComplyInt 0.3703 0.0695 5.3259%#* 0.0000
Reinforce—~>ComplyInt -0.0722 0.0619 1.166 0.2439
SETA — Complylnt 0.1841 0.0634 2.6928%x* 0.0072
System Quality(Low)
Clarity — ComplyInt 0.1001 0.081 1.2348 0.2172
Brevity — ComplyInt -0.0073 0.0659 0.1104 09121
TopMgtAt—>ComplyInt 0.2917 0.0863 3.3818*:#+ 0.0007
Reinforce—~>ComplyInt -0.0691 0.0691 1.0001 0.3175
SETA — Complylnt 0.1588 0.081 1.96% 0.0503

#t1060(95%), ##t5765(99%6), *#t301(99.9%)

2) Henseler and Sarstedt(2013)2] A|E|o]Ad B4 Au}o] u}
¥l GoF7} ejeel welek ojuje} ealn] oke welel
Foll= EA et & AxEY Hgo BA7E & 74
314t} o] 5L E3) Vinzi and Amato(2010)7} 7jaFst E5
3}=l GoF¢l At GoF(Relative GoF)&® -2 EA|E 7}A| 1L
Sicka F4sieic

2 o, |1l

A}, RHEL A
89l HekHA 9
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2 yebdth wbd, AR Eek A A4 (B=-0.0615) Ugo R Alzel F40] 21 vhg] e 2H ey
I} Hek ZF2(B=-00672)% FolstA ¥ Aoz e} TAoA = AR Ao WA (High: B=-0.14%,
=g p<0.05, Low: B=-0.0073)%F =}o]7} = Ao Vet
omn ARRF A AN (High: $=01213, Low: B
42 X-™S E2M =01001), AXHoIIA W& EZ I (High: B=0.1814,
oo 2AENE BAsg 2ag s 2as p<001 Low: B=0.1558, p<0.05), L7 gz1e] Bt 4l
Sl O] ERS Al2e] Hebdsh Alse] £4o] weh  (Hight B-03703, p<0.001, Low: B-0.2917, p<0.00), 1.
=0 Auka B fvoz TRl ragas B S ZE(High B--00722, Low: B=-0.069D)91A & Aol
A35l7] 98] YFEE(whole sample)e 3§ HEE 7F $le Aoz yeyth
(subsamples) .2 U= WL o] o3 2d gy} & 202 AR AF9 g FF& vty I3 1
A (product analysis) Bt} &3}2 o] tH31]. A5 88 tHunpaired t test). 2 AAL Y&l k&
FEo izt E2l(split)s Y #(median) S 7]+2 9] FA& AME-SATY.
2 3FArH3IL ek XFEoAE Tar] 9l 5007H9] 7
EH BES 7MA AL bootstrapping 71HS 283819 Spooted =V ANy =17 /(N1 + Ny =2 SEE +[(N — ) / (N, + Ny ~2)]x SE3}
[4]. tootat = (PCy = PCo) 1S g X T Ny $17 M)
zAge 3 B4 AxE Aeshd oga 2ok
NECEERED 2 An ot e t sttt ith (4, Ny 2 degros of oo

spooled

o = == -
Wl e 2489 4
5 B he sample size of dataset for culture i

S (High: B=0.0716, Low: B SE, is the standard error of path in structural model of culture i
02092, p<0.01), AR K Q12 W& T2 12(High: B P thepath coctliient i struetural modef of culture
00091, Low: B=03027, p<0.001), 1#]3 MoF 7% [Fig. 5] E%ren;l:[lg;]or Calculating the Moderating
(High: B=0.0217, Low: B=-0.1295, p<0.05)%14] Z}o]7}

iz 2L e W Hek A o) Hd 4 (High: B PCE= 27ke] 39| 2 275 (path coefficients) & ¢
=0.03%, Low: p=-00757) #aL Agxle] Bt 4 njgg N A 19 FE Fsample size) S N= A2
(High: =0.3947, p<0.001, Low: B=0.2623, p<0.00D)& 2k 90] gw s=2 ojujsir}, SE= 717be] Hke] §2903}
o7k ATk (standard erron)& &J7|dtch £ F2S B3 &EH 4

it

(Table 7) Moderating Effects Analysis

System Vulnerability: High(n=289) System Vulnerability: Low(n=261) .
. . . Moderating Effects
System Quality: High(n=266) System Quality: Low(n=284)
Path Standard T Path Standard o p
Path . o . T Statistics tspooled
Coefficient Error Statistics Coefficient Error value
System Vulnerability
Clarity > ComplyInt 0.0716 0.0782 0.9147 0.2092 0.0738 2.8347** -1.275 0.203
Brevity — ComplyInt 0.0385 0.0672 05725 -0.0757 0.0801 0.945 1.101 0.271
TopMgtAt—ComplyInt 0.3947 0.0817 483045 0.2623 0.0766 34243 1.177 0.240
Reinforce~>ComplyInt 0.0217 0.0754 0.2871 -0.1295 0.059 2.1953* 1.559 0.120
SETA — ComplyInt 0.0091 0.0916 0.0997 0.3027 0.0716 4.2243%xx -2.493% 0.013
System Quality
Clarity — ComplyInt 0.1213 0.0681 1.7817 0.1001 0.081 1.2348 0.19 0.842
Brevity — ComplyInt -0.1494 0.0706 -2.115% -0.0073 0.0659 -0.1104 -1.476 0.141
TopMgtAt—ComplyInt 0.3703 0.0695 532593 0.2917 0.0863 3.381 8k 0.705 0.481
Reinforce—~ComplyInt -0.0722 0.0619 1.166 -0.0691 0.0691 1.0001 -0.033 0973
SETA — Complylnt 0.1841 0.0684 26928+ 0.1588 0.081 1.96% 0.238 0.812

#t1.060(9526), *#ta576(99%6), *#kts091(99.9%)
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