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Abstract Semantic Web is what supports a search, data integration, and automated web service by developing
technology of giving help so that a computer can understand information a little more on the web. As amount
of information gets growing and diverse, there is a problem of offering by efficiently extracting and processing
only information proper for users' demand. Semantic Web isn't what is distinguished completely from the
existing web. It gives a meaning, which was well defined, to information of being inserted on web by
expanding the current web. Through this, a computer and a person come to perform work cooperatively. To
implement Semantic Web, the limit of HTML needs to be overcome. The existing access authorization has not
taken information and semantics into account due to the limitations of HTML. It is difficult to expand or
integrate many relevant documents by using HTML. Program or software agent, not a person, cannot extract a
meaning of document automatically. This study suggests a method of Access Authorization Policy Management
that is in the Semantic Web configuration. Accordingly, the policy, which was designed in this study, improved
the authorization process more than the existing method.
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<?xml  version="1.0" encoding="EUC-KR” ?>
<IDOCTYPE department[
<!ELEMENT department (employee>+>

<IELEMENT employee  (name, address, resume, salary,
medical-dossier)>
<!ELEMENT name (fname, Iname)>
<IELEMENT address (street, tel*, email)>
<IELEMENT resume (education, previous—jobs,
skills#)>
<IELEMENT salary (#PCDATA)>
<IELEMENT medical-dossier ANY>
<IELEMENT fname (#PCDATA)>
<IELEMENT Iname (#PCDATA)>
<IELEMENT street#PCDATA)>
<IELEMENT tel (#PCDATA)>
<IELEMENT email EMPTY>
<!ELEMENT previous—job (#PCDATA)>
<!ELEMENT education (#PCDATA)>
<IELEMENT hobby (#PCDATA)>
<IELEMENT skills ANY>
<IATTLIST department id ID #REQUIRED>
<IATTLIST employee id ID #REQUIRED manager
#IMPLIED>
<IATTLIST email mailto CDATA #IMPLED> ]>

hobby?,

IDREF

[Fig. 11 XML DTD Example
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Input: T: Dom Tree, urt User-requester,
ap: Authorization Policy(auth.dtd, xml.xas)
Output: T: modified Dom Tree
Procedure label
begin
for each ¢ € children(T.root) do
// L is local, R is recursive, LDH is Local DTD Hard
// RDH is Recursive DTD Hard, LD is local DTD  level,
if cparent.type in (L, R, LDH, RDH, LD, RD) then
if auth.dtd N xmlxas == & then
c.label < c.parent.label
else
c.label < propagation_rule
fi
else if ap.authdtd N ap.xml.xas == & then
clabel < default()
else
c.label < propagation_rule
fi
fi
end

[Fig. 31 Control Algorithm
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<IDOCTYPE authorizations [

<IELEMENT authorizations  (authorization)+>

<IELEMENT authorization (subject, object, action,
sign, type)>

<IELEMENT subject ((PCDATA)>

<IELEMENT object (#(PCDATA)>

<IELEMENT action EMPTY>

<IELEMENT sign EMPTY>

<IELEMENT type EMPTY>

<IATTLIST authorizations about CDATA #REQUIRED>

<IATTLIST action value #REQUIRED>

<IATTLIST sign value (+|-) #REQUIRED>
<IATTLIST  type  value (LIRILDHIRDHILDIRD)
#REQUIRED>

>

[Fig. 4] Authorization Syntax
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