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The Server based Realtime Biometric Signature Scheme
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Abstract In a biometric authentication scheme, a user’s biometric data that is unique to the user is used to
prove the user’s identity to the third party. Since the user should have to participate in every authentication
sessions, it's not possible to delegate other users to authenticate instead of himself/herself. In a biometric
signature scheme, contrary to authentication scheme, a user’s biometric data is used to prove that “this message
is signed by the signer who claims to be” to the third party. However, once the biometric key is created, it
can be accessed by the signer. Thus, it’s possible to lend the biometric key to other users. In this study, the
server based biometric realtime signature scheme is proposed. The proposed scheme can be applied to sign the
vote in electronic voting or to authenticate the copyright owner in DRM enabled mobile commerce where the
proxy signatures are not allowed.

Key Words : Biometric Recognition, Biometric Signature, Realtime User Authentication, Proxy Signature
Scheme, Electronic Voting
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