Journal of the Korea Institute of Information and
Communication Engineering

21|0] mld LSS fleh A2 Eotchol 2

o

M2

On the administrative security approaches against spear phishing attacks

Yu-seung Sohn® - Kil-hyun Nam? - Sung-cheol Goh*
'Department of Computer Science, Suwon University, Hwaseong 445-743, Korea

2KISTI ReSeat Program, Seoul 130-741, Korea
Department of Information Security, Suwon University, Hwaseong, 445-743, Korea

2 o

A ABRE 740 WA o Ae] 32| sfeichelo] Wakst glck. 2o A|2g o]t vl =5=ie ot
15 ol o] ZBhE W] 2 AHGARS ShAROR AR B8 7S o] 851 AbolH] 7o) F7beka ik 7] 4le]
U AR RS aoR Fa3t 719 dolgS AL 2o AuaE Reskshe A5PX%HAPT,
Advanced Persistent Threat) 52} ©] ©F 9197} 23] o] 7] o] &1 & AF§5H= 510 2 kel Fltk. i ol A= 23]
of T4 BAY| EAI WOt S1FL AAS] HAJSte] 714 FAGERRLO R 2vfo] 34 FZo| thsH= Aol
AL Qe AL o2 Beke 4= ol Alo] 1) B Aol et el A thg el ARksher

ABSTRACT

Recently the paradigm of cyber attacks is changing due to the information security technology improvement. The
cyber attack that uses the social engineering and targets the end users has been increasing as the organization's systems
and networks security controls have been tightened. The 91% of APT(Advanced Persistent Threat) which targets an
enterprise or a government agency to get the important data and disable the critical service starts with the spear
phishing email. In this paper, we analysed the security threats and characteristics of the spear phishing in detail and
explained why the technical solutions are not enough to prevent spear phishing attacks. Therefore, we proposed the
administrative prevention methods for the spear phishing attack.
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Fig. 1 Information gathering step in spear Phishing attack
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From: web master <webmaster @beyond.com >

Subject: 2011 Recruitment plan
] Message | 52011 Recruitment plan.xis

1 forward this file to you for review. Please open and view it.
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Fig. 2 Spear Phishing email sample used in RSA hacking
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