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Abstract

Purpose: In this study, the actual situation of domestic firms vulnerable to industrial security competence
will be discussed. And accordingly be discussed for effective response measures.

Methods: Using a structured questionnaire by mail, fax, e-mail and fill method was used respondents. By
the end of '10 R&D Center, which holds 15,247 companies(population) among the 95% level of confidence,
tolerance 3% p-level corporate type, sector, region extraction method stratified multi-level companies were
investigated through the final 1529.

Results: The average level of industrial security capabilities 43.8%(out of 100) is very weak, so urgent and
positive response measures also need to be investigated sought.

Conclusion: we propose the effective management framework and improvement plans to prevent illegal in-
dustrial leakage are to be made.
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POLICY APPLICATION
Security Regulation Asset Management Facility Management
General Regulation on Security Management ';(ﬂ:;':fﬁg"g | | Patents | | Facility Protection | | GEEEDiEI‘t:glrlty

Rules

- Asset List Management

- Facility Management

- Information Storage &
Media Management

- Etc

- Set up Management
Criteria for Important
Facilities

- Method for Protecting
Important Facilities on
Disaster

- Prepare Procedures
to Control Visitor
Access

- Entrance/Exit Access
Control System

- Regulate Optical
Management of Nat’'l Core Technologies

- Grade Assignment
to Information Assets

- Periodic Asset
Classification

- Set up Secret Informa-
tion Handling Authority

- Right Management
of R&D Outcome

- Apply for Patents
or Copyright

- Response & Action
Strategy

Procedures

- Information Processing
Facility Operation

- Disciplinary Actions for
Regulation Violation

- Classification of
Information Assets

g

Security Audit

Devices
Human Resource Management

New Employees |—| Holders |—|

The Retired

- Etc.

Security Department - Security Education - Security Education - Return Back Information
- Receiving Written Oath on - Receiving Written Oath on and Delete User ID
| Security Affairs Dep't. ” Cooperation System | personal Security Personal Security - Receiving Written Qath on
Prohibition of Getting a Job

- Award and Disciplinary Action

- Fixing Security Dep't

- Appointment of Security
Staff Exclusively

- Appointment of Staff
Charging of Asset
Management

- Security Measure
‘When Employing the
Experienced Person

to Competitive Enterprises
- Keep Track of One's Course
after Retirement

- Perform Security Affairs
for General Personnel
- Internal and External

- Invention Reward

Security Contract with Foreigners, Subcontractors, Staffs, Consultant. Co-workers, etc.

g

IT Security Management

Cooperation

RESPONSE & ACTION

Information System Information Leakage
PC Management M Y Praventioarag

anagemeént

ey |

- Network Security Checkup

|_.|

- Information Management System

- Personal PC(Desktop)

Recognizing
on Technology

- Security Checkup for
Servers and DB
- Control of Doc Dispatch to

- Portable PC{Laptop)
- Auziliary Storage Device
- User Management

- Introduction of Every Security
Salution
- Data Backup and Recording

the Regulations
Leakage Prevention

Action Plan
on System Crash

External Organization
- Inter-f/Intra Metwork
Separation and Operation

System Logs
- System Maintenance and Taking
Actions in Case off Faults

Action Plan
on Technology Leakage

Figure 1. Research model for level evaluation on industrial security capability
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Figure 2. Maturity score for industry security capability
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Figure 3. Industrial security capacity level according to the size, feature and industry
enterprise
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Figure 5. Security capability in various areas of industrial security
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Figure 6. Security capability of SMEs versus venture companies
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Figure 7. Security capability in various areas of industrial security according to their belonging
industry enterprise
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