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Abstract In a long-term perspective of development of spatial information industry, security regulation, such as
limiting public picture resolution of aerial photographs, needs a rational improvement. However, unplanned
deregulation of spatial information could lead problematic results such as national security issues because its present
security management system is not established in reasonable manner. The main purpose of this research is to suggest
the improvement plan of spatial information security management system to meet the reducing security regulation in
accordance with changes of political and economic condition including current national spatial information security
polices and spatial information industry. From an analytical standpoint, we examined the overall aspects of legal,
operation management, and technical system while we maintained especially integrated perspective of spatial
information security management. Followed by investigation of spatial information security issues, as well as its
regulation and policies in overseas, rational improvement plan of security management is proposed in the aspects of
legal, operation management, and technical system. It is also suggested the three-step improvement plan of reducing
regulation of security management system.

Keywords : Spatial information industry, Spatial information security management, Security Regulation,
Integrated Management
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Table 1. Security Service Plan & Coordination of
National Intelligence Service Act

Article #3 (Information and Security Service Plan &
Coordination) National security adviser (NIS chief) conducts
the setting policies and plans service of national information
and security service and coordinates information and
security service of administrative agencies and intelligence

investigation agencies in reasonable boundaries.




Table 2. Dualistic nature structure of Security Materials
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Table 3. Security service and related organization Network

National Intelligence Service Act

Information and Security Service Plan & Coordination
Regulation

@ U

National Spatial
Information Security
Management Basic

Security operational rule
/ Enforcement regulations

/ Rules f ti
ules for operation Guidelines

¢ ¢

Ministry of Unification, Ministry of Foreign Affairs,
Ministry of Security and Public Administration,
Ministry of Justice, Ministry of National Defense,
Ministry of Culture, Sports and Tourism, Ministry of
Land, Infrastructure, and Transport, etc.

g ¢

Ministry of Land,
Infrastructure, and
Transport National Spatial
Information Safety
management regulation

¢ ¢

National Geographic Information Institute Security
work management guidelines

¢ ¢

Security Service and

Security Management

(Top Secret, Secret,
Confidential)

Ministry of Land,
Infrastructure, and
Transport Security work
rules for operation

Spatial Information Security
Management (Public,
Restricted, Confidential)
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Security inspection
of Defense Security
Command

Check The Ministry of
Defence, National Intelligence

. . Service, military zone and
(ie, Remove military . .
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Table 4. Comparison of overseas spatial information security regulatory policy[10]

Nation Digital map regulation Aerial photograph regulation Satellite image regulation
There is no special regulation, Self-regulgtmg 1mage Qe.plet.ed. Not allowed general provision of
USA process of important facility is in R
except for observance of statute offect over 50cm sesolution image
UK There is no special regulation, There is no special regulation, Allowed to policy of image
except for observance of statute | except for observance of statute provider
Vg he pin o
France | P . Y>  |Limit of flying area by the statute| 2008, grant of require duty to
regulation of autonomy of detail image acquires
expression about important facility £e acq
There is no special regulation, |Awareness of personal information There s no special r.egulatlor.l,
Germany SR Awareness of personal information
except for observance of statute protection is high LT
protection is high
. | There is no special regulation, There is no special regulation, There is no special regulation,
Australia
except for observance of statute | except for observance of statute | except for observance of statute

Korea

Express limit of matters relating to
national security

Limit of flying area by the statute,
providing over 25cm data is
impossible, matters related to

national security are depleted or
disguised

matters related to national security
are depleted or disguised
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Table 5. Strengthen the responsibility and authority about security task

Current system

Improvement plan

® General security task and spatial information are listed
one regulation (To promote separation of different in the
related law)

® Extra National Geographic Information Institute management
guideline of spatial information (draft) established

® Undermine the expertise of spatial information security
task, to be processed on the same level of security work
permit(limited)

e Strengthen the responsibility, authority and expertise of
spatial information security task (By maintaining a legal
basis, integrated management guidance of spatial information
security task

Table 6. Improvement application method of specific security standard

Current system

Improvement plan

® Depends on the performance standard and facility
standard based on the related laws (external agency
involvement), own standard absence that includes this

® To the extent that it does not violate the related law,
detailed classification standard making and management
of security standards

o Exist difficulty of the application of performance standards
that are stan- dardization of the laws

® By managing and making its own standards, support and
resolve latent problems in advance when security
inspection (Enhancements of prior consultation of the
security target)

Table 7. Integrated management of latent security frag

ility target (monitoring)

Current system

Improvement plan

® verification system of man power - centric, multilateral
intervention about security target and individual responsibilities
of performance data (vertical management)

® In addition to the vertical management, to build the
vertical security system of spatial information, to
provide a physical, computational integrated monitoring
system (required for exclusive management)

Impossible collateral of physical and computational
security about enormous performance data (Insufficient
integrated management such as production, management
and utilization)

vertical management system change to horizontal (production,
management, utilize) system, and vulnerability security
risk remove by strengthening monitoring

Table 8. Dedicated support organization and improvem

ent security operations manual

Current system

Improvement plan

® Absence of integrated management about spatial information
security operations, dedicated support organization and
security operations manual

® New organization for integrate support to spatial information
security operations, and make security task manual for
operation and management

® Reduced strategic function of spatial information security
operation (planning, coordination), reduction of negotiation
and integration skills with external agencies

® Raise status and role through Interior and exterior of
institute spatial information security operation specialization,
organization and integration

Table 9. Improvement of security management about national spatial information imaging system

Current system

Improvement plan

® Absence step by step access restriction of private public
limited data of imaging system users, download and
viewing allowed, simultaneous viewing of private data
(inherent risk of exposure)

® Prepare the procedure of Operation, management regulations
connected directly national spatial information imaging
system’s database (connect with integrate security system)

® Limits of security control about system administrator of
curriculum organization, inherent possibility of outflow
data through system users, and expose risk of security
facility’s delete information

® Provide the procedure of operation, management regulation,
performing mutual cross-check of the security service
(prior remove potential danger)

3
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Table 10. Improvement of spatial information integrated

security management system

Current system

Improvement plan

External agencies screening system such as Ministry of]
National Defense, Defense Security Command, National
Intelligence Service, especially labor-centric screening
system (involvement of multilateral security standards)

® To achieve the efficiency and effectiveness of security
mana gement through introduction of leading integrate
security management system about security facility

Confusion of clear standards about security target, especially
performance data management in the involvement of]
multilateral to national security facility

® Enhance the status of National Geographic Information
Institute ’s security management operation through the
introduction management system based on system(a
long-term business transferred by multilateral bargaining
power enhanced)
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Performance Targets: Preemptive Response to
Environmental Changes in Spatial Information
Security Management

Along with Development of Spatial Information Industry, rationalize regulation
demand has increased, such as reducing regulation of picture resolution.
However, as the information & network technology develops, military facilities
and national security terrorist target facilities has been exposed.
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Promotion Strateqy: Establish Integrated System of
Spatial Information Security Management

Establish the
foothold of the
Technical/system

Establish the
foothold of the
management

Establish the
foothold of the
laws

Figure 1. Basic Objectives

Promotion Strategy : Establish Integrated System of!
Spatial Information Security Management
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Establish the foothold|
f il

Establish the foothold Yl = 20\ =1 e foothold
B Technical/system

© Previous management of
potential vulnerable
subject in security during
the produce-management-
application phase

© Set up the Spatial Information
Security Management
guideline based on ISO 27001,
27002 which standard of the
International information
security system

© Complement across-the-
board application way by
the upper guidance(set up
the self specific criteria)

© Establish internal security
system such as country
spatial imagery
information system

© Application method of
integrated Spatial
information management
system(institution
cooperative type)

© Draw up the task and
operation manual of
spatial information
exclusive organization

G

Figure 2. Establishment of promoting strategy and
core task
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