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Design and Implementation of Stream Cipher based on SHACAL
Superior in the Confidentiality and Integrity

Gil Ho Kim*, Gyeong Yeon Cho'"

ABSTRACT

We have developed a 128-bit stream cipher algorithm composed of the 5-stage pipeline, capable of
real-time processing, confidentiality and integrity. The developed stream cipher is a stream cipher
algorithm that makes the final 128-bit ciphers through a whitening process after making the ASR 277
bit and SHACAL-2 and applying them to the CFB mode. We have verified the hardware performance
of the proposed stream cipher algorithm with Modelsim 6.5d and Quartus II 12.0, and the result shows
that the hardware runs at 33.34Mhz(4.27Gbps) at worst case. According to the result, the new cipher
algorithm has fully satisfied the speed requirement of wireless Internet and sensor networks, and DRM
environment. Therefore, the proposed algorithm with satisfaction of both confidentiality and integrity
provides a very useful ideas.
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