Journal of Korea Multimedia Society Vol. 16, No. 12, December 2013(pp. 1413-1426)
http://dx.doi.org/10.9717/kmms.2013.16.12.1413

7Fst AAARS AFE3H RFID HZL &F-3 o|d T2 EF
o] xf =

o OF
g 4

RFID 71%& 234 #els 913 Aglol Basishl Adso] A5 ek AFe] 4ae o) 2 A)Fe
RFID B2/} 335, 34, Wiga, L4 2 Lz doldAe] 339 Bele s AF) 2437
oldle] 9] A Az Hofof ). 0|9} % e AHgatel 2t AES A8 AFY TFHHL
agdoz Aay] 6 dWeL BEH RFID 247 ol TIEZo| F28 ol<rolt). ofv] B
457 oW ZRERO] AGHNT. o] TRESES uet 4o EAS /A Jon, frre] TRes
o Fmal A B AP e

=
b

2t s & B3e Asks AHEgth Lo 5 1Hee AAE(AZE, 54l XOR A4t
) g S LSS 22 EZS AA AT ] AT o] TEEZS gag A 2537 BeEts
By 2AA) A= = Lo 5°] AlAg

= 5% & 9 BAYTH Fraud F4o) AsrH2) & =24
22 EFS FYse] (Ed A z

= S MEAZE, QA A4k 2 dg AA)S ARESEe] Bet
ZZEFS AA S

]

RFID Tag Ownership Transfer Protocol Using
Lightweight Computing Operators

Jae—-Dong Lee'

ABSTRACT

RFID thecnology has been widely adopted by industries for supply chain management. When a product
item is manufactured RFID tag is attached to the product item and supply chain management among
factories, distributors, retailers and customers needs to handle ownership transfer for the product item
carefully. With RFID technology, the secure and efficient ownership transfer protocol is an important
issue for the identification of product items and the overall system efficiency on supply chain. Many
ownership transfer protocols have been proposed now. They have security problems and use complex
operations such as encryption operation and hash function. Lo et al proposed a protocol using lightweight
operations such as shift, addition, XOR, and random number generation[1]. However, this protocol has
a security problem in which the secret key between the tag and the new owner is disclosed to the
attackers, and it is also weak against the Fraud attack[2]. In this paper, we propose a new ownership
transfer protocol using lightweight operations such as shift, addition, and random number generation.
This protocol is the modified version of Lo et al‘s protocol and is secure against the security attacks.
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string Nun(bit string m, bit string n){
string X = m
int L = bit length of X value
for(int i = 0; 1 < L; i++){
X=X>1+X<L1)+n
}

return X
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P ownership transfer request
OID¢, OIDy, TID;, Cc

Find K7;, KO;
Use OIDc, TTPID, KO:; to calculate
C'=h(TTPID/|OID¢/ | KO,
Verify Cc/'?7=Cec
If (C/'==Cp)
{generate Kiempy=Nun(KO;, KT)
KT""=Nun( KT, TID)
<start timer>
R: generate n
Vi=Nun(KT, n) W, n

else “compute
W =NunlKT, n)
terminate session f(Vi==1;")
{ Kiempy=Nun(KO;, KT
KT;'OM: KT;
KT=Nun(KT, TID)
KO=KO;
K Oi:Kremp
generate
Vo=Nun(KT, r.) }
else
{ compute
W/'=Nun(KT", 1)
If (Vi==1"")
{ Kiemp=Nunl KO, KT
KT=Nun(KT?", TID)
K 01: K, temp
Vi, generate
Vo=Nun(KT, r) }
else no operation

}

»

A

compute
Vo'=Nun(KT;*", r»)
It (Ve==1%")
{ KI=KT;""
KO=Kienp
Cv=H TTPID|\\OIDN// KO)) }
KO; TID;, Cy

> [0

(OIDn, Cy, KO, TID))

Success message

v

else goto R

If (time out) goto <start timer>

O 4. M A7 ol =2EZ
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Steps: (TTP = Oy). TTP= M 255 (0N A
B 2E M B IN(KO), BlLe] A EAH(TID;)
agla AFSHEACYSE FAE HAIA(KO;
TID;, CNE AFe Al 2fFe BIZI(KO)E
AR&ste] Hl1E T dor AFFTHEA
(CvS AH&3tS T4 UTH EFH
TTP= oA &2fF(00)NA ‘A3
AfrH oo AFHoE o] FoH

Stepb: (TTP). =4 o]Ho] A
W OE RE 77PN A= HqH
B9 K79t KOS A$3t]
o} o] i 19 4= AAFHA

= 4
N
il

f

=

e
)

of
& do
oft W [o do

N
)
il
o

o [l
1
=2 Hu

2

82
30
o

~
H
e
0]
1
P
Y
HI
1=
Pl
0z
or
HI
1=

BN
T 2AS HEeeAE E4%aL, 254
et =3 gg)

Y
A 43I,

s

41 B9t @7 =7 B4

AN 25F Zgbo| W A](New owner privacy): 73
T2 EFANME TTP/} TagolAl A2 oA =
E WAAE BUY KOE ®iAsth WA " KO=
KTE &3 lojoprt 38 & o} a8y, KT=
TTPS} Tagt €41 Qo2& A 2FF O~ &
Aok TagollA KO© W7ol Ui T7TP= %
o s MAE KOE tds Balog A &fr
OnIll A Agdth webs A Lfabes o o
a5 H2 3, GA A AFFRke] o
T Aot 2YEE A &AFFY ZEolHAIZE B
.

A &5 o] W A](Old owner privacy): A

A
F Ove TTPERYE A" KO, TIDSF Cyits
Al
o

T N o >

wet mEkA Ove o)A &fA Oco ZEtolH
E BoE F UL, Ot Tagi Atole] ERAHAESS
FHE gtk

A3t B (Authorization recovery): ©]Z AFF
oA AL BFAF7] Y8 S F e Az
A 7hsstth WA, A &fF7F TTPAA A% &
T 83E vk 77P= oA &f/FolA s1E F

=8 F JE HEIN(KO)E AFIH o) 2R/ F
= o] HYZE gaE H2E 5 AUtk AHge] 2y
H, ol AFFE TTPAA AMEo] BxsS 4
o TTP= 87k AN 4 Z2EZE o83
o 298 @ &FFdA 92 F Aok

A2 AXR F A FH (Resistance to Denial of
Service (DoS) attack): %4 ZZEZ A DoSF 4
< (W, n)MIAIA S (1h, m)E| AR o A o] Fojd 5=
ATk AT £ ZZEFL AFH o]do] AT
W72 A FHHEZ DoSE A taf <hAsiT)
el = T2 ESS HASt BY obxo] HHA
Oc®t OnAI Al A8 WAAE B S T3
o st F 718 FA7F G A HA, (1, n)
H AR 8] AFo] o] FolAA| FEF FHG = FF-
2 Azt R A} o] B9E Tagd 715(KOS KT)
o] MglEA ghovz O 7|E KOE 2831
Bl e H2E = Aok F HA, (1, nHAIAE A
Ao} (Vs )HI A A S o] o] FoR]A] &
e Afde Tag®l KOS KT7F A=
BHEA. o] W, O} Tags 715 KO
g 77 gt J2E 5 /o ols
o] gsltt 19 59 e 7iest =
7bsted Sl 2E o+ Aok Ot KOE AHE:
Tagis Aot & o 425 & 5 gloed
TIPAA A 718 &73k= WAIA (Cq OIDC)
o TTP= Ccs °183t B1e &fF
b %, KOSY KT 74 Z2EEAM T
fo] J2¢ o2 4% & KOF Oc

L)
I

0

o

8t

ol 2 I

oL oo koo
2l [o of

ANt O oy
O

QL

roR o
filo

H

o oy

r o it Q

£ 1 op

oo o
o

of
.

i

request new key
Ce, OIDc¢
Cc'=h(TTPID//OID:/ | KO)
if(Cc'==C¢)
{ KOFNun(KO;, KT)
KT=Nun(KT;, TID)
M=KO; ) 4]\4»
KO=M
access tag by KO;

else no operation

12l 5 TTPE OC Z2ke| 7| 7|8}



o A FA <oFd(Resistance to replay at-
tack): 8 ZREZIX =FT 5 e WA=
(Wi, )& (W, ) 2700t} /A, 3 AR} (W, n)<
St o] HIAAE AFFol| Tagell AEgekar 7t
st} o] MAIAE FAYE W, Tag®] KOS KT;

o] MAE A, KO/} KT/ o] d KOs}
KTE 7FA 3 it whebs, 324270 Bl v Al #]
Vel ol ™ KX, K179 ART 5o} glt}. o
HAIAE B B 1e Vi==1"'9S FAste] S+
A A (15, )7F TTPO A2H A & Aeg #d
skl K79k KO KT7ek KO/“& A-g-38ked thA
Alrkgtet, o] g Al AFA T e olw A=
KOSt KT:%F &t} whebA o] 342 1o 43S
LB AATY WAA (1, n)E =
250l o] WAIA S TTPo| AE3cka 744 84}
TTP7} o] HIAAE FAES e olv] Aol F
gHoeng T7TPY B¢ &S FA &=

wEtA, £ Z2EZLS AA FH FAs.

o TA FAo| LA (Resistance to man-in-
middle attack): FZAAE> TTP} H 1 Aol A
FE AR E EH st o] HAAE T ALE

g F Utk 78 Z2EFAXE WAAT FAHEHA

e oox K

FA e

gA, 8 ZEEZL TR FFd st
o A= FA 9 W] (Prevention of windowing
problem): 3 ZEEZAE LFA o]A A, H
a2 Ao 93 7] KO 8l A oA A=
& 712 T ol AR A)E TIP7} A SfFol
A ADsth wela] o)A A28F9 A A8F7)

SAl Bl1E A2 = [tk

[\~]

€ oje ZREZS] Kot @F ZAS 1]

42 7|E} Hot Atgt

2530l 71&3 Lo 50 AAIS Z2EF] #4]
AE T BAFL O NN(KDY =F2& 4 ==
EZo|e 2AstA Gt 258004 7&E39%
o] Lo 5¢ TR EZ| XNt XORE AL&3sle KT
T F AJAT, £ T2 EZNME Nun(KT,
n= ALE s AR AEFHEE Nun(KT,
n) #X KTE T3t e E7Fs3ll

roEg ZerarEd NP op RA DoS MA Wp

(8] ) X X ) O X
[4] ) @) @) X X X
(5] 0) 0] O X (@) 0]
[10] 0) 0] 0O ) X X
[6] 0) 0] 0O 0) O X
[11] 0) @) @) ) (@) 0]
[9] ) X (@) X X X
(7] 0) @) 0O X @) )
(1] X @) 0O ) (@) X

T ZEEZ ) @) 0O ) @) 0)

NP: A &fr5F Zeho]wA| OP: A &fr5 ZeholuA| RA: A4 FAl A

DoS: Aul& AR gl b WP: 9= &419] ¥A MA: $3t4F 54 A

0: 4& X: A3
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U=t A TZEZ X E
Oc 1831 Tagel A7 =] U

S8k7] A= TTP,
glH o g SHEtof O o= &
KO~= NunlKO;, KT)Z WASERZ KTE &olof
WAE KOS & 4 Utk 3FA9F Yol A A3 nf

o} Po] KTje =&HA gorng A" KOZ ¢
PN
T

o =
N I

F 1)

HIU71(KO0)7
A “ﬂ"]
AR =Z =R et wEhA, B
(Og) T Tag
53tk

=

=3,

1_4

3 2004 Bet e x2S BF 7SSk Kapoor
9} Piramuthu”} AA1gF T2 EZ([11]5} -7} A A
st A T2 EFS Hlws) B} 3E 37 3 49 UE
W ouke} 2ol [1119] Z2EZL B9} Aol B
o

T EREIANE 244 ojdde] BRI H, QFE s} ahEnk ohjet of o] AL ol £
2HEHAL HAE LIS A AFFolA A ;}_ 2 T2 ESZ B3 AN 2o FEE HLo]
#o o £FFE HAR AR VNAL UL g 3an (4] B9 (019 TzEEe dALoz 4
AfEEAE Bdol gtk e, o)l 2RFF o ame wgo] oAU E 204 AHd A
oA BolA £4UL oA + Atk %, Lo 5 o yeja) Foran
TR EZ ‘BEA|H3: Fraud 339 FHFS 2
Fid=g 51 =
43 845 24 RFID 7|2 3% #HE 98 2ol 2339

Bl 2ot AN FE = HFE BlES v & ShA g s o] AbEE A k. AlFo] AakE uf 7}
2 S ¥ 38 Blaol FRAHE Aae BRep  AFol RED Bask e, 23, A, 24
F 3 EBjO0A SoEs oAt

[8] [4] (5] [10] [6] [11] (9] (1] Y Z2EF
XOR a4 0 1 5 2 9 6 4 7 0
Y A S 0 0 0 2 6 2 2 0 0
v A4 0 0 1 0 2 2 3 2 1
A tEsl A% 1 0 2 0 0 2 0 0 0
NZE Q3 0 0 0 0 4 0 0 0 0
Nun &4 0 0 0 0 0 0 0 4 4
GAE A HE datel 315
F 4 ME{(TTR0IM S8Els olAt
(8] (4] (5] [10] (6] [11] 9] (1] FH TREZ
XOR 4t 0 1 5 2 10 12 4 6 0
Y EF oA FHr 0 0 0 3 5 4 0 1 2
g A 0 0 1 0 3 3 4 4 1
4 sl A 1 1 2 1 0 5 0 0 0
AZE A 0 0 0 0 4 0 0 0 0
Nun 4 0 0 0 0 0 0 0 2 4
(e AHE Al 3149
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