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The Study on Financial Firm's Performance Resulting from
Security Countermeasures and the Moderating Effect of
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m Abstract =

Information system (IS) security continues to present a challenge for firms. Especially, IT security accident is re-
cently taking place successively in the financial sector. Thus, a comprehensive measure on this is demanded. A large
part of a research on security relies upon technical design in nature and is restrictive in a consideration of person
and organizational issue. To achieve a goal of firm security, it is possible with an effort of organizational management
and supervision for maintaining the technical and procedural status. Based on a theory of accountability, we propose
that the security countermeasures of organization lead to an increase in accountability and reduction in risk of IT se-
curity in a financial firm and further to firm performance like promotion in firm reliability. In addition, we investigate
which difference a theoretical model shows by comparison between South Korean and American financial firms. As
a result of analysis, it found that South Korea and America have significant difference, but that a measure on the
financing IT security is important for both countries. We aim to enhance interpretability of a research on security by
comparatively analysis between countries and conducting a study focus on specific firm called financial business. Our
study suggest new theoretical framework to a research of security and provide guideline on design of security to finan-
cial firm.

Keyword : Financial Firm, Firm Performance, Accountability, Security Countermeasures,
Transformational Leadership, Cross-National Research
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