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A Study on Data Storage and Recovery in Hadoop Environment
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ABSTRACT

Cloud computing has been receiving increasing attention recently. Despite this attention, security is the main problem that still needs to

be addressed for cloud computing. In general, a cloud computing environment protects data by using distributed servers for data storage.
When the amount of data is too high, however, different pieces of a secret key (if used) may be divided among hundreds of distributed

servers. Thus, the management of a distributed server may be very difficult simply in terms of its authentication, encryption, and

decryption processes, which incur vast overheads. In this paper, we proposed a efficiently data storage and recovery scheme using XOR

and RAID in Hadoop environment.
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Table 1. Comparison with existing methods

Improvement of Proposed Proposed
Cloud Shredder Scheme Scheme
Cloud Shredder (XOR) (RAID)
Data Recovery X X o o}
Data Sp\itting XOR Ratio XOR Ratio
(3 piece) 26 28 2E 28 48 4E+B
X A X
The cloud service provider’s X (Require other (Require other (AONT based
security incident (Requires RS) pieces of the pieces of the i)
data) data) P
VAN
. 0 0]
Availability of data Must hA LS (Et:cr]:lérregfal::o:d (Fault (Fault
LilsEresy ) number) 9 tclerant system) tolerant system)
Storage (n-1)(3m)+m n(3m) (2m-1)n (3m-1)n

n: Data capacity, m: Number of blocks distributed, E: XOR operations, B : Bit operation
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